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Abstract: Authentication Test is a new type of analysis and design method of security protocols based on Strand
space model, and it can be used for most types of the security protocols. However, as a Strand space model, it is
inclined to be used for the proof of correctness, and is relatively weaker for incorrectness analysis. This paper
proposes the concepts of Enhanced Authentication Test (EAT) and the correspondence function that can solve the
problem. Compared with the original concept, the new approach is more formal and can make protocol analysis
easier both by hand and automatically.
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Kerberos OR EAT  Correspondence
1
11
Strand [22l(Strand space model, SSM)  Thayer Fabrega,Herzog ~ Guttman 1998
, Strand,  Strand
Strand ; Strand (bundle).
’ , El
.Strand »
48 strand -
: a( ) :
a ):
[4 , - a , Guttman  Thayer Fabrega 3
:Incoming Test(IT),Outgoing Test(OT) Unsolicited Test(UT).AT ,
el . Strand , Strand
AT , EAT  Correspondence
Strand )
EAT , Strand
) ) , EAT
, (7
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1.2
Strand , )
; (1) Strand ,
Song,Berezin  Perrig Athenal®?, Strand
Athena , , 1(2) Strand
) , Paul Syverson
[10] Strand BAN , BAN HE)) Strand ,
Cervesato,Durgin,Kanovich  Scedrov [11]
(first-order linear logic) Strand , (4)
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Strand (GSSM), Oracle Strands Strand , ,

© PEEREBEAD

http:/ www. jos. org. cn



150

Journal of Software Vol.17, No.1, January 2006
, Strand
, . EAT  Correspondence
, , EAT ,
. 3 3
( BAN ) ( ) (  Strand ).
Strand , , )
) EAT , BAN
2
, Strand ’ [1,2].
[4,5].
2.1
1( Component).
to, . toct,t , t, #t,, t,ct, ct, N
t, n=(s,i) , t,  term(n) , n=(s,i),(j<i)
2(Transformed Edge  Transforming Edge).
(s)=%(sj) a Transformed Edge, a (s,i) , (s\j) ;
(si)=%(sj) Transforming Edge, a (s,i) , (sjy
3( Test Component Test).
t={h} n a , : act, t n ;o Strand >
a Ny (Strand “ , BAN Fresh ),
n="n a Transformed Edge, nn="n a
4(outgoing test, oT).
N="n t={h}, a OfT, () np="n, a (i) KteP(iii) a
No t ;(iv) t Ny a
5(incoming test, IT).
N="n t={h}, a |IT, () ng="n a (i) KgP;(iii) t n,
a .
6(unsolicited test, uT).
( n t={h}, a UT, (i) t n a (i) KegP.
22 3
AT1. C Strand (bundle), nNeC, n='n t a OT,
:(i) mmeC t m , m="m a Transforming Edge;(ii)
a n t :{hl}Kl 4 J Kl’lgP,
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AT2. (o n, n="n t’ a |IT, mmeC ' m
, m="m a Transforming Edge.
AT3. C n, n t={h}, UT, ( )ymeC
t m
3 EAT Correspondence
3.1 Strand
NS NSL :
; Init Strand 2 JNSL B, NS : 18 ,
, [4] ,NSL 2 B Init Strand
) B .
Tablel Analysisof NSand NSL protocol using AT
1 AT NS NSL
Protocol Difference Conclusion with AT Extra analysis results
NSL {Na,Nb,B}Ka Exists corresponding regular Strand, height=3 Init (A,B,Na,Nb)
NS {Na,Nb} Ka Exists corresponding regular Strand, height=3 Init (A,* ,Na,Nb)
, Challenge-Response JAT1~AT3 “
“ " BAN ,
NSL NS “B believes A response recently” “B believes A response to B
recently”, NS , AT )
Strand .
, Strand 3 :Nonce
¢ Nonce
Nonce ; \
A nonce, ( ) B,
nonce, IT OT; , 22 UT 1
, ,Nonce , AT Strand  Nonce
°
t={h} AT \ AT X Strand ,
Xctvx=K.
°
Strand ,  Strand AT
. , (S AB
) , A S , S A B Nonce
, A S k( ) A B( ) (nonce)
,Strand Nonce
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7( id)
Strand s, A teA A S ., t=A =K, A
tegP t=KysnateP t A S , id(AA,S).
Strand ., A teA B S , t=B t A
S A B , id(AB,S).
2 A S , ,  Strand X
, A S AT , X=S
. , X#S .2 1 A Challenge
( Kas ), AT S Response
Table2 Correspondence of Strand’s principal parameters
2 Strand
A > Type NulLL Kis K3‘1 }? = 3
a a Ks Ks
1 NULL IT/UT X OKI[R] X X R X
2 Kas oT OK[C] OK[CIR] X OK[CIR] OK[C/R] X
3 Ka*? IT/IUT X OK[CIR] X X R X
4 Ka X X X X X X X
5 Ks* X X X X X X X
6 Ks oT C OK[C/R] X C CIR X
C id(A,X,9) ( “ K 21 & rac'{g},, iffac’'gva=kv
a={g},) Chalenge ;R id(AX,S) Response ;OK X=A, ,
, Kas Ka? id(AA,S); ; (X=A)
) X . , 1 2
S A S Kas , IT UT( )
, Kas A S A , A S A
B , id(A,B,9 S ( B, A
S A B ) S A B )
( Strand )
Strand Nonce 3.as A S ,
@i A Nonce S (i) 2 A S
(i) A .
Strand . , 3  Strand
, NS , B A B
(N AN, N ) (NGB, HNGNE AN ))-
B A {N.Np}y, {No}x, o, 2 (64) . C
, B , id(B,B,A) ' { NN}, -
,id(B, B, A) = K, Aid(B, B,A);t{NaNb}KA, - , id(B,B,A)=N, vid(B,B,A) =N, .
N, B , , id(B,B,A)=N,;  ,NazBN=Kg"* Na# Kap,
7 , B N, A B . N, < {N, A Ko
, B , N, A B , N, AB .
NS B B . O
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3.2 (EAT)
, Strand , EAT
EAT 1. C Strand , nNeC, n='n t a OfT,
mmeC t m , m="m a Transforming Edge; , Strand
, AT ,n="n" m="m .

EAT 2. C n, n="n t' a IT, m,m' eC t’
m' , m="m a Transforming Edge; , Strand ,

AT ,n="n" m=>"m .

EAT 3. C n, n t={h} uT, ( )
meC t m ; , Strand 3 AT N m
3.3 Correspondence

) , , EAT
. B A ' Correspondenceng,
8(Correspondence ).
Strand ,Correspondenceag B A , 0.
Correspondenceag=0, A B ; Correspondenceag=n>0,
A B Strand (B,1)="(B,n)
( Correspondencesg).
Correspondencens 0, A Strand B (oT,IT B A
uT). B (B,i)=>+(B,j) EAT,(n=1,2 3), Correspondencexs=(j>Correspondenceag)?j:
Correspondenceng, j>Correspondenceng, Correspondencens=j, Correspondenceng
, . M,
M (A, B) = Correspondence,;, A=#=B
{M (A B) = height(Strand(A)), A=B"
4
Strand  ( 1 ), M1,M2,...,Mn
1 Mi , :
i. Mi (oT IT), Mi UT,
Mi  Strand ;
ii. Mi  Strand Mi , Strand EAT
3. 2 , .
Kerberos OR , EAT Correspondence Strand
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A
(AL O al ’H (81
A2 64 {Ts,L,Kab,B{ Ts,L,Kab,A} kps} kas 2
%< {Ts,L,Kab,A} kps,{ A, Ta} kab
(A3) (B,1)
e al
(A4) 6‘ gy E (B,2)
Fig.1 Strand graph of Kerberos protocol
1 Kerberos Strand
4.1 Kerberos
Kerberos , S AB
.Kas,Kbs AB S ,Ts,Ta L
A S AB , S A
) B,B , A .
Kerberos Strand :(i) Nonce: Ts, Ta;(ii) : Kab,L,Kbs
Kas;(iii) : AB S
AB,S
A
A (A1) AB S, .
(A,2), A term((A,2))={ Ts,L,Kab,B{ Ts,L ,Kab,A} bs} kas: Ts( )
Strand , term((A,2) Ts 7 KieeP, (A2 Ts UT.
B term((A2), 2 12 , ASB ; , L,Kab
, . EAT3 : AS (A2 (S2
,  Correspondenceas=2.
(A3 = (Ad) Ta OT, 2 22 , AB ,
Kab . EAT1, : AB (A3=(Ad (BD)=(B)2 ,
Correspondenceng=2.
B
B (B,1) {Ts,L,Kab,A}Kbs {A,Ta}Kab, Ts,a Strand
, K 2P, Ky 2P, (B,1) Ts Ta UT, S A
, 2 12 , ASB ; , L Kab
, EAT3  Strand < —mimnimal , : B,S (B,1)
(S2) , Corr&epondencegyz
, AB Kab , EAT3 BA (B1) (A3

, Correspondencegs=3.
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S S
4 2 2
Correspondence(Kerberos— A-B-S)={3 2 2
00 2
Correspondenceas=2  Correspondencesg=2, : A Kab S AB
) B ; B,
42 OR
OR AB , EAT Correspon-
dence ) )
2 0 2
Correspondence(OR—- A-B-S)=({0 4 2|, X A, Kab S AB
0 0 2
; . B Kab S AB ; AB :
AB S Kab Kab OR
A MAB{NaMAB}w B
AL O————— () (B1)
Y% M,A,B{Na,M,A,B} kas{ NO,M,A,B} kps S
(B2) O {Na } kasi{ } kb > (1)
M, { Na,Kab} kas,{ Nb,Kab} ps
(B3 64 { } Kasi{ } Kb > sz
M.{Na,Kab} kas
A (e iNaKabl o RCY)
Fig.2 Strand graph of OR protocol
2 OR Strand
,Strand Strand
AT Strand EAT AT
, Strand , )
, ,  Correspondence
; EAT
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