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Abstract: The thirty years, development of covert channel analysis research is summarized. The essence of covert
channel and its analysis is depicted according to our theoretical research and engineering experience in this area.
The state of the art in the application of covert channel analysis approaches to the real systems is illustrated. Some
major threads and emerging trends of the research in this area are presented.
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