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Abstract: The generalizing ability of current IDS (intrusion detection system) is poor when given less priori
knowledge. Utilizing SVM (support vector machines) in Intrusion Detection, the generalizing ability of IDS is still
good when the sample size is small (less priori knowledge). First, the research progress of intrusion detection is
recalled and algorithm of support vector machine taxonomy is introduced. Then the model of an Intrusion Detection
System based on support vector machine is presented. An example using system call trace data, which is usually
used in intrusion detection, is given to illustrate the performance of this model. Finally, comparison of detection
ability between the above detection method and others is given. It is found that the IDS based on SVM needs less
priori knowledge than other methods and can shorten the training time under the same detection performance
condition.
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i A7 T SRR O 28 AR N ) 2 R, T AL ) 28 2 4 TSR B 52 3 AT ) FE AL N AR AT I A A T 4% 22 4
R RN, 5E T E N AN EE 2 9E R K50 (intrusion detection )i i & 25 F ¢ (1 5 v £ , )
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!
w= Zaiyi'xi' (6)
in1

T A RSB DA ) A, L e 2 SR SR AR T LAIE W AR B A T R A R A0 o AN 0B AT

AR G YRR N 0, AT SRAT - 1 7 55— D S50 b Wi AL

yi(w-x,+b)=1. @)
T AR SR 17 e, 7 AR e 1 ke o £
S (x) =sgn(w-x+b) ®)
SR I 2. £ 45 2K (6),13 21):
f(x)= sgn[z a,y;(x;-x)+ bJ, ©)]
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—HFIEAE A C N Wi R, - H WURAEAE — Tk B K A4S
K(x,x) =¥ (x) #(x)) (10)
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s.t. lea,yi =0, (11)
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Fig.l1 The intrusion detection system based on SVM R T I e PR S e
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The intrusion detection system based on SVM
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R R SRR A B0 o T e A P B BT 1 R O T S AR5 R S e BRI DS s MR A e R K (12) XX £ 47
I S AT 70 2R A 70 G RS G R SR AR GEAF Y o 1) 1 I

3 KRR

AT AR RSN B R TR 23X B R A3k F R 408 FH 7 S EAT 4 B Forrest 58 ATERFSEHH I REEK
FEFR Y AT, AT LB PR P AT SR B 1) R e R B A (R R AT 128 (trace)) SR i . — AN TE AT ]
DA p AR T 328 S R, B 2R 0 VA P A ke il i, G e AT AR L A7 R X PR A 1P A e AT A o, T e
TR IE 1 W5 B0 — 8 1) 22 50l 1K) 28 G0 T 60 1) AR B0 2 0, 70 10 10 R 8 R R vt B0 8 02 1E % R 6 470, T S
W TR RAT 28 R B TR TR R 4 LA AR 3 2 HH B S T R 470 BT PR A T 30 R T (3 2 e T R A D R
TARAT I8 R A 2 LE TR I A S 1O B FRAT 1S P S ] S LR S TR 4 1 £ 4 2.

7EF TH PV E LT B, FRATTi%E H MIT(Massachusetts Institute of Technology) A T %7 g 5% %5 (Al Lab.) A
FEER ALY 1pr Hc BEAT 07 20, LU O ) 58 T 41 1018 55 T 34 ) S LI AR A 0 2R 48 1) AR I 7.

3.1 HEFALIEFNE R T E BIE

2B B TP B BREAS AT T SO P SO R 8, 5 1 A RERE AR TRAT, B 2 B ERE I R G H A
11 Z G0 1 44 B 41 3 (mapping file) 1 i ZR 51 AH, 11 <5° A8 3% open’ BERE b5 YLRFAH [ 49 28 G818 A4 ple— A BEFE
PIAT . PST A 12 A L P 9, TIOAL B A S H 2 A9 BN AT T ) 2R g LR 4. B 2 K R
k 1A OTERR P AT ZE 38 3 K A3 BX AN AT 28 1 R 51 I8 4 K e S BT {2 B 5 3 11 2

RGO AT 51 s T kR RAT R v R SRR F TR R O R R AR B AR K L B T
FRGEUR T I A T T RO it 25 B T 2R G AT 19 Jm) 045 R0, T ¥k LAy e R 1 55 R0 S 5 A7 000 S D J)
J 51 i FEIR 350 W. Lee ™ 0452 AR S V8 1K) £ FEEBIE 5T T S50 38 (10 36 20 195 00 A A e 2 365 110 R 0 10 PR ) B K B
6~7 ARSI LB R G FH B I K R 6.

3.2 FREBINGREER

SR ) AL 2 O U505 3 1, T DA 75 B2 3R A5 P S U ZRRE AR, B IE 5 0 A AR 5 e B A A

BATHKSE D k 73 T O A0 5 16 2R G0 F AT AT 4, T LAAS 0 0E 3 (4 2 B 1 FH 7 5 FE
AR T NAZ S Bl B RR P AT 16— /N 40 BT DA 7 B B S AT R AR N — 3 4 M R AT K
JE Sk ke 3 B T 16 R AT R AT F G I, 2 15 30— L BE A 1E R A S e T A 1 R G
H 5 2 KX ALK 7 5 5 35 CLSRAG I 1E S TR SRR AR AT A, AN (] T 15 8 067 371 1) I8 4 2R 40 1 F T 3k
PR T S0 R FEA A R W BRATTAR BN T 1 ASREAR, AL BT I RLF FURE A (X, 9, ) (X, 3)) € R, x {21} TR
S E W REAR IS y, N+ LR REAR y, =1, H k=6 {53 (K 1E 5 A5 5 16 2R S8 F A6 5 901 25 5 ke
AW .

Table 1 Example of the training samples of normal and abnormal short sequences

R OEW NSRRGSR S 2R A S

Short sequences (with length 6) (x;€Rs) Classify label(y,)
5 3 67 67 5 139 “normal”(+1)
3 67 67 5 139 67 “normal”(+1)
19 4 6 9 10 6 “abnormal”(-1)

4 6 9 10 6 6 “abnormal”(-1)

3.3 REEEN
HF FRATTSRAT I LRk A I BT 43 30 (0 1E 8 557 S RE AR - AN 58 4, 5 8O 36 T 15 8 58 )7 41 L 3k18 0 =8 )7
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HUREAS AT B0 2 1E R 1R 91, DT A 75 SR ) B LI 20 Sl 7 78— 28 00 SR JF SR 1 AL K ds A
Bt FAT AN, BT A BATT 7 238 52 % 4 A W 0 U R AR v A A DM 2R e ) 3 D) 3 AT A ol — Fof
AR5 2R G A 90 10 5 H AT P W 7 58 FRA T 5 S L, AR Ja 0 T 4 5 2R G AT 3 1 e 31
A7 28 QR S H 2R S8 U T R P 4 10 i e o L, DA D S S PR RE D T 3 PR U AR
FGEH LT FUAEHEAS R G0 AR F 50 b i oy (K 7 LU EAT T %07 5 58 1 s AR AR, AR 5 S s B,
ST 4 R R RESRAT I ) HE P B HEAT 20 2, 0R J5 GE vl 5 3 A8 S8 T R 1 810 ol 10 T 2 B 2 7 23 BT B, )
AE S S Z WHE D ISt BLE PR AR B AT I A R S R AT 2N

3.4 ARWEMGE

G0 T BT 81 #4926 T SCHRF ) S AL ARG I 2R e R AT A AR AGL DN PR L R DAy P A i B I R BRI, U B Bt

TEINZRBY B BT R4 K I 2R AR 9 2 (10) VI 2R3 85 1) LA 31 SRR 1) & R G 2 0 7 A U B B,
FA TR T LIS R RS 1 R G E RE AT EEREAT HUGE 117 5, o U Bl Ak B AR S HI ISR k=6 1O B T 6T
PAT I BEAT F R, B T — 4R G R 51 R X 8 AR G T A L 2 i N SRR 1) AL 2R AR T 5 (12)
AU B e B YRR ARYE LI AR BRI 1 bR U 2] e ) B HEAT A P, BRI RT A E % AT IR
&R 2 8 T ARSI RN G A AR K 1) 23 BE AR 2.
Table 2 Distribution of the data used in training and the test in the simulation

2 PRI R A U A Y 2 B D
Training data set Testing data set

Number of normal traces Number of abnormal traces Number of normal traces Number of abnormal traces
MIT lpr 20 10 2 704 1001

23 OM T AT E L R Y Christina Warrender 45 A 45 H (T 55 45 8 1 L% . Christina Warrender 45 A
FEWR T 4 Fh7% Stide(sequence time-delay embedding) /7 ¥ 42 M8 I 25 5040 42 056 51 WK B & 1R T 2
R B R G EAE N IEEAT 9 BVRFE. R 5 G T B BRI B AT B X SR AR K e AT S TS
IE AT i RRAE A, T SRAS IRV AE 1) B B I B 390 40 52 A e K 2. t-stide(stide with frequency threshold)
stide ZARL, IR R AT I ) R FH IR0 2 A [R) 4R A1 HS I 1) 40 %6 A O ) 3 K ) .RIPPER (repeated incremental pruning to
produce error reduction) s William Cohen $& H ) — Ffr 0 ) % 3] 8036 X b ik L BN H T 40 25 1)
B HMM (hidden Markov model)#2& ] Bt 25 /R 0] J AR AL (HMM) X 1E 5 10T 320 BE 4T EE A 70 K B B 5 TR A
FE M4 R i tH AR 4 L R, G SRAEG T R, TR s A 5 8 R A ARAT TSR L R B0 R AR R I %228 100% ) 0 T
B AR B 3R 3 AT LG tH o HMM R P f6 e 4, (9 A 9l %) T 25 A o6 =3 A [0 Py Rz ) 2 L A SC I
SVM Jr it (VI i IN [A) 22328 32 /N T HMM J7 1.

Table 3 Comparison of the performances of several intrusion detection methods

&3 UGN VA L RE B R

Process

Stide t-Stide RIPPER HMM SVM
Time used in training 10 min 10 min 1 min 5 days 7 min
The lowest false alarm 0.0 0.007 5 0.001 6 0.000 3 0.000 3

e S AT LA TS LN AR R R R LA DL R R T 4 AN A B R 4
JELTE 4 HAE D 1) T 3 R0 BAUAT 28 P 5 100, A 7 81 e B AL 0 R 280 5 L vk, 2% 49 9T 7 S 1 1 425 )
RN ERF ) B G b 7 ¥ L 3T A% 7 V2 i 6 G B T 20, 3 A7 v 20k g S IR
4 & 8

SRR LR Pl TN B R AT B2 ST R IO ML 38252 =1 07 vk, e AT 0 TR L i i o 4%
VR 77 T A SCHI B 0T T8 75 00 45 ARG 77 T8 B0 7 P B8 7 366 7 S 9 i) L 0 A 00 2880 T A S
T 2 G691 (BT 20 BEAT T 07 EL 928 9743 B A PE A A 7 th T s fr m BN VR r 7 — B
FEA T HLES 2 1 BB 16 HE SR FH 5 125, RE i e IF M A v /INRE A L A2 M 25 S92 B 2 24 ol JE, & 7 0 4% 22 4 T i)
JS 2 ke i) 2
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