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Abstract: Nowadays, all access control models take a system-centric view of protecting resources, and they don’t
take the context into account when controlling the permissions. However, with the development of databases,
networking, and distributed computing, it causes people to shift the focus on security issues from the protection of
individual objects and subjects in isolated computer systems, to the protection of dynamically authorization with
different task. In this paper, an access control mechanism called TBAC (task-based access control) is introduced,
which models from the tasks in workflow and dynamically manage the permissions through tasks and tasks’ status.
The TBAC is well suited for distributed computing, information processing activities with multiple points of access,
and decision making in workflow and distributed process and transaction management system. The basic concepts
of TBAC are introduced and a formalization description and an analysis are given. It is clear that TBAC will be
used widely in many fields, such as OA, business, and so on.

Key words: task-based access control; active security model; task; workflow

W OE: BAredis PRI AR AR A el A R K R TR E B ATACR A AR R BT EOR X R AT E T
SR AR T WA SR R . P e A XH L6 KR B AE A3t —F B 31k, 5 IR S A 5K 0945 B3t — F it FAL
AR, BATAL AN 24 19 8 7 0 6902 & ) IR 5 6 3 AL A o F % 5 00 TR Fe BAR R 4545 B [ A AL 549
T HATFH SRR ENRB T —HF AR A K F1E 56935 945 4] TBAC(task-based access control)éi7 ¥ 4% 4l
AL E A ZAR T 69155 A B AR, T ARIBAE S o AE SR &S 09 RF) AT AR AT 2 &8 3. TBAC FHFEE5
R EA S S F R OEEREEH AR EIRR. SRR ERESFEERATHRRANEINET
TBAC 9K AMh 3 AR ST T X AL £ Ao 0 A7 T VA FTRUL, TBAC /2 A0 N BT Ak 5 % AP ARV 45 3
AR
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SRk S TAES-055 19 4 b AR A 7

KR A TESiT RS 25 A BA AT 4 TR
FEESES: TP311 XHERFRIRED: A

H B, V7 2 BUK 5 B AN AR R 8 I v B4 ) A 2 e i) ORI S8 AN N 57 IDORABEER , B ] A g
122 42, 244 T SEHUER AR 583 s ISO (I B b ME AL 21 2R) 7 100 45 22 A b ME(1SO7498-2) e LT 5 AN IR
RS (G NIEMRS Ui S GRS BRI B RS Bl se B S ANl ISy, Ui ) 428 i 2
[ — A FE AR 20T U D7 10 8 1, e A 300 sk i Ao i 440 S b M/ s R 7 170 8 T B ¥ R, A T R it ko o e %
PR ), B 1 AR P IR N AR L R AN TR 3 i 3R,

I 20 AR, NATAE Vs a1 28 0 B 90 7 TS T AR R R, A V8 2 U Il R S B g 4 ok 20 2t 70 4
X, Harrison, Ruzzo fl Ullman $2 1} 7 HRU #5754 4% Jones 25 A {F 1976 4E42 ! T Take-Grant f8! J5k, W H &
2410 B AV A SR (D AC) R A1 U7 ) 48 AR TR (MAAC) B HH SR 173k 486 B B9 % ) 1) i 45 2 DL SCRR[ 1) 308 J L4
ELAR AT B U ) 8 A AL )& B Ferraiolo A1 Kuhn £E 1992 38 HY B9 3E T F €4 A0 7 7] #22 il (role-based access
control).Ferraiolo 1 Ravi Sandhu %} AE T £ WF5 3L

T o 6T 3 L6 i ] 42 A B (R ST RT BUE R AT A A AN BRI A B (45 I BB A i AS 1) Hh R D R H
Y 0 47 1) %) D B T DTS SR 3 Dy SR A A B A A U7 el 4 A A SR T L AR B VR B IR 4 S A U )
FRAE BATHG T A TG0RR A Bl 31 2 AR 2R 30 Fofr 428 o) Ji B LG 8 05 B —— "B W A B PR T 35 VB T A I R B525 R HE 9, 1X
FEZY T 385 A2 A B BB AU E SCHR[4, 5] R T — 28 4 P10 T Jk 2 i B 1k s ol 1100 B B8 (AT 0 e b IR Bl 2 4
TR v AN R S 3 A4S B4R R ) A8 B R 8 A I T R ), R B S AR A X A 1) U7 i) BCRR, A A mT LA TR
R AT AR,

SR B HOH DR 28 R o A o S R R 55— 20 B 34k, 5 IR A DG s Rk — i L,
TR AS AT 22 A 0] R T PR A 7 ST I T L 2R 0 v i 2 1) AR T A R B A8 B B A AT 45 IR AT T

Fa BRI b 55 VAL 0 T R U A AR B RE 8 Bl Ak, 6k AR I A 8 50 AT B R A B, AT S B I T A AR
P IRTE [ I 2 b B R 1 B A SR — AR ORI TSR A5 R EESSAE S 53 L4k id, Uik
FIEHH 1.

T A 0 H U 1] 4 o SV A 495 0 5 i 42 ) A S8 A 000 AR DA 2 0 7 T AR T v R B B AT B AR 1
HI AR A, TP AROASL IR A A 5 3K 45 5l Ak B bR SCPR AR O SR ARG U7 ] 42 5K, il DAC, MAC,
YO X AL 203K i A R ] RBAC, 0 1 B 26 b B 0 A €, ELANIE 5 T A B RE (93 2 TR B A7 6 R — o
(K75 i 2 A 2.

1 EFESHYIFEHEH (TBAC)

TBAC & — i 1) 22 A B2, IS R 22 £ B R At e 2 4 il R (g A VA A R G814 A ). e SR T 1)
AT 557 (M A, AT 45 (I B 14D 8 5 0 St 37 22 A A TR RS2 T 22 A LA 76 AT 45 A B AR 72 i 4R I 3l 25 S i 20 4
E P A TBAC H 05 (15 il BB 428 S F AN 2 0 L0 AN AR 1), 17 A2 B FAAT AT 45 10 B SCRREE & AR A8 4k, 3K
FATFRIH A 3 8)) 22 AT 1) B L AR B0k, TBAC A PR il & S 48, e R A LA W IR 2% L8O 5 B B AR 37 1)
JOAE AR IR B o 45— 20 0 B 1 Ak 2128 5 DRI (%) Ak SRR 2 A R (9 U7 i 428 il o X R DR T TBAC A& — I
T SCAH SR ) 4 AR AR LR, T AN AN BB R AN ) AR U SR AT AS [R] PR U ) 428 ol SR s T L3 e ) TR — A 3t A
[F AT 55 SIEAG) SEAT A [R] 0 U 1] 428 1l K W X 2“2 TR 55 1% ST B TBAC 32 —Fh 2 T 52 44l (instance-based) ¥
U 1) 438 AR TR e J5 DR A AT 55 0 W R0 T DA 368 AT 45 10 U Tl s il i, P P 0452 7 A P B B P s A 2
A I .
1.1 TBACHIEAHER

(1) #HBUP (authorization step).FK7n— ARG BAL B D J& 5 7F — N TAE G RE o b BT & (/0 A T
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FPIR R SCRS ) R — R A BRI R R U R 9 T R S R B /N BT B RO 52 4B AR (trustee-set) I 2 AR AT AR
(permissions set)ZH B WKL 1 Fron. o 2B NS RT3 T PATRABCE I A - 4G 1V T S 002 52 F AR (1) 1
YT T BT PN U5 0 V] Y2 BOE R A LA ,— Ak 8 SR AR TP IR 0 s 1 352 7 B2 B0 FRATT AR
A ZAC N R BEROE AT ZAEH LA N AT B AUE I FE b B 5 VF AT RSB FR N AT & VA 8. 7E TBAC
L — NS IR AL SRR DR E ST S A X A B G B4R R FRAT R X L R RR A WO R AT
AT ARG VE AT S — R AR N R BOE R 4.

Executor
permissions

Enabled
permissions

Authorization-Step Protection state

Fig.1 Authorization-Step
K1 &k

(2) FABUEH ¥k (authorization unit). FZALEG Y AL tH— AN B Z AN FBOE 4K S50 K, E AT T2 55 E o2 I
FRAE R R B A GG K A 53 Shy — B AL 5 ) A R JE 7 B AL R A — B AL 5 R A 9 RO B AR IRHRAT i T 4%
AU K A P9 348 K B AN AL B R 2R, L P A — AN D SR U 2 3 SR S5 R AR 1) R

(3) 1E55(task). AT 55 J& TAEGAR v 1 — MBI TT 2 — ST X 4 (R4, il B L5 2N P AH G, ] g
FEJUASTARS5 A0, — A SR A BRI AT 3 AT 45 M 4 S5 L HEME SRR A8 SR AE b AR, — AT
AT W N RHE () KIIAELE;(b) WRERIEZ A FAES (o) M — D FAES TR HZEA A

X B FRATTA € AT 55 55 S S5 R AR (R IR R BB A R A4 AT 55 78 U SN Th BEAT F2 1R A — A S48 AT S5 Th i 7
55 08 I T FAL G540 A e (KR

(4) Kk (dependency). (A 2 FEFEALE 2 8] B FZ A &5 K4 Pk 2 TR IR AH FLOG 2R BRI AR RO, 43
AR AR B AR 0. A Sz I T s - 5 183 U7 1) 42 o 1 J ). 4% e AR K 2R 1R s UL 1.

B A TAE S AIY 55 SR H 22 AT 5546 13011 — M550 T — AR R A AN B R A b s 52
(¥ 42 DL AP AZAL G5 1k 2 ) LA BB BUE 2 T8 AR ORI RTE — 2. 2 1 & LT TBAC HEA b T i 11

LERF

S8 A SR AL BN R B A A 7 S AR E AR AR SE 3 AN (O TR B A i A v 2 S SR
FB 5 SR I — AN AN ) AR R H G S SRR DX 43 TR 5. AR 2 1 i 55 0 S SR AR B AR ALk
AT, ) 2 s AER 2 T FUL~FU3 433 378 TAEW T 1~ TAE ST 3, Aul~Au3 73 ) R 7= B L5 )
A~ ARG 3 I AR A IC 1 AR R SRS AR, AR U IC 2 1 3 ANANIR] 9 N 23 Sl AT b v S 5
(K FF 4%, LAEGH TG 3 HH 3R A8 SR AL AL EE M 1 — AN E A SCRBBUL AL 2GR 1 2 H 3 A HEHESC
SERAUL U SR 3 B3R A SR BUL 4 AR
1.2 TBACHE

A SRy —loFT 10 3= B U 1) 2 IR, TBAC 1AL 55 4 G ) 25 B 284 (¥ 52 A AR K AR [+

e ey T 2 RIS Y (R B2 AL — SO = JC 21.(S,0,P) 7R Horh 8 FoR F4K,0 Lo B4, Ros Vi Al i RAFAE T
41(S,0,P),WIZ ] S W 1E O LAT P VFAT A7 W,S X O TARAT#RAE VF ] IX 26 = Je 41 #8 56 i SCUF IR s A7
JBCTE R G, LG V8 A0 IR 08 A2 A7 280 08 FH P (R A B B o, o 0 s Sk e sl i Vi AR .

7E TBAC 1 FZBLH: 1 117G 4L(S,0.P,LAS)K B 3k S,0.P 97 URAT.L ok Wi (lifecycle),AS 7%
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BRI P BB AS B (AR, 17 L WEAZBE AS FIAEE MR L A1 A4S & TBAC AS[E] T HoAd i ] 2 A 4
U B 25 5 AR BUD ASBERR 22 1, e IR DR A 2 TR, L A B VP T AS AT A T M 9 B0 AS Bl R B
E R RFLIAT & TF AR A AT 3 VF 7T 4 o AOBCRR, [ e A A i 300 T 4 18030 i 7 AR Ay R, e
(S,0,P,LAS)H 3.1 H i BA L 1k R B AS B 0€ 2 T8, H. I 41(S,0,P,L,AS) To 38, ZE AR AT 2 B il A i AL FR

HeImPL.
Table 1 Signal define in TBAC
%1 TBAC s 5 E X
Signal Note
Authorization-Step AS The primary unit in model
Normal ASI
S It consists of one or more AS, among which are
authorization order
unit .
AS2
Unit
Atomi AS1
tomic ; It consists of one or more AS, among which are
authorization atomic
unit ’
AS2
Order dficndency AS1 AS2 gfiihzzn be activated only after AS1 has been
Defeat dependency AS1 S > AS2 dAeSfiat;:(?n be activated only after ASI has
Defeat revocation The d means that AS1’s permissions can be
and agent {r.d} surrogated to AS2 when AS]1 is aborted, the r
de engdenc AS] ———&—» AS2 means that AS2 and it’s permissions are revoked
D P y when AS1 is aborted.
ependency

Divided permission
dependency

AS] — > AS2

AS1 and AS2 must be executed by different user.

Graded and divided
permission
dependency

AS1 4% AS2

AS1 and AS2 must be executed by different user
who has different permission. The H means that
the grade of AS1’s user is higher than the grade
of AS2’s user. The L means that the grade of
AS1’s user is lower than the grade of AS2’s user.

AR5 T 2, B BOD (10 PR 28 b (BB AR m o mT LU A A P O B8 BR . B, DR 2 o 1R S5 BB L REAE T 3 2K,
MRBULAE G BUR 3 LA, SRR A ) GRS A B 4RAT & VT B v LBk

T3AR RO AN T i AR 1), T A B A A PRLFK) 0L 4T 2 25 528 ) BR8N BUCE 1 A R 2 T B
AIRZARIE RS, W 3 s 2 R0E PR 20— i A B B AR A AT 1) 2 A 10 H 3 22 TR (BAT I th
AL ER A PR AT I B BUE A L VR AT R BR IR BOD ) B B A B, = F BT TBAC 3]

SRR

BRI LR
(1) HEMRCIR 2, AR B I AR B

(2) W ARAS RIS BBUD B SRS, SN 2 BOL 2876 il

(3) ABCRE, FRTAUL FHGPAT, BE A BRI H, & IR & R AR,
(4) HARA, R R FZRCE 38 B 53 80 R AT 45 F AN 2 10 5 1) A T R BR34BT PR R B RO A,
AT R PRl AE iy o] 301 HH 5 BRw 5 3L 03 5 o A e RO S
(5) LRCRE, FRITAUL O E A A0 7T LAEAT S5 I RE B
1.3 TBACHIFRLENX

TBAC #A4 U 4 Fros. T, 3|A14 B H e e X
EX 1. TBAC FR i~ 502 i
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() I TAER WE R HIE Aus S23C A4 T VFal 45 P YRR 41
(2) WEH— &% Au 4lk,Au Z [ HIK RN
Aux Auc?2” D = BRI, AR, 43 BRI, A A
() Auly THE: 1in KRR, Au —> R JE—MINT ={R R,,...R,} IH M PATEFCH IR AL
4 Au 5 P £ 1ln K&K, F(Au,R) > P,ReT,P={pl,p2,. ., pny NVFT 4 F JHIIEAT & ¥ il 2 55
¥, G(Au, P1) > P2,P1 = P,P2 = P— P1,G AAUBR A 5% k.
Fu2

Confirm check 1
FUI ~ \ FU3
Prepare heck > Confirm check 2 —» Issue check
\ ~ /
Confirm check 3

V-

A process of check transaction (FU=flow unit)

Au2

Confirm check AS1

Aul 4 Au3

L v H

A

A

Prepare check: AS Issue check AS

> Confirm check AS2

I

Confirm check AS3

\ 4

Using the symbol of TBAC to model the check transaction
Fig.2 An example of using the symbol to model a workflow

2 FERAF SRR T AR s

Failure

Invoke

Fig.3 The inner states in a authorization-step
3 L NERIRES

14 TBACZZE4H

TBAC Vi M BURLETE Au-Au,Au-T,Au-P KR F . Au-Au [FRKRRE D LERBPATHRIE Au-T Fl
Au-P Y& E — NG RAE B AT IR B R R B RS B 0 NS

TR RS B SRR B TBAC SZHF T AN 25 44 I 22 A 161 S ) -
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o S /NEEBUSUN AESRAT A 55 I 45 TP 20 FE BT 5 RO ASLBR, R BRAT A 55 34T 95 8 b 5 P AN 44T BT 20 T
(KIBURR; 0 FLAEPRAT AR 55 I R i 24 2 BURAN A T I 352 B0 B SR A2 AR [T

o WADT I3 B IS AT I, — SUABURK IR A 55 7 SEAN ) (K 7 AT, 0 S SR AR B A R v 6 SR AR A SR IR IR
BB IRAN[F). 3K ] T AL 3 B 2 T ) 50 B A S L.

350 TBAC th 5245 Kt 4 5 I ) 4510 G PR AN Jag PR 45 41 2R 488 (1 S AR (1) 352/ 55 /AT BB, & BT S 8 4
S B AL R R A SRR, AN ERAT I P 00 S (R A/ BT g A

Workflow

Complete/Invalid

Authorization unit AU

Assign executor

Revoke

Protection states Executor permissions P

Fig.4 The model of TBAC
Kl 4 TBAC fim
] LUK RS 2 AR NI R A (4 X RE T LK TBAC 5 RBACHE T (A1 U 1) 428 1l &5 & T ok,
1M 9 TBAC i 2k 5 K R i 4.
B 2 Je Bk a7 ] BUR HL TBAC W BURE S R W FH #0438 R U7 i) 428 761 BT 9 14 5 G AR A4 b 45 &5 1
— 72, T LLVE BT R R0 5 A T AR TR i ML) 0 BLFRAL, TBAC K6 A I 24 0 R b 25 45 B 43 o 73 28] v .
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