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Abstract: To further enhance the security of the present digital watermarking, the reversibility of widely
researched adaptive watermarking is investigated. First, watermarking schemes are classified and generalized. Then,
on the assumption that adaptive watermarking places no constraint on the formation of watermarks and scaling
factors, the reversibility and quasi-reversibility, together with their resulting reverse and quasi-reverse engineering
attacks, which could disturb or even overturn the ownership verification, are defined, analyzed and illustrated.
Finally, the necessity of placing constraints on the formation of watermarks and scaling factors is concluded, and
the essential irreversibility of some adaptive technologies, which can be used to enhance the security, is pointed out.
Making watermarks and scaling factors one-way dependent on original data, and exploiting the human perceptual
system, help watermarking become resistant to the above attacks and more reliable in ownership verification.

Key words: reversibility; digital watermarking; digital copyright protection; information hiding; steganalysis

While images, videos, audios etc are evolving into their digital forms, the ease of duplicating perfect products
results in the spread of unauthorized copies. Research on digital copyright management shows that digital watermarking
is a feasible copyright control technique. Balancing between perceptual transparency and robustness, the technology
embeds copyright information into origina digital works without perceptually degrading the quality of the released
version, and tries to preserve the information in case of intentional or unintentional attacks™?. Attacks on watermarking
have to maintain the perceptual quality of attacked copies, though they can just aim at damaging watermarks rather than
replacing or deciphering them. Therefore, typical attacks are moderate active attacks, which mainly include image
processing, lossy compression, geometric transformation, additive noise, optic copy etc!* ™.

Research on watermarking often concentrates on the robustness of additive signal based watermarking™™Z.
Nevertheless, if it meets our requirements so that active attacks might hardly succeed, could watermarking be reliable
enough to verify ownership of various multimedia? In cryptography, Kerckhoff’'s desiderata require that the security of
agorithms should be built on keys, and their publication should do no harm to them!®. Unfortunately, some researche
has shown that watermarking is not secure or convincing enough in this sense. On the assumption that scaling factors for
adjusting the embedding intensity are constant and watermarking affects the attackers' embedding domain dlightly, the
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most significant conclusion drawn by the research indicates that watermarking should be irreversible, and that the
security should be built on original data besides the key-stream or pseudorandom noise (PN)!"#.,

With the development of adaptive watermarking®™, however, we think that the above rudimentary irreversible
watermarking also does not comply with Kerckhoff’s desiderata strictly because the 2 underlying assumptions are
untenable now. First, scaling factors are variable in adaptive watermarking. Second, having exploited the human
perceptual system (HPS), anyone can affect the embedding domains more heavily. So the ownership verification based
on it is worth further consideration. With the questions of how the new changes influence the security of watermarking
and who is the beneficiary, this paper investigates the security of adaptive watermarking without considering the above 2
assumptions. In Section 1, it generalizes watermarking schemes and their typical methods. In Sections 2 and 3,
reversibility, quasi-reversibility, together with their resulting attacks and the counteractions, are investigated for private
watermarking schemes and public ones respectively. We draw the conclusions in Section 4.

1 Generalized Watermarking Schemes and Their Typical Methods

Like cryptosystems, watermarking schemes define the frameworks of steps and methods in watermarking
applications without considering the specific features of algorithms used. In spite of the similarity among embeddings,
watermarking schemes are usually divided into private and public watermarking schemes according to whether or not to
use the original datain extractionl>24>9-14,

Algorithm 1. Generalized embedding: Let h=(%4,4,,...,h,) be original data or one of its transform domains. Let
W=(wq,wy,...,w,,) be a coding unit of the copyright information, and c=g(w)=(cy,c»,...,c,) be the code word coded by a
channel coding algorithmg g(-), which may be repetition, linear block, or spread spectrum coding etc. Let k=(ky,k», ... k)
be a key-stream or PN, and s=r(c,k)=(s1,52,...,s,) be the watermark code randomized by a stream cipher algorithm r(-,-).
Let a=v(h)=(a1.as,...,a,) be the scaling factor generated by a perceptually adaptive algorithm v(-). Then, the embedding
can be expressed as

h'=e(h,v(h)-r(g(w),k)) =e(h,a-r(c,k)) =e(h,a-s) (2)
where e(-,-) denotes the embedding algorithm, h’ denotes the released version of h, and - represents the operation of
direct product of 2 vectors, which could be defined as a-b=(a1,a>,...,a,) -(b1,bo,...,b,)=(a1b1,ab,,...,a,b,).

Algorithm 2. Generalized extraction in private schemes. Let h” be the possibly attacked version of h’. At the
extraction end, where the original data h is available, the hidden watermark w' can be extracted by means of subtracting
h from h” followed by some decoding and recognition operations, which can be expressed as

W= g (o (h)-e () K) = g (@ (' h). k) @
_ .y _ JO(nonexistence), ¢<T,
R er(0)= {l(existence), (=T ©)

where, with ¢ for the similarity between w and w, and T for the recognition threshold, ¢;{¢) draws the conclusion about
the existence of w. ¢ is usually the normalized or non-normalized correlation between 2 vectors represented by

£ =W W/ W, W fw, W] =W, wl/ (W] w) C)
£=[w, wl/\Tw,w] =W, wl/|wl, 5)
respectively, where[-,-] denotes the inner product of 2 vectors, and || denotes the length of a vector.
Algorithm 3. Generalized extraction in public schemes: Suppose the addition of a watermark changes a statistical
characteristic of released data, which can be tested by a test statistic 7. At the extraction end, where original data is
unavailable, ¢ is computed and compared to a threshold 7, and the conclusion is drawn by

(=N 2 k), ()= {O (nonexistence) ¢<T ©

1(existence (>T
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Here, the scaling factor a must be either available or computable in the extraction.

Most additive watermarking schemes can be further simplified for our research purposes without the loss of their
generality®. In most cases, we do not care channel coding and stream cipher, which are beyond the scope of our
research, so we often disregard g(w) and r(c,k), and think that s=c=w. The following 2 samples, whose simple adaptive
technicue conforms to Weber's law!, convey our thought well.

Example 1. A simple adaptive private watermarking scheme in DCT coefficient domaint®:

(1) Embedding: Compute the DCT coefficients of an image. Sort the middle segment of them in zig-zag order and
get h. Let a=v(h)=ah=(ahy,ah,,...,ah,), where « is a constant about 0.1. Then embed the watermark w by

h'=e(h,a-w) = (h +ahyw,, h, +ah,w,,....h, +oh,w,) (7)
(2) Extraction: Extract the watermark w' from the possibly attacked version h” by
w' =v7*(h)-et(h",h) (8)

(3) Verification: Draw the conclusion according to Egs.(3) and (5).

Example 2. A simple adaptive public watermarking scheme in spatial domain®:

(1) Embedding: Suppose that h is the luminance component of an image. Let a=v(h)=ah=(ahy,ah,,...,ah,), where a
is1/20, and let w be a PN composed of 1s and Os. Then embed the watermark w by h"=e(h,a-w).

(2) Extraction: In fact, w divides h or h’ into 2 subsets, which can be represented by X={;jw=1} and Y={A,/w,=0},
where 1 < < n. Therefore, the test statistic # can be computed by

t:e—l(hnla): /u)( _IuY :IuX_IuY - N(aﬂX/GXY’l) EXISance , (9)
1(0)2( +03)/n Oy N(0) nonexistance
where u,, u,, o, and o, denote the mean values and the standard variations of pixelsin X and Y respectively.
(3) Verification: Draw the conclusion according to
O(nonexistence) ¢<T
cr(f)= ( N ) 1< . T=atx_ (10)
1 (existence) t>T 20 4y

To more strictly and feasibly discuss typical additive watermarking, we introduce the following definition2.

Definition 1. (Direct product vector space) Suppose (¥,,®) is an additive group of n-dimension, and (4,,+,x)isa
field of n-dimension, whose multiplicative identity isl. For vx,yeV,, Yu,ve 4, , if

(2) addition & is define by x®y=(x1+y1,.x2tv2,. .. X, v, €V,

(2) numeric multiplication ® is define by u®@x=(uyx1,ux,,...u,x,) €V,, and

BuUAX=xOUUR(X®Y)=UBX)®UBY),(X®Y)®U=(X®U)®(Y®U),u® (VA X)=(UxV)®X,l ®X =X,
then 7, is called a direct product vector space over 4,, which is denoted by 7,|4,.

InaVv,|4,, where ae 4, andh,h’, keV,, onecan discuss additive watermarking with simple vector operations.
For example, suppose we disregard g(w), or both g(w) and r(c,k) in embedding, we have h'=h® (a® (w®k)) or
h'=h®((@®w). We also have w=@"'Q (" ®(-h))®(-k)=(@*® (" -h))-k or w=a'®H &h)=a (" -h)
correspondingly for extraction in private schemes, with — for either the unary operation of getting the additive negative
or the subtraction based on it, and the superscript —1 over vectors for the unary operation of getting the multiplicative
inverse. Extraction in public schemes is more difficult to be given in these operations, but it usually can be expressed as
aset of statistical functions defined in V|4,

With the above general watermarking schemes, which we think are widely supported (2249111 e are going to
investigate the security of adaptive watermarking. In the following, we call the real owner of digital works Alice, and the
deceiver Bob. Their measurements are marked by subscripts of A and B for Alice and Bob respectively.

2 Reversibility, Deceptions and Counteractionsin Private Water marking Schemes

Before our further discussion, 2 facts in the state-of-the-art watermarking are worth noting'™?. First, most schemes
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assume registered algorithms are used in embedding, extraction and verification, but they often impose no restriction on
the formation of watermarks and scaling factors. Second, to facilitate the applications, no one wants an authority center
to process every case of digital ownership online, such as atimestamp server®.

Tablel Possible verification conclusionsin private watermarking schemes
(h* represents h,/ or hy', whose ownership isin dispute, and € represents ‘existsin’)

No. w, e h* w; € h* W, e hg w; € hy conclusion
1 0 1 0/1 0/1 Bob
2 1 1 0 1 Bob or Alice
3 1 1 0 0 Alice and Bob
4 1 1 1 1 Alice and Bob
5 1 1 1 0 Alice or Bob
6 1 0 0/1 0/1 Alice

We use Eq.(7), Eq.(8) and Eq.(5) as the basic watermarking steps, and use a triple (e,e ", ¢,) to represent a
watermarking scheme. Then, w, eh*,w, eh”,w, eh,,and w, eh, inTable 1 correspond to

cr, (s(a;l (N, h)w,))=1 (11)
Alice  |PRopegatiom|  Bob cr, (s(at- e (0", hy),wy)) =1 (12)
h ‘r, (S(agl'eil(thhA)vWA )=1 (13)
A
a —» h' Cry (s(az'-e(h,,hy),w,)) =1 (14)
A 4 Definition 2. (Reversibility of private schemes) A private
w, watermarking scheme (e,e ™, ¢, ) is reversible if there exists a

decomposition d(h),) =(h,,w;,a,), which validates
_ - (D) N, =e(hy,a, w,) (15)
Fig.1 Reversibility in private schemes @ w, =a;t-e (W, h,) (16)
Otherwise, (e,e™,c,) isirreversible.

Theorem 1. A reversible private watermarking scheme (e,e™,c,)in ¥, |4, can be exploited to deceive itself in
verifyingtheownershipof handh'.  @wp-zi, W Wp—z1, W (W4—2zo,Wy Wp—z1 Wp—2z1 Wy—z2 z1 Z2

Proof. In (e,e’l,cTA), when h* =h/;, Eq.(11) adready holds, and Eq.(12) is implied by Eq.(15) and Eq.(16).
Furthermore, to prove w, € h, , Alice can extract w’, from h, through

W), = a;1 'eil(hB hy)= aqu ®(h; ®(=h,)) = aqu ®(h, ®(=(a; ®W,))®(-h,)) 17)

=w, ®(—(a) xa, ®w,))=w, —(a,' xa, ®W,)

On the other hand, to prove w, € h,, Bob canextract wj, from h  inthe sameway through
W;; = azgl 'eil(hAlhB) . a;l ® (hA @ (_hB)) =Wz — (aglx a, ® WA) (18)
Because the measurements of Alive and Bob are symmetrical between Eq.(17) and Eq.(18), they are also symmet+rical
between ¢, =s(w/,,w,) and ¢, =s(wj,w;) . If Alice has the fortune to make ¢, >¢,, Bob has the same fortune to
make ¢, <t,. Therefore, whether Eq.(13) or Eq.(14) isvalid or
not, Alice does not have any advantage over Bob. O
The significance of Theorem 1 is that it discloses the
existence of the reverse engineering on h’,, which does not
affect any perceptual quality. This paper calls these deceptions

reverse engineering attacks.

Reversibility is a general phenomenon in many cases. For
example, if one knows sins=r(w, k), he can fabricate a valid
(w,k) pair'®. If one knows cin c¢=g(w), he already has w.
That is one of the reasons that we simplify our research model

Fig.2 Anillustration of Corollary 1
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by disregarding channel coding and stream cipher, and presume that w has already been channel-coded and randomized.
Corollary 1. If acorrelation between 2 watermark vectorsin V|4, shows their similarity, and if areversible private
(e;e™,c;) imposes no restriction on the formation of watermarks and scaling factors, Bob could prove that
(1) wp existsin Alice'sreleased version h/, .
(2) wp existsin Alice’sorigina version h,,andthat w, eh, ismorelikely to happenthan w,eh,.
Proof. Because the private watermarking scheme is reversible, (1) is aready established on Theorem 1. To prove
(2), wefirst introduce the general cosinein ¥, . For Vx,yeV, , thegeneral cosineis defined by™
cos(g, ,) =[x, »1/(Ix]-1» - (19)
So, t=s(x,y)=cos(4,).Let z =a;'xa,®w, and z, =a;' xa, ®w,.By Eq.(17) and Eq.(18), we have
1 =Wy, Wy) = s(W, —(a5" xa, ®W,),W,) =s(W, —2,W,) :COS(¢WE—21,WB) )
£y =Wy, W,) = s(W, — (&7 xa, ®W,),W,) =s(W, ~2,,W,) =co4,, ., ) -
Let us see Bob's opportunities to make ¢, >¢,. He can change every element of z; and z, on hiswill by adjusting
)>cos (¢ ) that has many solutions (Fig.2). O

WA—22:W4

a, and w, . Especialy, he only needsto validate cos(¢,

Wp—Z1,Wp

(a) Original image h (b) Released image h,,/ (c) Forged origina hp (d) Forged ag-wp
Fig.3 A group of related images acquired by inverse DCT in areverse engineering attack on Example 1

Example 3. A reverse engineering attack on the
private scheme in Example 1(Fig.3~4):

70

(1) Reverse engineering: Compute the DCT 1 €,=05 *
coefficients of a released image. Sort the middle n so|
coefficients in zig-zag order and get h,’. Subtract an ol weh’, >
assumed 4h4', fromh,’, and get hp. Fabricate an arbitrary “Z w <h’ <w,ehy
a and deduce the forged wj through w, =a,'- 4%, . Or i A :w;;r;;””” ~_ |
assume a, andwgfirst. Then, get a; and h, similarly. 20|

(2) Verification: To prove wp exists in h,’ or hy, #3
defined by Eq.(5) is computed and compared to the “l 7,
threshold 7. To prove w, existsin h,’ or hy, ¢, defined by % o5 T s 5 I 3
Eq.(5) is aso computed and compared to 7. Here, ¢z might g

be larger than £, ) Fig.4 10 reverse engineering attacks on Example 1
In the above attacks, Bob has to forge much claimed (e=[w,w]/]w]. Dash line represents the normal case)

data to validate Eq.(15). Bob's another simpler but less
elegant way to exploit the reversibility, called quasi-reverse engineering attack, will be clarified below.

Definition 3. (Quasi-reversibility of private schemes) A private watermarking scheme (e,e™,¢,) is quasi-
reversibleif there existsan algorithm d(h’,) = (h,,w;,a,) , which validates

(1) hy =e(hy,a, -wy) (20)
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@ cr, (s(a, e (N, hy),w,)) =1 (1)
where h, and h) areperceptually smilarto h’, like h,.Otherwise, (e,e™,c,) isnon-quasi-reversible.

Theorem 2. A quasi-reversible private watermarking scheme (e,e™,c,) in ¥, |4, can be exploited to deceive
itself in verifying the ownershipof h,, h’,, h, and hj.

Proof. Omitted (In fact, Bob has more flexibilities now. And reversibility is just a particular case of

quasi-reversibility. By Definition 3, Theorem 1 and Corollary 1, the proof is easy to give). |
Alice Propagation Bob Through the above analysis, we find that both
reversibility and quasi-reversibility originate from the
h, fact that the watermarking schemes do not restrict the

a oy h formation of both watermarks and scaling factors. But
4 A ® | how to make restrictions, and how many restrictions
W, to be made? Let us see Algorithm 4 before

investigating the questions.

Algorithm 4. An irreversible and anti-quasi-
reversible private watermarking scheme:

(1) Embedding: (a) Let s=hash(h)=(s1,52,..-,5,.), Where hash(-) represents an one-way hash function. (b) Let a=v(h),
where v(-) , which exploits the HPS to maximizing the embedding intensity and the recognition threshold 7, represents a

Fig.5 Quasi-Reversihility in private schemes

perceptually adaptive function generating the scaling factor a. (c) Let r=ifsr(S)=(ry,r2,...,r,), where ifsr(-) represents the
processing of alinear feedback shift register (LFSR), r denotes a m-sequence grouped into n elements, and sis the seed
of the LFSR. Optionally, the exclusive-OR operation could be performed between bit-streams of meaningful information
andr. (d) Letw=r, and thenlet h'=e(h,a-w).

(2) Extraction: Regenerate s, r, and a from h. Extract the watermark through w'=a*-e™(h’,a-r).

(3) Verification: Draw the conclusion according to Eq.(3).

Let usinvestigate the validation of Algorithm 4. Itsirreversibility liesin the fact that on one hand, Alice can easily
embed her watermark, on the other hand, Bob has great difficulty dividing h!, into h, and a,-w,, and validating
bothw, = Ifsr(hash(h,))and a, =v(h,) . If Bob launches attacks by adjusting h,, he has to solve the equation
v(hy) - Ifsr(hash(h,)) = h), —h,, which can easily be proven difficult to solve with the one-way function’s attribute in
cryptography!®. Similarly, the anti-quasi-reversibility of Algorithm 4 lies in the fact that after Alice has exploited most
channel capacity of the HPS*, Bob has great difficulty validatingw, = Ifsr(hash(h,)), a, =v(h,) and Eq.(21),
and keeping h, and h, perceptualy smilar to h/, like h,. Because no one is able to prevent Bob from forging
h; by means of EQ.(20) in an active attack, we regard Algorithm 4 as an anti-quasi-reversible scheme instead of a
non-quasi-reversible one, which will rely on advanced adaptive technology at last.

In spite of its obvious irreversibility, Algorithm 4 seems a little complicated. So we present 2 simplified versions
here in brief. In the first version, step (a) is not used, and a or part of it becomes the seed of LFSR. Now, Bob has to
crack v(h,)-Ifsr(v(hy))=h,—h; to deduce his h, . Fortunately, many perceptual analysis technologies are nonlinear
and not one-to-one mapping, so the equation either isinsolvable or could only be given homogeneous solutions**™. In
fact, even v(h,)-w, =h), —h,, where w, isan arbitrary vector composed of either 1 or 0, might be insolvable. We call
them irreversible adaptive technologies so as to differ from the rudimentary ones used in Example 1 and 2. The second
revised version, which is somewhat obsolete, allows a to be a constant and neglects step (b).

3 Reversibility and Deceptionsin Public Water marking Schemes

Reversibility and quasi-reversibility have their corresponding forms in public watermarking schemes. All possible
verification conclusions of public schemes are listed in Table 2. Because the case No.2 in Table 2 corresponds to the
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situation of lacking robustness that we presume, we only discuss the case No.3.

Table2 Possible verification conclusionsin public schemes
(h" represents h/’ or hy', whose ownership isin dispute, and € represents ‘existsin’)

No. W, e h' wp e h' conclusion
1 1 0 Alice
2 0 1 Bob
3 1 1 Alice and Bob

Definition 4. (Reversibility of public schemes) A public watermarking scheme (e,e™,c,) is reversible if there

exists adecomposition d(h!,) =(h,,a,,w,) , which validates Eq.(15) and
‘r, (e’l(h;,aB,WB)):l. (22)
Otherwise, (e,e™,c,)isirreversible.

Definition 5. (Quasi-Reversibility of public schemes) A public watermarking scheme (e,e™,c;) is quasi-

reversibleif there existsan algorithm d(h;) = (h,,a,,w;) , which validates Eq.(20) and
cr, (e (hy,a,,w,)) =1, (23)
where hj, isperceptually similarto h’,. Otherwise, (e,e?,c;) isnon-quasi-reversible.

Theorem 3. Any public watermarking scheme (e,e™, ¢, ) isreversible. And it is quasi-reversible if the embedding
has not enough intensity compared to what the HPS allows.

Proof. Because h isunavailable in the extraction, a and T are either constant or deducible from h’, and w bears no
relation to any other data except the claimed key or PN. Then, Bob could launch the following attacks:

(1) Reverse engineering: Fabricate or deduce w; and a; from h,/. Let ¢, =e™(h;,a,,W,) and make t; as large
aspossible. If wi and w, have the similar statistical characteristic, which is often implied by the scheme itself, Alice does
not gain any advantage over Bob in verifying the ownership of h, by just computing #,.

(2) Quasi-Reversible engineering: Deduce a perceptually similar hz from h,’, or just let hz=h . Fabricate or deduce
w; and a; from h,/. Compute h;' by EQ.(20). Then, hy' contains both w, and w;, but w, might be somewhat damaged. If
Alice's embedding has not enough intensity compared to what the HPS alows, Bob’s embedding could exploit most
channel capacity so that EQ.(23) might be validated, and the perceptual similarity among h,/, hg, and hy’ might be
maintained!*¥, m]

Some papers have discussed the second attack in the above proof, which is also called multi-watermark attack®*.
Here, an example exploiting both the reversibility and the quasi-reversibility is given.

Example 4. Reverse and quasi-reverse engineering attacks on the public scheme in Example 2 (Figs.6, 7):

(a) Origina image h, (b) Released image h,// (c) Multi-Watermarked hj’ (d) Forged watermark wjy

Fig.6 Somerelated imagesin areverse engineering attack and a multi-watermark attack on Example 2

(1) Reverse engineering: At the beginning, Bob assumes an arbitrary w;. He then keeps adjusting the area of subset
X and subset Y to change u,, u,,and o 4, until ¢z defined by Eq.(9) is large enough. He finaly records the last wp,

and claimsit to be hiswatermark inh,'.
(2) Multi-Watermark: Having exploited the HPS, Bob derives h from h,’ to enlarge the channel capacity. Bob also
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generates a properly distributed w; and ajust intense az. Then, he gets hp’ by means of Eq.(20). In verification, Bob's test
statistic is apparently larger than Alice'sif he can embed more energy.

40 . . . . . 40
3s] ]/B:O.l ~0.9 J 35|
30 a =a_=3.0 30 7A=7B=0.5
25 25
B w.€h’, 7 =0.6 P ,
R et wengesio
15,,,WA§@A,7AjQ',5 ,,,iV!&E,h,A ,,,,,, 151 WAGh 2,=2.5
10 10 eWBEh’A
5+ 5
0: 0: L
0 1 2 3 4 5 6 0 0.5 1 1.5 2 2.5 3 3.5 4 4.5 5
(g - 11)g “8
(a) 10 attacks by adjusting areas and value distribution (b) 10 attacks by embedding multiple watermarks

Fig.7 10 reverse engineering attacks and 10 multi-watermark attacks on Example 2
(yistheratio of X’'sareato Y's area. Dash lines represent the normal cases)

4 Conclusions

Having investigated the reversibility and quasi-reversibility of adaptive watermarking schemes, we think we can
answer the questions presented at the beginning now. In genera, the reversibility and quasi-reversibility also exist in
additive adaptive watermarking schemes, which impose no restriction on the formation of watermarks and scaling
factors, or use less advanced adaptive technologies. A fabricated watermark together with an arbitrary scaling factor
gives an attacker more flexihility in reverse engineering attacks. A rough adaptive technology leaves too much channel
capacity to quasi-reverse engineering attackers. These cases are threats to the security of watermarking.

Reversible or quasi-reversible watermarking schemes can be revised to enhance their security. The demand for
original data in extraction makes private schemes more inconvenient, but it can be used to enhance their security and
verify ownership in a more convincing way. Imposing restrictions on the formation of watermarks and scaling factorsis
an applicable way of counteracting the reversibility and quasi-reversibility. We also find that some adaptive technologies
are essentialy irreversible so that only the formation of watermarks should be loosely restricted. Our agorithm that
makes watermarks be the hash value and scaling factors be the one-way HPS analysis result of original data forces the
attackers to solve the difficult problems in cryptography, algebra or signal processing. Public schemes are more feasible
because they do not need to provide origina data in extraction. But the feasibility results in their essential reversibility
and less convincing ownership verification. As is the cases with private schemes, advanced adaptive technologies
exploiting watermarking channel well help resist quasi-reversihility in public schemes.

We find that an authority center for every ownership case, which exists in the timestamp protocol'®, is not needed,
and that just an organization for regulating algorithms is needed, although the revised scheme seems more complicated.
Therefore, we believe that the applications of an irreversible scheme will be carried out at an acceptable cost.
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