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WGL , 3

Tablel Comparison of the two schemes

1
D
The items to be contrasted® Seheme WGL scheme'” Our scheme'”
The size of the key tree maintained by the GSC® Big® Small”
Subgroup security controller® Has no® Has"”
The number of keys maintained by the GSC™ 2LK-1 2K-1
The number of keys maintained by the SGSC;*? - 2L-1
The number of keys hold by group member sush as m,*® 1+logylL+logK 1+logyL
When subgroups Algorithm and protocol™ Protocol 219 Protocol 57
member, for The number of keys updated*® log,L+log,K 1+log,L
example m; of GSC The encryption cost™ 2 (logoL+l0gzK) 2
subgroupl, leaves The number of rekey messages®” 1+ logyL +logyK 2
from multicast The encryption cost - 2+2logyL(i=1), 1(i# 1)
group B SeCi The number of rekey messages 8 2+logoL(i=1), 1(i# 1)
When subgroup Algorithm and protocol Protocol 177 Protocol 5
member, for The number of keys updated 1+ logyL+logoK 2+log,L
example m of GSC The encryption cost 2 (logzL+logzK) 2
subgroup 1, joinsin The number of rekey messages 1+ logyL+logyK 2
multicast group GSC The encryption cost - 2+2logyL(i=1), 1(i# 1)
B®Y ' The number of rekey messages - 3+logoL(i=1), 1(i# 1)

Algorithm and protocol Protocol 2 Protocol 4#%
When awhole The execution rounds of group key updating (26) @7
subgroup, for algorithm® L 1
example all The number of keys updated®® L(logsL+0g2K) logzK
members of GSC The encryption cost 2 (logzL+l0gzK) 2logK
Sl;tr’g;?lrﬁ l‘. leave The number of rekey  messages L(log,L+l0g:K) log,K
ulti cast -
group B® SGSCi The encryption cost - 1
(i£ 1) The number of rekey messages - 1
When awhole ~ Algorithm and protocol - Protocol 1 Protocol 3%
subgroup, for The execution rounds of group key updating algorithm L 1
example all The number of keys updated L(1+ogyL+l0gzK) 1+logyK
members of GSC The encryption cost 2L (logoL+l0g2K) 2log,K
subgroup 1, joinin The number of rekey messages L(1+log,L+l0g,K) 1+logK
multi caétg)group SGSCi The encryption cost F il
B (i# 1) The number of rekey messages - 1
The scalability and robustness of system™? Poor®®? Fing™
(1) (2) (3)WGL «(4) (5)GSC (6) (7) (8) (9)
(10) ,(11)GSC (12)SGSC (13) m (14)
1 m B , B,(15) ,(16) 2,(17) 5,(18) ,(19) ,(20)
rekey ,(21) 1 m B , B,(22) 1,(23) B 1
, B,(24) 4,(25) (26)L  ,(27)1 ,(28) ,(29)
B 1 A A,(30) 3,(31) ,(32) ,(33)
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Key Management and Access Control for Large Dynamic Multicast Groups
LIU Jing, ZHOU Ming-tian

(College of Computer Science and Engineering, University of Electronic Science and Technology of China, Chengdu 610054, China)
E-mail: jingmliu@263.net; jingliu_uestc@yahoo.com.cn
http://www.uestc.edu.cn

Abstract: As the process of proliferation of the Internet progresses and multicast applications are deployed for
mainstream use, the need to IP multicasting technology will become critical. Now, the research of multicast
technology has become a fresh new thriving academic field. Many main results converge to such fields as the
multicast routing, the flow control, the congestion control and reliable multicast. But the results referred to
multicast security are very few (especialy in the field of group key management). In this paper, the problems of
group key management and access control for large dynamic multicast groups have been researched. A scheme
based on subgroup secure controllers are proposed which solves many problems of the lolus System and the
solution of WGL, and at the same time, which simplifies the scheme of access control and meets our design aims
and requirements.

Key words: multicast security; group communication; group key management; access control; secret key tree
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