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W A — A, BRI M2, R E AR R AR I R R M R B IR ROIR T T T R BEA. R E L RATD
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1 MEE5HS

1.1 & &

(1) AR & A B R B 4% U8R AR A L R AE 3 & ¥ LA BF B A IIE 4.

(2) JE 7 A UM B B0 OR ) B BR  (DIE 6 48 1 QI 15 3 R S R ILEIE R BB, @ % U .

(3) 3% 7 (adjudicator , B F ADI) . 7T BLARSEIE 45 8 ok 9 I A9 3R 4.

(4) POO (preof of origin) &5 % « 804 4 7T L0 B <7 18 303 IR 90 B0 Ui 0

(5) POR {proof fo receipt) ¥ . i & % 75 77 L 8 37 #8 SO0 ¥ 19 B4 .

(6) % &3 % SENV (secure envelope ) : ERN WA B RHFUEAR G I ER I TUBRIEL KBS

(7 A5 4 =% TTP (trusted third party) : 70 BUAT P 303 8 P L 2558 07 88 M O fh ol o 545 4 9 SR 4.
1.2 % B

a ENE A MTTP HEMEE s BNETER M TIP HFMER .« £ TTP MEMHHHA M EHL
BABBRELEBEREY; X ERER X MY RUWEFHEE K. REH ANETE BZRANEEEN;
(X BB K MEEE X FHEGACORERE X MwREREREGN, X6k A £ 615 E (nonce);
Ny Bgiik B 4 BET 0 s N TTP 4 s iy i 85 Naw & AD] A S AY IS 8f {5

2 IS0 FEHFIA I M2

EHUMZ PRI RRNABET

» A THRSEESE S AR R & BRI E (G1999035810 ¥ B, FWNIT. 1939 FE HRA B LESH.EH
MRMAABE LS EBREA.
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(1Y A—~TTP; SENV.(Z),
2) TTP—~A: SENV,(POO);
(3) A—+B. M.Z,POO;
(4) B—+TTF, SENV,(POO};
(3) TTP—+&: SENV, (PON,POD,POR) ;
(6) TTP—~A. SENV,(POR).
% Z,Z' ,POO 5 POR 4} BIBUEINT :
Z==POO0 flag,A,B,h (M),
Z'=POR flag,A,Bh (M),
POO=keyid ,msgid ,SENV:(Z),
POR =keyid ,msgid ,SENVx (Z).
¥4, PON BiERN B2 TTP i POO 5 POR 7 & % B 1IE 55 R (B sl 44 ) B8R .
M2 X RABKER. B, R B ERTHNMEB(HEEERTHN, MTLHERERIRL M X &
K EAREEMERBESELMRRIRT . B EDNKRECHE R M BUAXKERAEN . BIEA
RET LR S M TR M, R, 307380 & — R 8 89 3k & A UL, I T SO IE.

3 —AWBEFABR

BTMFRERUBUA TR FNRA APENSHINSRE 4.2.27F.
(1) A=>TTP:russN. o
AR TTP BREDEFRBU.
2) TTP=A;:SENV.(G1sNuyNeps Ka)
TIPBEREEHER ARBESEEH Ka.
(3) A=B: (Mix, POO=8ENV. (1, New+ {M}x )}
A BE#POO RiMx,. R B TR REAITHEEEH L M AT LUE# 2 il st @ A &
EEEE.
(4) B—TTP.POO,POR=SENV,(+2,N,, {M}Kab)
WRBEFOFEITRESZNTHIGRH A POO RS TTP. 3w 1T && POR.
(5) TTP-=B,SENV,(i2,Ny.Ku)
nE TTPHEX POO 5 POR MIEHE . HATRLHER B
B Ku  FEM B TIP i ATRMBRKWERETHFER TR
M.EWTTP o b S AT , TS & 51 45 T 5 X
(6 TTP—~A SENY. G+ N Fig.1 The new non-repudiation protocol
In® TTPEEL POO 5 POR W E# M, Wil A TTP Mfs B Bl #FPETABNTEE
BB 7o M. L TTE Ak B e R 1T, A o 5] IR AR T 4 B
PR LFEFINE 1 BR.

4 BSVOZHES MDY

41 FRSVOEHRLE

SVO BHEHKAFHBT BANBES . E—HEFHHETADNOBERMAFH TE EHSVOEETL
ERBEESHEBDNZPHEMNEZLRESE R FRRAENER. 5 THRAEARTIETLM,
HMNASVOBEHMBRTLIT 4 AL,

(1) P says{X}; AP has KDP says X
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WFEBLEP, IR PHETHKHAETHEANEX EHEX{X WP EET X
(2) P says X NQ sees XOQ received X
MTEFZRPHQURENNMNFRERPPRET X HQAEX . RAQARERI X, X KL

fQERK.

4.2

4.2.

(3> P_public_A(X)DP believes A sees X

MREEPLERADEXNPHESARE X

(4) public_ A{X)DP believes A sees X

MR AHER A DE X WESLTE P EHAE AAE X.

14 B 53 47 FE B3

1 BFRBRE

BB SIEREETUT HE.

WM EESMH B RERMEE TTP BMELEMIHN. X —BEETHSVO BRB X ET N
P believes (({TTP says X2 A (XDC))S(TTP believes C)).

@) Eii.BOBRELES MBI AL EHBHE ADI BREN . BEH. T
P believes (({AD] says X) A (X2DC))D{AD] believes C)).

(D AEEENBNHNEEAMBERRITH, FNENRFERBEE O FEER XN S AR, ANEB

26 BB R {5EH.

W EERZNBHUNEIAREFRERBETACA TAAMAN. AR ETHACRIPUHBRHBE.
G BUFEAMNENELREEEREZRN AN XL BERATERLM.
6 BRFERALEWATRE FAHPARETRELFETREFZALHAB . L4 BREFETH

HAEHEE HE EGFFRERLRIAEN. AN ELEHHMERN QBB E TR R IEARE AR
T L A I IE R R 1R

4. 2.

2 MEHBRES
AERAWT.
T={{A.B,TTP.AD}}.{a,b.2, K.},

{ro="BRBHET LD TE],
r1=PO0O &,
r2=POR I &,
IA="A#HF K" &,
i2="BH#HF K.H A &K% MRE,
i3="B W3 M FRE.

Wik & rwr ]l M BEHEL THRE. BF L2 3ARETRLNRESEHEEEEREER

L EEXHBRIAMUBRSH . L8 TTP A @ EEmBTPEAxERE

M ALIEFTUF -
Fp = {

A betieves A <> TTP,TTP believes A —— TTP,
B believes B - TTP, TTF believes B <> TTP,
TTP belicves A —-2s B,

A believes TTP controls A4 ~-* » 5,

B believes TTP controls A PN B,
TTP believes fresh{¥N.,),
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A believes fresh(N,),
B believes fresh(N,),
A believes A sees (ry,71,#2,i1,72,i3),
B believes B sees (ry,71,72,:1,:2,73),
A believes TTP controls i3,
B believes TTP controls :2,
TTP believes TTP sees (r,,,r1,7r2),
TTP believes 11, TTP believes (2,
TTP belteves i3,}.
4.2.3 HEABHWHR

BREAGHHNNT .

(1) A>TTP:(r..N,};

(2) TTP—A:SENV,GL,N,, Noys A —2n B4

(8) A—=B:(iM}g,.SENV.(r1,Noys (Mg ),

(40 B—TTP: (SENV. (1. Ny s {Mig ), SENV, (r2, N,y (Mg, )05

(5} TTP—B,SENV,(i2, NprA —2r B,
(6) TTP—A:SENV, (i3, N.).
4,24 BB SIER
ST U B — KB, RO
() 483 ORI 3B 8 4 478 2 B .
2 HFHRILE.BIMNA
A believes (A received SENV, (i1,N, ) Nups A 2w B) A A =+ TTPID

X
A believes TTB said (j1,N,oNppo A «—os BY;
X
A believes (TTP said (i1, N, s Ny A == B) A fresh (V,))D

A believes TTP says A "i" B
K K K
A believes {TTP says A «——» BATTP controls 4« BDA helieves A ~— B;
P X
TTP_public_ ACA <%= BYDTTP believes A sees 4 «—— B,

I X FRICEMNF
B believes {M}Kaa’

B believes SENV,. (-1, Nup s {Mh )

(O 3 FREW,HNH
TTP believes (A said (1, Nyps {‘M}Kar, Afresh (N,,) 3 DTTP believes 4 says <M>Kab=

TTP helieves (A says {M}K,,b NA sees A --Ef"-’"* BISTTPE believes A says M;

TTP believes (B said (rZ,N,, {M}x, DTTP believes B sees {M1x,;

TTP believes (A says {J‘/{}Kﬂb N B sees {M}xab):JTTP believes B received {M}K,.e'

(5) HFMRLG, BiHF
B believes (TTP said ((2.Ns» 4 Ha, By Afresh(V)D
B believes (T'TP says A « "+ BATTP says i2)

B believes (TTP says A P B ATTP controls A -t B)TOB believes A PR B;
B believes (TTP says ¢2 /A TTF controls i2)D B believes 12;
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B believes (i2 A B sees i2)28 believes A says M;
X K
TTP_public_B{A « -2> B)YDTTP believes B sees A~ B;

TTP believes (B received {M}x A B sees A e, BYSTTP believes B received M.
(6) X FHXG) . RMNF
A believes TTP said (:3,N,) Afresh(N,) DA believes TTF says i3
A believes (TTP says ;3A TTP controls i3) A believes i3;
A believes (i3 A A sees i3) DA believes B received M.
BERIMEBITHIHTFAHHALER:
A believes A 4& B, B believes A 4&' B:
A believes B received M, B believes A says M;
TTP believes A says M, TTP telieves B 1eceived M.
HNEEH AMEEE IHRTNEL.BREARFIEE. A ZFUMAG BRI M"EEAY B T ilWE
ABBWUWET M, AT R TTP #FREMIES £ .8 WAFKRE 2 HrHEL
4.3 FUMR
FERMNF,RITEE TTP A %Y AD] WAE, Rl TTP ARER AN BZEAMFI
B, % A BN EBRIE T Mt B A AD] R AR, BT HE POOLAD] AT HAREBUT .
AD] believes (AD] received SENV, (r1, Ny, {M g, A4 +— TTP)D
AD] believes A said (71, N, iM}x )5

AD] believes A said (71, Nup» {M g ) Alresh (N ))DAD] believes A says {Mix

ADJ_public_ ACA ~2» BYDAD] believes A sees A —» B;
AD] believes (A says {M}Kab A A sees A ﬁ' BY2AD] believes q says M.
W BT AMCES A MBS M 6, A 5 AD) R 3R, 8 i i A POR,AD] 2 F7 0 3 B R 2 a9

5 M —1E®

EFEES FRNBE TIP M AR W FRAA S, REG R B S U LME. BEE
AN

(1) A~TTPirw,Nus

(2) TTP—= A {SIGN-Kupli 1 Ko Noy Ne) bk 0

(3) A>BPOO=S8IGN-K,(r1 s Ny, {M}x )3

(4) B—~TTP:POQ,POR=SIGN-K,(r2, Ny { M)k,

(53 T TP—B {SIGN-K (12 Kup s No) ) 4k,

(63 TTP—A:{SIGN-K.; (1. N2 1k,

R T A AREMES. KB K, K KBRS ALE M TTP BAM AN ES. M
#,—K, —K, l—K,O8 %% A.BH TTP N5 F k2 FF &4 HICACH B & H4. /5 SIGN-K,,SIGN-K,
SIGN-Kup BT A BH TTPHEFEL LM EH SN Ko —K A—Ko RTEHEHARMEE
B MIET A RIFERTE  RIOTEAXEER.

6 & it

RINBRA— I HFHES VDU TUEFERLLRARMEE L. BEEH ERRT N EHEHN
BEMEMF—TEHHBE. AT AR LABUOFEAERERE  RNSIA T -BFOEEFT BT SVO
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BEAE (DFENL2HAIAFTREIR. ENFAUGERNFEBERREMRE MAMRRLLLSE
BHERRARELAMETRSECREMEEAM. (2 5ISOHEER M2 Wil RRE, 41 iE# R,
TTPREXAMBMEFREFWER EREMREMIERE. RAERES U LHRT R, TTP 4 Wit
Ak ADIGNR TTP 5 ADJ RRD. BRI EAE S THEER. Q) RITSIATHE&HERHN SVO ZEL
B AR IHNABLEAALAENEREET EGFFERREAH R HERBAR. (O RINE2A. FLAE
HRBANRIES BR B XER "X W EES. FHk AERNHFEH . POO # POR LA RAM# L.
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A New Non-Repudiation Protocol

QING Si-han

(State Key Lavoratory of Information Security Institute of Software The Chinese Academy of Sciences Beijing  100080)
(Engincering Research Center for Information Security Technology The Chinese Academy of Sciences Brijing 100080)

Absiract In this paper, a new non-repudiation protocol is presented based on the correction of an existing
protocol which has some security flaws. This scheme can work on an insecure and unreliable communication
channel. Bes.des, it can deal with chealing. Sotme new nutions and approaches for extending the SVO logic are
introduced , then the extended SVO logic is used (o analyze the new protocol and prove its correctness.

Key words Non Repudiation protoacol . SVO logic, trusted third party, adjudicator.
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