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FT@EIA -2 TERECRIERS.

SVR-SEQ:IRFH T — 1 F45 L 250 A fEIRID B FFF &,

SVR ACK:.REFBWRHT —HFHRAH MBS

SVR-WIND: W% 7 % T“H st U "W B H P8 608l H 0 Kh.

CLI SEQ.BFHFT—TFVWHEMAEMEIRITH T2,

CLI_ACK: F P RN T —+F W RANFS.

CLI_WIND ZBFFET“RIE O "8 25 I 50 803208 0K .

BELTERBREEREMN F CLI_ACK=SVR_SEQ H SVR_ACK = CLI_ SEQ. {2 %4 77 £ 1 f 2
WER. LEHYXRARE NS

SVR_ACK<CLI_SEQ=LSYR_ACK —SVR WIND,
CL}_ACK<SVR_SEQ=ICLI_ACK+SVR_WIND.

TCP @ ko [ B S p B 30K -

Saurce Port: 38 10 &,

Destination Port, H B % 11 -

Sequence Number R P& | P F HHEFE.

Acknowledgement Number 3155 U 8 59 /@80 15 31 2.

Dara Offsec: WMARST WA E (BEHFELERILD.

Flag Bits f RSz A, M Haxmg.

FIN. BRI AT RN REERAT.
SYN GE# XK FE RS

RST BHEER.

ACK RIAER.

Window: EEF B HE O K.

Checksum ; FCP &9 6 3% 1080 75 1) 4 % 7.

Options  TCP 3 0, €& T & JL#sE I8 .

SEG_SEQ.#R UM FEN T,
SEG ACK # R EEHNBmAFE 2.
SEG_FLAG: Wi Flag Birs 2 14710 5 /9.

EFRTRERFER U T SEG_SEQ=CLI _SEQ M SEG_ACK=CI] ACK.TCP,#:4*=%BF "N
ERVER WEFANMAFIGS R CLI SEQ. BEFHMBFFISh SVR_SKEQ, EREB IS HRE, B
W 22 T ESTABLISHED R, Jei & F @ 89 %20 5y

CLI SEQ=CL] _SEQ, 1 1CLI_ACK—SVR_SE@:+1,

SVR_SEQ=8VR _SEQ:+18VR_ACK=CL].SEQ.,+1.
HEVERAEEMEAE EHEE 1 RET FIN sl RST 4 {1604, %% T HL& 2 55 8% A CLOSED #
A BRI LEEHRNEHRERE. BE AT . S RST REMMOEFEB IR, TMREHRENBRLE
SRR

3§ EW ri# A ESTABLISHED R & 5. X R4 A 5, RE KB MR X0 =52 E R BEISVR.ACK,
SVR-ACK+SVR WIND]W BRI A CHER. M B FHOF, RA KA MB XA SR ECLI
ACK,CLI_ACK+CLI_WINDIM BRI S WBE. Tl . IR R FEBERF2RE— T RREX.
BHEREHEHRMFRSHE.
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3 IP M UEH R E

31 ERIERSE

EBH EEERUREHHEARBTHAORET S THNXERN LY

CLI_ACK=8VR_SEQ H J3VR_ACK=CLI_SEQ.

HH R EBFEI ASEREY. & CLILACK#SVR_SEQ.SVR_ACK=CLI_SEQ M HA“EH LR &\ ik
BRFEREREMEE.EREBEE. ETEDBATRHER.

(1) # SVR_ACK < SEG.SEQ-<<SVR_ACK+SVR WIND i THXH AT H A% T SVR_ACK.H
SFHEREA M ERTEHBE . HEUGHER;

(2) #% SEG_SEQ<SVR.ACK 8 SEG_.SEQ>SVR . ACK+SVR. WIND, W% 18 3 ¥ ff B 40 3, 3 8
RERAFEFE-TRBUS.LAEASSERNENS.

BEHEERMAEENIERERESRE7 P HiFEm.
32 REHHE

EREd KHEFEEEEEAFERSRE, FESRELLHN, W SKC_SEQISYR_ACK & SEG_
SEQ>SVR_OACK+HSVR_WINDUW R fr 95 2 A e B EN T EEBHT ERHHTELR.T
HLHENEE RS E,PFERTUEBEFEZNM L. HEEBREEHAERLMRE, 6 CLI_ACK#=
SVR_SEQ B SVR_ACK#ACLI SEQ . EEPFHRIE—THRL HRE SEG_SEQ=CLI_SEQ # SEG_ACK =
CLI_ACK .81 F SVR_ACK#CLI _SEQ.FrR\ % LAV EHROM O HEMF. i A EREAR B -
FREZFESFTEENBL KETRHABERI, HRE SEG SEQ=3SVR _ACK M SEG_ACK=SVR_
SEQ.BRZAMBERM RAEHRE TS 2EZH Y. ER. EB OHBRS FRSHAE. X8, #14 CLT.
TO_SVR_OFFSET REP AR ERTIBAMSE FMINTEF SHER. W CLT TO-SVR_OFFSET =
SVR ACK-CLT SEQ.TW4 SVR.TO_CLT_OFFSET AREHFHEXFAESREL FHNTFNSHER,
WSVR_TO CLT _OFFSET=CLT . ACK-SVR_SEQ. Fill,H F s &,

SEG_SEQ=CLT _TO_SVR_OFFSET+CLT.SEQ=8VR_ACK
=CLT TO_3VR _OFFSET+SEG_SEQ,
SEG_ACK=CLT ACK-SVR TO CLT OFFSET'=SVR_SEQ
—=SEG_ACK-SVR_TO_CLT.OFFSET.
IHEEREETMERUSFRENFEENHIH SEC SEQ M SEG. ACK. G54
SEG _SEQ=CLT-TO SVR QFFSET+SEG_SEQ,
SEG ACK =3EG.ACK-SVR TO_CLT_-OKFSET.

ER.BFEAFEEZEANEMOR L - HEARATHEREFNELSS. ARART 1P FIF0CE.
33 EEFRSWHIE

AT #AT P SRRt RO EEREMERSRE. B 700 MM M40 SUN F & Sniffit,
PC EM NeXray )R BRBEMR L AMEENARBESLERANAS LA E NSRBI HF
PO, AT AL A A WA,

() EHBEZHK

HEBECEINMYE HAEHHAEHTIARTRAE TN EERISAFASIFEERE. MMHR
EEH. ATERBEREF N ARFHFEE—TFARST HFHATICHMNEX, BEXREEREE SHF IR
A MY . RLEREEC.HEBN SREBEN WA EE. BEFTA&WRPRST R CAH B WME. &£
M. EFPHFESWIR%E I SYN/ACK MEA, A A #EHE o Hi# A ESTABLISHED R B . BT EFRE
FPRESR-THHSYN #RBR.HAEHPRAEACHET B (REHTH ATK SEQ,). M TRESRER
CHMOSSYRRAGMTANABRESF AT EARGBER MY B FNECXLERREIREI L HFHRMN

© HEFRES AT http:/ www. jos. org. cn



518 — Journal of Software A FH 200001

HHELRISAEL A BRPIG TR S SVR_SEQ,, F £# SYN/ACK i . MG E KR REXE A H
ERREPHBFFMFASRETFE P FTREFZREFHLBU. A5 FRIBERBEEGEREA
E‘STABI.ISHEDJR?S.Eﬂt.rjtit—%ﬂiéﬁdﬁ TEHEESEMFEAFPRE AT EERNI TN —ZFD. XE. 84
EHCLT . TO SVR_OFFSET =ATK . SEQ,+CLT_SKQ, 8 SVR_TO_.CLT _OFFSET'=5SVR _ SEQ,—SVR_
SEQ, B CLT TO-SVR.OFFSET WHREAHHERE. REN G E G E AR ATK_SEQ, 058 . i 8¢
ERFEENRINFASFEEMSHIEEZHEHAN . A WEMEENSERERE.

) EfEE

HtHFATURAEERESH T R EEAEAEASRE AW UE P TR eher BRAEER
MREHERBEHEMHR, N R LB EERUGENNS EEBTAES AFETAUEEFRPFARSE
HEEABOARTEEERGR T I telner™ B %% TAC NOP L. B HFH TCP THH =7 B kil
BWSVR ACK WE. 51 TTCP AR GHRBOR L EFS TIDEH, L&A E M, AN # R 1
BEHERERE RN AGRIUHHFERIASR LM PEN ATK_TO_SVR_.OFFSET >, W 1¢ & & 3831
HEBH ATK TO SVR.OFFSET HEMEEMERNTRARE FRAIH AR AEEEETLEEE
#7518 B AT RE R YR R 5
3.4 TCP WEN®

ELEAGHES ROBRAFSBAENEF AR EAHMER CENF M ERNBIER. BRE . CHEKEHE
BEOAEN.

BEPAFEERLS O TFRLEERFEHERSRE FFURS FERMEXHF FRE ACK £ #
WX EAETERFHE. A, TEREAEAERE. FrF LAV ZACK RRRIATER, TENS
B L H S A R ACK ERE S RA T LAAR CHFEA S TR TRERR S M. Fag
FHEE ACK F#EHREZ...... MEAEGERT - EREN AW ART TCPHACK ME. FEPFELRY
BHEAHBTAR T RS BF RSO —F R ACK MR,

BRE TCPRE AREARENTCP RA.BEAXIAEX WHAFTE HTHNEAYREELLER
M. FEEEEWTMNER RBLREE ACK RENEEAKBM. S Tk ACK RIp#% 51
HRX ACK ML EL WHK ACK ARRESEET.

FHGEEANEFFAENREES T ACKB A UEP T2EFARSE - SEFARERTIHTA
ACK BN FRH RV EERK. AMERERE. FL AHEE3 282 @ Me Bt eme. fny
FHEZEHRIER.

4 WHHEMMERTE

BT AT R L A R T — S e e AT R TR

(1) 3F 18 # 3% 25 B 45 3

WA LCERAR, BRARFE IP AERD, Lo RERNERSRE B . ERFEHEUEENE
EEFASFEA RN EERE LB Y AR MESFASHAGH L KR ABE N T ERTRE
BT

(2) ACK R g £ )

Eeor TR BN EEU TP UL REFEENERSRE dFHERACKR
B ACK MY ERFRELTHESILE AL, U FRRXBEN BB R8T 1P s

B RAEEENESFRLER

HTACK AB2e NS08 E. FUARAXERTREANRXEGHAR KU AFHNBHRYE
KEMEEELTINUL . BFEAHRLES T IP S #FHL.
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HTPRGEAENRAETEEL AMEBREHFESRPERY. TEFAHH AL EEEREEY
EATHRER U EEFLAEERNGHRBEBECTRERER T IP B HH.

5 BUERIBH MR RE

Hf TP &hFe o iy 09 B 480 T L B0 OF 1 B

(D TCP WA LA B . 7 TCP M op, L E# — 5 W B RST WICAF, W i #H 7 B3k —1 RST
B AREBEEAZ BN TELEEVHEERLSRE AN DEEREEEH/THIE.

() EMBEE L MM S FRARENRSE, TLARERE BB A EHEETFRAKIP ®E
A I 3 44 3% s ) MR . T A 00 B PN 8 Keerberos J7 i 76 i /2 3 47 A 8 , 5 R FA o
TCP 3 0 9 5038 » LA By ¥ 48 18 2.

6 & it

RUSH T IPHRHAFZHER FNHT - LRGN TR BT ETTHBETME e P H
U E L EHTE M. A MR RSN EA T A EREEE AN E SRR T ER
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Study on 1P Hijack

ZHAO Xin CHEN Dao-xu XIE Li

(State Kev Laboratory for Novel Software Technology Nanjing University Nanjing 210093)

Abstract There is a kind of active attack based on TCP over the Internet, which is called IP Hijack. This
kind of atrack is different from the passive attack based on network sniffing. 1t can bypass the protection of sys-
tem password and S/KEY , and get full control of the link between two end points. This can cause great harm to
the network system. In this paper, the principle of this kind of attack is analyzed. the attack detecting technolo-
gy and the protecting measures against [P Hijack are alsc given.

Key words 1P, TCP. IP hijack, network monitor, link desynchronization.
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