243 ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn

Journal of Software,2012,23(Suppl.(1)):126—-133 http://www.jos.org.cn
O [ b2 I8 ARAF T ST RSP A Tel/Fax: +86-10-62562563

B 75 4 1 Y TC 2 1 52 W 4% A 18] ) 5 18,

el hsz!

Shiw

"OURKZ: fEhlR2 S TR%6LILAR Brr 250061)
PALRIMEH . W S d P AR 2B, IL R BFR 250014)

Fault-Tolerant Time Synchronization Protocol for Wireless Sensor Networks

QIN Shao-Hua'?**, CHEN Dong-Yan'

!(School of Control Science and Engineering, Shandong University, Ji’nan 250061, China)
%(College of Physics and Electronics, Shandong Normal University, Ji’nan 250014, China)

+ Corresponding author: E-mail: gsh@sdu.edu.cn, http://control.sdu.edu.cn/

Qin SH, Chen DY. Fault-Tolerant time synchronization protocol for wireless sensor networks. Journal of
Software, 2012,23(Suppl.(1)):126—133 (in Chinese). http://www.jos.org.cn/1000-9825/12014.htm

Abstract: Time synchronization protocol is an important part of wireless sensor networks. Many applications and
communication protocols of wireless sensor networks are built on the basis of an accurate synchronized timing. The
previous time synchronization protocol for wireless sensor networks focuses on how to improve the accuracy and
reduce related energy consumption, but now the security problem of time synchronization protocol in wireless
sensor networks is catching people’s attention. This paper designs a new fault-tolerant time synchronization
protocol (FTTSP) for wireless sensor networks with random weighting estimation, based on the analysis for the
attack to time synchronization protocol for wireless sensor networks. Simulation results show that the protocol has
good intrusion detection capability and fault tolerance to malicious synchronization information.
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