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Abstract: Privacy becomes a more serious concern in applications involving microdata such as medical data
publishing or medical data mining. Anonymization methods based on global recoding or local recoding or clustering
provide privacy protection by guaranteeing that each released record will be indistinguishable to some other
individual. However, such methods may not always achieve effective anonymization in terms of analysis workload
using the anonymized data. The utility of attributes has not been well considered in the previous methods. This
paper studies the problem of utility-based anonymization to concentrate on attributes order sensitive workload,
where the order of the attributes is important to the analysis workload. Based on the multidimensional
anonymization concept, a method is discussed for attributes order sensitive utility-based anonymization. The
performance study using public data sets shows that the efficiency is not affected by the attributes order processing.
Key words: anonymization; privacy preservation; microdata; data analysis; attribute order sensitive
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A FVF I BRI (H R AR AR A AE A X AR IR — 2R 1k, e % 5 S0 1 A J00 PR kAT DG IR &5 45 I R A
NIRRT B AER 1 BRI E B B3R JEAR B U g i A k44 AR, 0 R FEAS Mok 32 e SR I 36 2 i
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BN B A5 L T RE 8K 905 N 55 05 106 2R 31—, Mtk s i A DG T I B SRR G (W R MM B X BRI — 4L )8
P R AE Dy AR s .

Table 1 An example of microdata

FT 1 B AT A M — M1 (a) i L BE (microdata)

Row# Age Sex Zipcode Disease
1 (Andy) 5 M 12 000 Gastric ulcer
2 (Bill) 9 M 14 000 Dyspepsia
3 (Ken) 6 M 18 000 Pneumonia
4 (Nash) 8 M 19 000 Bronchitis
5 (Joe) 12 M 22 000 Pneumonia
6 (Sam) 19 M 24 000 Pneumonia
7 (Linda) 21 F 58 000 Flu
8 (Jame) 26 F 36 000 Gastritis
9 (Sarah) 28 F 37 000 Pneumonia
10 (May) 56 F 33000 Flu

Table 2 \oter registration list
2 BE R ATE A M AN T (o) BE 2213 M (voter registration list)

Name Age Sex Zipcode
Andy 5 M 12 000
Bill 9 M 14 000
Ken 6 M 18 000
Nash 8 M 19 000
Mike 7 M 17 000
Joe 12 M 22 000
Sam 19 M 24 000
Linda 21 F 58 000
Jame 26 F 36 000
Sarah 28 F 37000
May 56 F 33000

T B A4 S0 10 B RA PR 3 A 1) 40T 5 R AT B B 0 B W B . B I AT SR R 5
W BTG 1A N G FOBRFAE B, A A 2 [ 6 00 L = AT v 1) B 44 ek B RA DR 1) R AT R . 2 T
P 42 12k i 0 11 S A PR A J7 32 32 A0, 45 504 v A RV BICHE 5 PR DR 288 3 I 4 T s 10 B A I i 2 B s
BUHcHE BT A 1 L 44 10 I T SR R (AN kB 4 W2 s FE AN R S0 14 D U A TR AR T
AN BHE A S Dy b U PR TE R AR ) EH 4 R — 25, 1A T DA LA A RO B U M AN AT AR AT X A A
T2 21— 5 1 B 44 PR AR

P 44 2 [ RA TR 7 L ARAIE 78 43 B B 44 1k R B2 ARAIE — 5 1 B 44 M AR 3 588 B, DA ARK B 44 8 H 28 43X 5 THT 1)
TESUARF RN Tz ) O L BE A T R O e SO AR A B R B uR BRI BE A4 R R R SR 8 S, LB
k-anonymity™? I-diversity! t-closeness!*!, (alpha,k)-anonymity!™, Anatomy!® m-1nvariance!™, (¢ m)-anonymity®14%.

FERATH0HE B 44 PR FE 2 S5 i Sfe R B0 R 58 RORE B #2108 AN AT OB A ) 4 3 A B I =R T R
I A R K5 (1 5 o DA B B 3 AT R0 B 475 9 1) T, 6 200 5 4k B s R R R T R PR 9k 4 R 2
FEIX 75 1 FIHIF 574 discernability A5 25 9145 76 3t 4T S04 A PR f 3k i v 8 (5 UE KB 42 1 P B R A 47 5 BT PR T3 R
ST fig b g2 A [F) G 40 1A 4L
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HEAT 30T 55 5 1R A5 A SC AR I 18 R A1 J7 1),
2 HEXER

EX 1(PAFRIREE(QID)). QID JE L& Q &R T i BA W NRp ki e/ & P4 & X 22 J M REWS 15 A1l
17 JEAT % 3 AT I AN A4 30 S5 (R B VRS A B/ A LA (1 BB S A J

WTH—MEHE DN NG BRI RRRARRTHIREE 2 4 2R:(1) Fr PR PEA, ME— bR IR — D AMA,
XREI J A SRAE B KA I AR AR Th 2 (2) U B VA EEIn R 1 mh (R0 Ja I, i b 50N AR ER 9 11
KA M5 5 (3) QIDJEME Aqr,... Agi, BEMBEAT i IS (R wT e 2 dd i 55 JE A AR R (W3R 2)BEAT HE 42 AT
IR B A (5 B (2% 1 T I {Age,Sex, Zipcode});(4) Hith AEHH % & k.

G ERT, AR LA, ALt e T A, AR R STCAE B YEA, . A L U, TIA,. . AR R R TAE 5

FEIX R FRATTEE SRR B M As g b it 2k, At 19 Je8 M T DAk B B A i A B M B A A R AR A

HA 2 TARBI B BT b B JB YEARAT — A2 22 Uk 45 1), 288 JB YE AT AT 7T REAEL 1) 23 0 B2 UK 2R

h T HEAT B GRA W7 1F IR 1 R AR AT MR S N BB AAE B, SCHR[L,2)55 TR T K & 4 Pk i,
R0 I — 5 0 20 Ak SR AT R AT S RS 4 41 R AN IR ) QID SR b 5 Hoflh k-1 S5 sAR A, AT X K
LRI B— B MELRY B L AGHME QID Ja ik i H s 7 41 )& K A i Hs i — /N 55 4 25 (equivalence
class), iX B (19— 20 AE A M0 i T A 2R 5048 T/ — ANl 4

EX 2(FME). RTUE IO L HAERTHI T EEAL . AR — DM R RTEA,.. Ay L RA M
[ B 1) — #H T 4 AESQLIE A b X AU TR B PE AR A, ... Ag_ EREAT 4 241 (GROUP BY) .

EX 3KER). ET(A,...Ay),QUAKRTH—QIDENE, 1 HAUUTIQIH By & —MEF A ZETIQIT 2 2> Bk
DCIRR T T QUi AL K 44 1k B R TARN T @ PEA . Agi B — AN SE I I KN 2R /b Dk

K B 4 40 R i — e i Ab B AT A5 T BAT k [ 44 1.

H T IRR K BRI E I EA ST TAE 3 B T 7 2 7723, Wiz At (generalization) . i il (suppression)
S U2 AT 5B I QID Ja M 1 f SR F AR 23 2 v B ooy 40 S0l RN B i S W E A 3 R EE T h e A 78 %
JaME B R IR AL A A 2 R 5 T X S T AL AR AR BT S IR AR 4R T A T [ — AN R4 b W3R 3t B 3R 1
HEAT A 2 5 3 B — A 2-5 24 B 8.

Table 3 2-anonymous table

£z 3 B RATE S M — A1 (¢)2- 1 44 3K (2-anonymous table)
Age Sex Zipcode Disease

H*

ow;
1 [1,10] M [10001,15000] Gastric ulcer
2 [1,10] M [10001,15000] Dyspepsia
3 [1,10] M [15001,20000] Pneumonia
4 [1,10] M [15000,20000] Bronchitis
5 [11,20] M [20001,25000] Pneumonia
6 [11,20] M [20001,25000] Pneumonia
i [21,60] F [30000,60000] Flu

8 [21,60] F [30000,60000] Gastritis

9 [21,60] F [30000,60000] Pneumonia
10 [21,60] F [30000,60000] Flu

XTI AR AR R T, T BT R AL B k-BE AL .

et A PG RO B A TIA B — 8 BB DR 0 DRAUE AN A AR T kAN TR A A B 5 22 b AT
G LU e AR . g — 5 T, B SRR T A — NS S8 1 kAN e A AU L R AR (), DU A A A
JEAR DA HE R IR A AR AR I 100%. 4 T AR B A A 0, SCHR[3 10017 3 #8417 I-diversity (#9773, RIlE— 2 2
(1 AL e P PR IR 2 A | AN A 1% 5 T REA T ST IR AR 5C T A, Qn SCRIR [4—8] 052 o B A R 377 SRS EA T HF 5.
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teT
P4 B2 NCP(t)= i[wi « |'$-’Z'J Wi QID R A, (AL T, S W 7 2 15 44 10 i e ) 7 3 . LA, L MO
i=1 .
PE U AR 7S Te AL Ja PEA BT IZ A )5 1 X 18], 491, 0 Rt Age=[20-30], I [t A[=10.|T.A{[ 2 T B 41 s 4L £
JEPEA DX T] G SR b S e I e A S PEA B AFAE 53 SRR H, I AG 2 23 2R H P UL AGZ AR S 1 B4 R
TR R AN BT A AN H AR (R 1 AR S

@)
X B(KL-E5). KLT)= T, i log £ Juitp O Ip 53 A A AR £ 4o .
t

3 RBIENF SRS R FARIF %

T2 1~ 3 (K0R0H 40 3 4 PR 8 I 44 A0 e SR HEA T A A O s A J 1 50808 A0 AT 45 45 %2
Y53 BT VS 4240 55, ) B8 I B 42 98 A8 25 45 QI I 23 BT« Bdls 20 28 RSO0 A &6 70 SCR[11 1 BT 98 AR
o RO B 44 A T 30 R R P 0 ) B 43 28 A AT A L REAT B A A B R T B o A )
8 )& M AR SCHR[6-8,10] 1 AIF 9T LA v, 32 B o s 4 A i 1) 2 40 20 BT 0 2% o 58 4 Bk 801K 20 A, 0 T QID J
20 v A R S U TSR AN B

I R B AL A AL B2 T R DR BEAT SCIBRE I 73 A, ) QID a8 A L v 1) M L o0 204 2% G 7 P A1
WIAEH R 4 R — B0, QSR AT B 44 10 A B B 2 SRR A 08 5 2 31 (00 A 3G, D) G DGR 43 7 43
FIE 55 M 1 DG 56 U] 119 R 23 3l 2 A0 ) I, e SR 42 J S P8 D31 i 7 168 1140 Ak BT , DU 76 DX T T 3 A v
13 B AE W 55 FERBIRG 1) SR TR ) 1) AE 4 3L 25 BRI

Table 4 Attribute order sensitive
4 L

Age Sex Value LOSE
Age Sex Value
[50~55] F A [50~60] F AC
[50~55] M B [50~60] M B,D
[55~60] F C [50~55] * AB
[55~60] M D [55~60] * C,D

U SR 23 A A 55 T e R SRR U E AT B e A AL I T i A5 R QID ML R B A J Ak kAT
ZACKE PRI S i

NS H R T OSCHR[12] 9 Mondrian S0 T ) QID e R MU BBURK PR EidlE 20 A 55 1 B e 4 4k 5 ikl
A AOS Hi%, Wk 1 Fios.

FEIEFEREAT R 70 (R i 16T, mT LURIBOAS [8] 18 3 2 277 32 A8 SCHR[L2] A 8 R e R e 58 140 7 VAT 2 6 A
XL R 18 B HSCHE 7 WA 55 0] T I A U SR SR MR T SR A I8 2 By R A 4 (1 3 4

SR FRE S A I8 21 WPy SR R A 445 ) 73 2 149 328 9%, AN (30 RE % s AL 6 25 50 s 20 A7 R KR8 472 4 55 %0 Jeg P8 it
JRP BRI 1 2 5 T L B 408 92 Wy 17 B 1] R A SR (.21 BT 2R Y 10 S5 36 B0 46 DA K SCHR[7,18110 2 25 AR S B 153 3
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TP 2 A 3 S R IR 2 2 B S /N AR AR IR AT I T] AR AR A 1T 3 2 R AT I T B $c g 4 F QID

Anonymize(partition)
if (no allowable multidimensional cut for partition)

return ¢: partition—~summary

else

dim«choose_dimension();
fs«frequency_set(partition,dim)
splitVal«find_median(fs)
lhs«—{tepartition:t.dim<splitval}
rhs«{{tepartition:t.dim>splitval}
return Anonymize(rhs)UAnonymize(lhs)
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