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API Misuse Bug Detection Based on Deep Learning

WANG Xin'?, CHEN Chi'?, ZHAO Yi-Fan'?, PENG Xin'?, ZHAO Wen-Yun'?

!(Software School, Fudan University, Shanghai 201203, China)
%(Shanghai Key Laboratory of Data Science (Fudan University), Shanghai 201203, China)

Abstract: Developers often need to use various application programming interfaces (API) to reuse existing software frameworks, class
libraries, and so on. Because of the complexity of the API itself, or the lack of documentation, developers often make some API misuses,
which can lead to some code defects. In order to automatically detect API misuse defects, the API use specification is required and the
API is tested according to the specification. However, API specifications that can be used for automatic detection are difficult to obtain,
and the cost of manual writing and maintenance is high. To address the issue, this study applies the recurrent neural network model of
deep learning to the task of learning API use specifications and the task of detecting the API misuse defect. In this study, based on a large
number of open source Java code, the training sample of API use specification is extracted based on static analysis method, and then use
the training sample to set up the recurrent neural network to learning API use specification. On this basis, this study makes a context-
based prediction on the API use code, and finds out the potential API misuse defects by comparing the prediction results with the actual
code. The method above is implemented, and it is evaluated with experiments about Java encryption related APIs and their used code. The

results show that the proposed approach has the ability to a certain extent to automatically detect API misuse defects.
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FEAE T R R T BN 53 20 5 B A0 P 45 b . FH A2 4 #2422 K (application programming interface, i #
APDKRE H CAWRAENESE . S, LT 48 SR I A I Ta) 4 iy P JT R AR B T APL H 5 IRk S0
PR B R R 5 AR O 2 T RN B R B APLAPT [ 1 22 Fh 2 FEPL Bt 2 43 () APT 14
R BRI APL P 4550 APL A S8, 8D AT E SR FIWT . 2% S i AL P15 5K 48 APT i3 Fl 7 52 R IR
H o i S 80T UREMERER . PERE R 22 AU T AR A i B O A5 G o A SO 30 AP IR R 5 B30 T
X} SCAFFUIEAT G P K AP i I8 2 445 BUA A 55 ) 2L

AT A APT A B b, 75 23R AP A A AU AR F L0k APT A A QRS 1047 K 0. 4% 1, v
1B AS I ) APT KL 3 USRS i A T4 5 JF 45 (KA SR R AR SS9 T AR 5 1) B S 7248 . 4t
VBT RIS AE 0 A SNSRI 3 APT A RN £ 5 T B B A A7 5 R RE ) AN A2 5 ) L

A SCRER P 27 3 v B R A0 20 0 2 A5 B0 B T APT A I K24 1) 27 =0 B APT i I e E) s 0 7 DK 1) U
Java AU LA bW I #AS / Hr e ae APT A FH AR 29 Y ZRRE AR, 5] I R FH 3 S8 )1 SR A 425 J 0 B ol 28 D0 4% 45 1) 2
3] AP I RLLY e bl b AR S8 6 APT S A ARKE 3R 4T 6 T b1 SR v A 00N, 4 e s Yool 25 SR 5 S B4R A
1) BB I AE 1Y) APT 5 IS5 B A SORE BT 48 10 1R 5 VR R AT SIZ B, T 5 Java D26 AHOC ) APT J Ho A FH AR 1E
AT T LB VPl 45 BRI A% T W e A — e R B b SIiB APT i HI 8RB 1) A 3 A B

ASCH 1T A ST I IR S 2 20 8 SRR AT U W)L 28 2 A GIAH G LA B 3 I A SO IR ik
B LS ELREAT i W28 4 75 A A S P e v IR PR A SR — % JE 2 S AR I 25 52 56 R APT ¢ FH 5 Bea A i 512 465 1)
W 545 R 5 B 5 N A ST B4 H R
1 BHxHEIRA

R4 3] (deep learning, fFK DL) /& — 238 o % 2L % /2740 4 1 35 2 M Ak 27 00 70 00 B4 100 AT 52 AR AR 4800,
S T 3od 3k 2 £ 5 R AR e o R P L 2 o) e,

1.1 {BIRH L2 2%

I B4 #1228 I 2% (recurrent neural networks, [ F% RNN) J& T~ ¥R 5 5 3] BEAR ¥ — A 55 22 49 3238 3 0 B4 v 1 B
FA5 B R DA R 0o B4 v 7 AR S 2R 05 RNIN 78 A 3R 3 4 508 b SEBL T S8, DR ARV & 10
TE SRR, WL B Ry R A
1.2 KIERHICIZ ML

RNN Fl RSB ORAE 2K AT S0 00 I S0 A5 8 ) T B A 5 4 B 2 T R SR AR T B0 ) RNIN A2 7R K JA0CH
(long-term dependencies) [4) f5.1997 4E Hochreiter #1 Schmidhuber #% H )1 5 i id 42 B 2% (long short term
memory, & FX LSTM)! L iad P15 G4 34T 57 17 4% 476, 0% D s A J8 AT 380 2 e i A L IEA RS S, AT
SR AR T A A4S e
1.3 REBIWEM LK

RIZTEI PR P 4 (deep RNN)AE RNN ) —Fi AR i 1ok Ji 12 2 1R F 44, i B 22 /MG ER )2, #4452 RNN 1)
AR R — 2 RNN (K A3 — 20 db i 52 19 60 RNN MU\ Hh S B0 4 B it %A R I g U2,

1.4 #HEWEEI ML
141 HURME

F 2R R B SCT IR S 27 ) 4 N 4 A R (R 0 SR RAK B A SR o 22 I 5 B R N 1 40 S L N A
M T R N AR AP R VP M2 N T 40 28 1) R 5 FH 453 2K R 300 28 XA (cross entropy),
ERIR T ISR 43 A1 2 i) 1) 5 B, v T o B T 1 2 S 20 A1 5 P 2 S M % 40 A 2 TR 1) B 8 AR N
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T 4 ] Softmax [F] Y] A3 J2 465 e 22 0 28 A RIT 1) i HH 2 35 D SR/ g N 2R 40 A 1 X
1.4.2 L%

TR 19 206 455 20 T AR A S 43 DA A B B — 2 T 1 A% G B BB, 7 T A Y BB o 2 0 4 A 2 i 1) o B T
L, R0 T AR 55 AR 540 R B 2 S 1R AR 3R B B, 7 IXAN Y B SR B JE R 3 (gradient descent)!!”!
1147 JECARL, T8 3 453 % R 500 RS PTARA (9 B3 AT B0 FE T 55, [ B R 2 50 3R TEAT S 800 7 ATk B A 1S 2 1y
H .

0028 P 28 AL R T R b SR BCE M WA AR . 2% 20 %6 SR ARH Re it — 5 PR3 2 (X T 0 i 0 TR] et
A, T A UL ) o A TR RO B 7 11 5 M —— 2 B AR 0k N i 0L R A B AR 1) 3R A B e SR PR A I R
HR ST AN 15 28 )2 AR T i

2 tHEIfE

AT A I TR B 42 90 G873 5 A0 45 0 v ) B4 4 B2 3T APT A FH R 5 FH T B A
EAFAE A HLRE 7 A A2 55 ) 033K 7 THIAT AR 2 1 (AT 7 1A (45 LA X

Li % NPWFoT 7 5 T4 APT A2 HR JFRF R T — A2 A T 2. PR-Miner.PR-
Miner 38 i K QAL 22 v 1) R 5 S5 DAy 500 7~ X0, e et A v A 8 S TR 1 500 - I AT 9 v R 9 M 0 2
TP A LB R AEWE APT I F 2 1) () SR I 56 R Br X, PR-Miner #] LA 31 LA APT 1 ] 9 5K 5% 28 0 LR 1 1
FIR L 3T 1% T H A A1 T4E Linux kernel,PostgreSQL 25 K B4R F R e AL & BL T 23 ANfiiA 1) Bug.

Zhong % NPWIFIT T 36T H ARG & AL R APL A F R 3R IR AR JERIER T A APL A F A3 I T A
Doc2Spec.Doc2Spec il id 74T BARE HME I APL SCR @B APL LA B T LR AT T
J2SE4. J2EE5. JBoss6. iText7 LA K Oracle IDBC driver8 iX 5 4> Java FE () Javadocs, BEHUH! API 48 ¥ 2, 3F
HEFIx 4 APL A A 7E SR N TR BLT 35 ML Bug.

Wang 25 NUOESY T N-gram i 5858 JE0F & 7SR T 2 Bugram. Bugram £ i N-gram 15 5 1 7,
5T APT ] token M5 7EE 2RI n A token AH G IR e, 4230 H LT APL W H] token J3 411 3EAT Hh
I AE 3 1 B[] B K F AR AME %6 1) token J3 471 () H L5 5 13 b AT (¥ 5 R FH 58 FH RHARS ok FH VR TG R 2 ok, LA It
HEAT G B TG AR T T % T B AT 16 AN TFI Java T5UH o R BL T 25 ML Bug LUK 17 AT £ e
(10 AR B T Ay

SR, 3K BERFF T P 48 1R R VA7 A8 52 10 J B A0 5 0 B 42 4 3 AR DG - 2 A Q1 v 5090 - 00 14 43
FALIIC R AR AP A3 AR5 15 L34 0 AR 105 N-gram 5 5 S8R FH 1) 7 APL A FH (9050545 5, (A 2
XF 2 BERNAR A ARG bR SCAEAE R (¥ B B 70 AN 2 1) 1] 8

AR SCREAE TR A 28 0 208 RE AR 1 1 APLASE TR 24 10 2% >J B APT 15 FH e B P RSl A7 A o 26 ) 29 A5 700 B 5Bt
U B B4 v 1 e S R, AR 26 o3 A1 (1 T X R AT 00, 6 A 28 Ak 3 22 R RITAR K1) 1R S0, B A RS I £ B RE
3 U TR TR A s 22 T 4 AT S AR e T AR Ak v 0 K B AR ) A, Y I AR R ) A A TR
D FRAT AR A AR BT R ) APT PR AL U B d o 5460 5 7 T (¥4 &4

3 AEEIELIYM

3.1 JEMR
AR ) APT 1 ATk B AGT DN 5 VA MR ST I 1 B, Fe b B4 3 AN Be—— I R p 3 L BT )
ZRE T SEFEALN.
o FEVIZREE AL IE B B, 2 T KR ITUR Java AURE Bt 8, R A BEAT 5 & 0 M 00 i S VA R ik —
ARG APT AL T APL T SIS H 35 J5 65 APT 1 1 J 813 D0 R 5 2 2 B R 22 1 )
IR
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o TERIALYNZR LS TN B B, VI R B2 2 ) B LT AR APT 8 I L SCxF APT i H 41 A
(5 APT i FBEAT T, 45 %47 B 1Y) APT i FHBE 51 3.

o EGREEAGIN BT BO AT AC TN ACHD i Rl BT T TN K APT 8 R 410, 6 TR R ) R TG B B A A TR T
DSBS B REAT APT Y TG, T 3R IUREA AL B APT 8 HIE A 1) 32 % U ARRS b i) APT 1 7 1)
L5 PRI A PR R 3 91 AT R, 15 HE e 24 1) APT B AR AR 75

IR Hcdhs A i

reimsom e LRI SRR | g A
— S | BN Wis | EE | s | Rl Bty s

APLiEE [ API API i API i1

e YEARRD | s AR % APLiTLHE [ API APL M | APLIHH A
ﬁﬁ/}ﬂﬂﬂﬁ% %/{ﬁ Lg/iw *@Lﬁ LﬁYf@ )T’FU}IHEX ’?ﬁ” ﬁk[‘aﬁdﬂ\ﬂ

BRI 25 5 T API i i
eSS BRI / wwspn L e LAV IE
———
G | APy R

Fig.1

LRl e

Overview of our approach

BT ARSCTARE

3.2 NGEEEE

FE N5 Ei A A 3 i B, o 2 A JRA R (878 AR DR 3 D il R TE 2« APT 1V B JF35 T M 3845 Y 1 AP
A B 5 APT U AT 1K) APT U 3 9105 B 4 APT i e 810 3 D T TS0 5 1 U1 2R 2ol
K1 B IR B f&E B Bear o 4 A1 I B AUE . APT BRI 3E - APT I P Al Bl iyt

3.2.1  HEAARRL M

B i (abstract syntax tree, FIFR AST)HF Java YA WS BRI 25 4, & A5 90 T B4R 60 4 20 T L.
LETAS PRI AW WY B A SO ] JavaParser S R R SCPEHEAT AR AT D 3K I T AR RS 0 45 10 AST,

3.2.2  APIiEVEE

£ APLETR IR G I Be A8 AST (LAl B AT 3E— 2D Al A #y e, 20 A AR 23 M A0 APT 502 P 4y 3 AR

B ACHD 4k o APT EVEE AL K 2

Scanner s=new Scanner(new File(“paths™));
while(s.hasNextLine()){
System.out.printin(s.nextLine());

}

s.close();

FEoR R T AR S —A> AP RVE Kl 15

java.io.File.new(java.lang.String)

java.util.Scanner.new(java.io.File)

v
WHILE _

: CONDITION BE))DY

L L , java.util.Scanner.nextLine()
java.util.Scanner.hasNextLine()

\ java.io.PrintStream.printIn(java.lang.String)

java.util.Scanner.close()
\

Fig.2 Example for API syntax graph extraction
Bl 2 APL A E] 1

T AFIFIERT  httpy// www. jos. org. cn
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Pl e (A C di

I Scanner API 2 HUARFAT ST P9 28 14T B0 2 %t 32 1 & 1, 350 J5 O M Scanner, B 98 U5 15 1%

Journal of Software 4% 4% Vol.30, No.5, May 2019

KA d 2] T java.io.File,java.util.Scanner,java.io.PrintStream iX & APL it 444k, il HH (1) APT 38V 15 40 1

R A BT R
TEMIHE AP 15 1
(1) 1A
TR 3 R
o JiVETRLERIS APLIBERINRIECUE SR 2B i),
o API 75, K8 API W% GG API Jriki A API A8 & v ).
o PN A, R R 1 45 49 (40 TF,ELSE,WHILE,FOR,FOREACH, TRY %).
) %
AT R AT DL A A, U AL
o BT, B ARG FEHIG) K 5 1)
o PRI, F R G5 R 2 (I 5% &R (W IF>ELSE).
(3) API iE VLK
AR R BEAL AN IR T ¥ APT 1V .
T NAZTE SR ) -7 R BA F R Y SRR R I R
] APT 5 ¥ [ i ) — AN 55 £ 1) 1% @Eij~/\*ﬁ SN 412, P& R AR B i 1A AT A —
[ APL 35V B I — AN G B AR R — A sy s —
API B 4.

SR B R E X

RAR T 5 RL30)  PIRR A,

4~ API ¥

kK.
25300, B R By AR I IR AN BT A

PN APL 5V LA —A AP B VA I 7795 s R, 1) 55— APT W5 v B AR T s i BR oA B A A ),

BRVAE T WA APLIEVEE (1K) API E: .

M4 CHEAT UML S48, ¥eit AP 65 V5 I 2K DL AR 25 0 18] 3 .

&

Node

Graph +type: String
+begin: int

+end: int

—root: Node

+trace: String

—children: List(Node) Edge

+Graph(): Graph
+Graph(root:Node): Graph

—edges: List(Edge)

—leaves: Set(Node) +type: String

+transplant(a:Graph,b:Graph,e:Edge): Graph

+addChild(c:Node,e:Edge) +block(): void

+addEdge(a:Node,b:Node,e:Edge)

A A D

MethodNode APINode

ControlNode

ttype:
String=“CONTROL”
+label: String

+type: String="METHOD”

+classOrlnterfaceDeclaration: String
+method: String
+path: String

+type: String="API”
+label: String

Fig.3 Class diagram of API syntax graph
Bl 3 APLEA BRI

Hr,

e Node K7~ API VLK LRy 25,70 4 3 By di 2R B A FE VR

© PEBEEG T
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A J 45145 s (ControlNode).
o Edge /RN SUER T mUM T, T LAY R 248 28 100 5 2% 2 i 45 4 28 20 00 AR v AL BN —AN 15 i
R R B3 ) #R B BT WA F 1 S R 5L I A X AN AU S (leave).
e Graph £/~ APLiE KL ZE EIT S H Node 27, 2o, — AN ER AR Y 5 root K78 — /> APLiE % &
FIITF45. N Graph a [ 115 55021 Graph b (IR i #BIN _Lad, 1IX AN /5 75 b # # (transplant).
TE AP B VE R R IE B B 2 T AST LA R #2020 B K URARRE il 5 3R 7 4 APT 1532 181 P 9 L A48 R
(1) T JavaParser, B 250 #T4CHS 4 AST.
(2) T JavaParser AN (1) 7 v HEAT i H K A5 S A7 0 B 7 VAT e 3R DALY SO AR A R
APL BV g.
(3)  WFEEANJTVEAR M LU FL) ik A b A dt APL iBVE I g
a) WA YTTALERE A A B R A GRS SR N 2R A ) APL IERVEEL B R o BT
IEACHIAR 5 )5 SR A 38 H A0 2 A8 A1 APT TEVE I B A S g .
b) IR HETALFEA) 2 APL X % A (API object creation), M #Ji API 5 55, I LL<5g #3544 New
([FEHESHEE ) I R T BB DOy SO AR s APL B VE - B R 3 g |
©) T A PG A5 AP J79% 4 F(APL method call), MKt AP 5 £, LA“58 B T5 1: 44 ([ 58 2
ST TE s A5 DUZ T (SO AR TS B APL IR VL B 2] g7 L.
d) IR METALBEE A2 APT 2578 E 1) 0 (API field access), MIHJiE API 7 &, 3F LL<sg #2844 578
ML AR R R LU RO R S0 APLIEEE B g L.
e) TSR YT AL B R S P A R UDRR i LR 3 T A4 A IR APT B .
1 i CHINT S, R, MG 2 5 A TP, 1 B o/ IAR TS A AR > 0 A0 BIE A 1K 7 45 44,99 30l
¥y 3 L Y £ “CONDITION”, “THEN”. “ELSE” M 51 3 A APL 5 vE &, 31 I Fh
KX 3 A APLE LB AR o' L.
i “while” (15K 45 #), M3 12 0 S “WHILE”, 358 B o BIHE Y A AR 3 S i A BRE A 1 1
SER, 20 SR A LLFE B S5 “CONDITION” . “BODY” AR AP APL 1535 K, 31 H 5
WX P AP B BT g k.
i “try”(FF AL GG R MG FA R A TRY ™, E BB A g (AR 1Y a5 R e 224 1 4k BT ) 1) 1 45
43 Ky 3 LA S “TRYBLOCK”. “CATCH”. “FINALLY” AR 1 API 575K,
I HliA R X 2 APL B BT g 1.
iv  “for’(BLE AR mAIAN . A AFFIMT . A8 5 BT (K 18 R 45 40 M 3 4 14 0 “FOR” JF i B A
o' PR T AR 2 W A B R R T 5, 40 A 3 DL T S“INITIALIZATION
“COMPARE”. “BODY”. “UPDATE” yAR 7 5 i) API i v2: (&1, 3F P 3000 X 28 API 1535
EBms g k.

AL BREE A IR T 4540, 0 S Rt DL 6639 5 “VARIABLE”. “ITERABLE”. “BODY” #4555
) APT TR 8, 0 = filiA ¥ X 28 APL i KR g .
(4) ¥ APLiBEVEK g B Hi3] APLEVEE g i SRAF AN rp V2% B (1) APT vk [ iR 28 3RIELK APL 15
BUREAE R — Wi B A
3.2.3  APT A &4 HhEL
& X API i ] 5 51l (API sequence) il T~.
258 APT 1BV ] AR T At R MR 8 P 30 LA Je e 7 U (1 43 1l 10 APT 8-k B R AT 1% 5 0 3 19 380 16 45
BPRZE T 5B A XA APL WEEE 0 APT I I F 1. 3 s U (¥ 4% i 77 LA JL#:IF—CONDITION
WHILE—>CONDITIO. TRY—>TRYBLOCK. FOR—INITAILIZATION. FOREACH—>VARIABLE.
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il e B 2 1) 7, &0l APL B B R 6 LU APT R H 7 AU HE 752 LR P> APL R H T 4.

. “java.io.File.new(java.lang.String)—java.util.Scanner.new(java.io.File) > WHILE—>CONDITION—
java.util.Scanner.hasNextLine()>BODY—java.util.Scanner.nextLine()—java.io.PrintStream.printin
(java.lang.String)—java.util.Scanner.close()>EOS”.

. “java.io.File.new(java.lang.String)—java.util.Scanner.new(java.io.File) > WHILE—>CONDITION—
java.util.Scanner.hasNextLine()—java.util.Scanner.close()—>EOS”.

75 APT 1 #1 fl HUS Be, 56 T APT 5 v B, il APT 35 I v 1) APT i e 471 3 2 JEABUR X APT 15 45 8
BEAT VR L3 Dy S U A A7 AE APT I TY s (60 APL 3 P S 0 55 1% APL iR X (1 APT 3 P 5114 &
A $EI) AP 541 L EOS 42115 s 4R
324 INZREdE -

WIEREE AL G B BORE APT W T3 47 e 4 U 800 i 9 B B A6 17 G 3R R 57 LA IR B840 0 4y 3t 9
AN

(1) FEEERR 0 TR APT 5 510 A0 oA R 27 ST e 98— VUl 1) 1 B i N s i ek it 4 o
B v B A APT I IR 41 J5 280 e vk e 410 b HY B RS AT afi H) sl 43, i 37 APT i 1 55 AP 11 %
g R ARV 2, I A B A ) YA SO

(2)  HE N ZRE s B 4 bkl Y 2R SR VR I R B TRE 2K APL I 7 41 5 e AP H]
45 P A, P EAS AP R H 09 5 5 1RV %8 H AT 5 X X ) 3 1R 4 5 3R AT 3
Fe) 3 CAPT W FH A SC 4 5 17 51, APT W I i 5 ) 1 2 00 Bcdt, DA D I R B0 5 A 22 A I ) 2 s SC A
T A2 i AT I R T3 HLEK) APT A T i SCHR 2 AR 1% 51 AP Z AT T APL
FIALR P 1, AP i HY I ST 4 5 32 81076 3CFR A APL i AT SO 5 7 41,

| e mEEe |

v
R FREUR —A~ APT i H 7 %1,
ML ST B
| RS T B F — A1 f—
!
L L2 4 15 A2 10 AP T
WS T — 43 5 O A5 i 5P

L s APLMGSIFARALSA |
v

T3 (APL T HT 340 5 17 91, APL R JH 4 *5)

T8 2 5 IR A A B Zifiotis Sk rh

RMALLET Z (1 APL R 7512

Fig.4 Flowchart of training data build algorithm
B4 gl I 2 ot S i i IR

piut

o
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3.3 ARG STHEM

TERE RN 5 5 TR B, 3 T TensorFlow HEZE 48 1] Python3 5 55 45 2 i B 27 =) R 00 I 2 K Ay it oh 3k
A3 U R BE AT 2% 20 15 BN Gl 1R R S5 27 ) R 5 R T A8 AR 4 5 I 18025 1 (%) APT 1 HEAT TN, 45 21
EALE F0 APT R I ZR 51 3 A% I B 2 43 A A5 2R 1] 0 RS 2R S A B
3.3.1 BRI

AR S AR FH R R 2 SIASE L Ay R T AT TR I 44 5 R T A K R I S 12 T 44 1 1 3k L T AR b 92 K B D
LGP 4% (deep LSTM). 45 147 = 1 &1 5 I 7 7 35 [T b SR L T 002 VR JE AR B A 48 I 288 V1) 485 ) 70 R AN I BR A 4
oy B LSTM RS2 A5 A A B W) 25 F 1) APT 8 I 51 (R FR 2545 A — AN 15 ,Deep LSTM HIH A R (127 ANBS )20
[P R] 1), R i t A APT I T 40 (00 4 N i HCEE ¢ ANITa0 5 1 R R L TR SO 2, R — A4 APL AP
F1) S AT BE AR DO RE R AT

—>[ LSTMZ]—b[ LSTM? ]—P[ LSTM? ]—>
A A A

2 p2

init” init

1 h‘_»[ LS':'M‘ ]—P[ LS'II'M‘ ]——P[ LS'II'M‘ ]—>
Cinie 1y A A A
® © ®

init " linit
Fig.5 Structure of deep LSTM
K5 Deep LSTM %i#)

TR A 4 8 3 ML R JEE 2 >) HE 42 TensorFlow 1.6.0 15 2 SEHLHELL,
RS ) o SRR T
(1) 25l m & E (word embedding), ¥ 4 A\ 117 APT I F 7 SC 4 5 /3 51 1 9 RRAS APT I H 4 5 ik A B — A4
SEH 1) B R DU BTG A N B 48 IR I 15 0 A R
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Fig.6 Flowchart of bug detection algorithm
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Fig.8 Accuracy of DL model (HIDDEN_SIZE=250,NUM _LAYER=2,LR=0.002)
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Table 1 Information of test case
Fz 1 W EEE
L) NEES APLiH Tk API % H] API % H #iH
https://github.com/alibaba/druid/ Decrvot ‘avax.crypto.Cipher.init An instance of Cipher is used twice
1 commit/e10f2849d046265bf17 . - javax.crypto.L1pher. (the init() method is called again),
360ab4aa9eb60fd3ab8de (PublicKey,String) (int,java.security Key) which is an invalid operation
https://github.com/alibaba/druid/ Encrvot javax.crypto.Cipher.init A call to Cipher.init()
2 commit/e10f2849d046265bf17 (byte[] Sytgin ) (int,java.security. may throw
360ab4aa9eb60fd3ab8de ytetl, & PrivateKey) an InvalidKeyException
https://github.com/android-
3| Sduslednectad2nomesa | EeiContributionld | javalang String Mae-doF nall) withou
51ffaf7a53a#diff-bf160ca (String) getBytes() kpecifying the encoding
00204f2ae4c100aabe57aldfd
https://github.com/android-
4| Smsledrectad2Tomeea | EeiContibutionld | javax erypio. Mac. Mae.doF inall) withou
51ffaf7a53a#diff-bf160ca (String) doFinal(byte[]) specifying the encoding
00204f2ae4c100aabe57aldfd
http://sourceforge.net/p/ A string is converted to
adempiere/svn/1312/tree/ ; ; bytes without specifying
. . java.lang.String. L. .
5 trunk/looks/src/org/compiere/ encrypt(String) an explicit encoding. The
util/Secure.java?diff=5139a2 £5iBytes) bytes are then passed to
ef34309d2ec1827857:1311 Cipher.doFinal()
http://sourceforge.net/p/ A string is converted to
6 | unilooksismelorg ompiere Ef javax.crypto.Cipher. an explicit encoding. The
util/Secure.java?diff=5139a2 (QLrie) doFinal(byte[]) bytes are then passe.d to
ef34309d2ec1827857:1311 Cipher.doFinal()
http://sourceforge.net/p/ An encrypted message is decrypted
adempiere/svn/1312/tree/ . . and then converted back to a string,
7 trunk/looks/src/org/compiere/ Decrypt java.lang String. without specifying an explicit
. C oa & - P (String) new(byte[])  spectiymng D
util/Secure.java?diff=5139a2 encoding. The fix specifies
ef34309d2ec1827857:1311 the encoding “UTF-8”
http://sourceforge.net/p/ .
battleforge/code/878/tree/trunk/ Epcoded d.ata 15 convf:rted
. setProperty . . into a String for storing,
de.battleforge/src/java/de/ g java.lang.String. . .o e N
8 - . (BFProps, String, without explicitly specifying
battleforge/util/BF Properties. new(byte[]) .
? py ) boolean) an encoding. The fix
JR I ee84decBE3d2 introduces base64 encodin,
4b3d975fe:877 g
http://sourceforge.net/p/ .
battleforge/code/878/tree/trunk/ Textis conv‘erted o bytes
. setProperty . . for encoding without
de.battleforge/src/java/de/ f java.lang.String. . .
9 ; ) (BFProps,String, an explicit encoding.
battleforge/util/BF Properties. getBytes()
R A boolean) The bytes are then passed
java?diff=50ee84dee88f3d2 to Cipher.doFinal()
4b3d975fe:877 1
http://sourceforge.net/p/ .
battleforge/code/878/tree/trunk/ setPropert Te?;rligsggi:te\iit:})]sg;es
de.battleforge/src/java/de/ perty javax.crypto.Cipher. oding .
10 - . (BFProps,String, - an explicit encoding.
battleforge/util/BFProperties. doFinal(byte[])
R el boolean) The bytes are then passed
java?diff=50ee84dee88f3d2 to Cipher.doFinal()
4b3d975fe:877 pher.
http://sourceforge.net/p/ Encoded data is retrieved
battleforge/code/878/tree/trunk/ from a string (from storage)
11 de.battleforge/src/java/de/ getProperty java.lang.String. without explicitly specifying
battleforge/util/BF Properties. (BFProps) getBytes() an encoding. The bytes are
java?diff=50ee84dee88f3d2 then passed to
4b3d975fe:877 Cipher.doFinal()
http://sourceforge.net/p/ Encoded data is retrieved
battleforge/code/878/tree/trunk/ from a string (from storage)
12 de.battleforge/src/java/de/ getProperty javax.crypto.Cipher. without explicitly specifying
battleforge/util/BFProperties. (BFProps) doFinal(byte[]) an encoding. The bytes are

java?diff=50ee84dee88f3d2
4b3d975fe:877

then passed to
Cipher.doFinal()

© hRBIEB IR

http:// Www. jos. org. cn



1354 Journal of Software 3:#F%3& Vol.30, No.5, May 2019

Table 1 Information of test case (Continued)
Fz 1 MR AHBE E(ER)

i INERS API i vk APLIZH APT i3 H 3L
http://sourceforge.net/p/
battleforge/code/878/tree/trunk/

Decoded data is converted

de.battleforge/src/java/de/ getProperty java.lang.String. . . -
13 battleforge/util/BF Properties. (BFProps) new(byte[]) toSSt;rilfg :Ivlltt;iu;r?:féliiltly
java?diff=50ee84dec88f3d2 pectiymng &
4b3d975fe:877
llcté?ise:/gsl(;azcee/fo;gs:.iii/}i)éjsx:;rts/ readDOSE DataOutputStream is
14 passp P (DatalnputStream, EOS P

sre/sos/mrtd/SecureMessaging Wrapper. byte[])
java?diff=5058d727fd48{84fd52d6740:50 Y

X ] AL B 4 FR 2RI APT AR F (AN B JF).
a. M T ZRM APLHL
b. A T ERR) APL Y
c. Teti T OCBEM) APLAH;
d. W T 0T AP AT BRI I S I b .

Horp PR G0 1A T 2 A AP AR ) 2 20 T 6 AP T eb AT B H L R S F A 3
B3 WA G 5. WA B 7~ E 9 BRG] 11, WA 13 48 T AR APL R A A 4 4.
WX 64 AR B 104 KA 12, R 14 B T OCEEK APL R .

432 SRR

N T35 APT % F IR H 90 4 A4S APT 35 FH b i b A 1R A% 2o SO i 4%, J 75, APT 13 FH B B 67 8, 1%
M APP HFil SR, AR F1 .

FEHEAT API 35 B [ A 0 N DeepLSTM 44 F5il - APL ¥4 %1 _E AN B L% APL Y FHE %1 3%,y 1k
ATER AT, & . APT A FHTE APL 1 FH M2 51 2 v mT LA 52 1) 44 3 [ 78 AR SC PR O 7T 4552 181 {E (acceptable
threshold). {15 15 S 46 5 [ e e AR DUASE 28 (9 o] 82 32 /KPR B KB4 APT I 4E APT W AR 51 3£ 142
1E Top-1~Top-k Z [HJ B (BL#E Top-k), A Jyi% APL i FHTEA K APT 15 FH i e Al o 4b T APT i (9 RT 42 52 3 [
W RN A% APL RS T APT i AR IS B,

Ohy B0 UE AT (10 A 50, B DA R AR Dy S 1)kt LU AR A

(1) FHEAERLA (baseline). %A AR B APT 7 H 731 b (04547 5 40 1T 8 /2 75 1) APT R H 1% A8 e 7 o 21
FA 1 AP ik b, A (R 2848 52 20 1L ZEMNRAR B A uE2e o 0.088 6,F1 {H 4 0.163.

(2)  N-gram A8 Bugram!' 13 F N-gram i 588 S B T X7 £E APL 5 P 160 553 17 400 (R AS I A S 56
T X APT 3 41 b0 — 07 & ] 17 46 16 APT 358 T AOAS I, IR 1k, AR SC S8 Bugram M ] ) N-gram
TRIAR AR S S Ll S0 A 5 % B 2% SRS YN ZR 1 AR IR (9 APT I 3 41, )11 25 N-gram 52282, 35+ 1 N
AN TGN — AN 0. S8 58 TR N={3,4,5} 4 76 B 3-gram B 4-gram BT R S-gram AR 7Y F 3t
47 Jelinek-Mercer V-7 &b 825 N-gram A5 S 8 57 ] N-gram 0 60 APT U 1 5 410 b A7 B 1
APT 1 FH M 256 371 2 BEAT TH0IU, 1) 56 1, 1 W] 2% 52 183 L (Top-K) 38 47 S B A6 .

TEASE G o, LU AEAS (R RE R 1) APT i3 T s A 00 25 SRS, PR 0 ) 82 2 180 1 090 T AR % 4 ) e B A M S 28 1) P

B )50
433 S 4R

2o IR, APT 5 FH (5l B AS I 1) S 56 45 S ) 9 T, P w477 2 3R 7R AR (] 1) 552 360 A 2 e i o s T 2 22 1 {1
(top-K) IER AR, 1] 9(a) 2 & BRI F1 AR, T 9(b) 44 A5 8 1) 2 v 2R 18] 9(c) 2 4% #7016y 4 [ 2%

g BT LU

75— 52 YU [Fl 9, DeepLSTM (¥ £ vk 3 34y iy T SEHERE R L7 [ 5K T 55 1 50%, 47— 52 16 B W0 g 7. A 512

left open
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B rf d-gram BERUEL 3-gram FERLRI 5-gram RSl [ AS: I R0CR B U (ELAE A SIEIG PR E AT T8 AN U R A Y (728 94
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Fig.9 Result of API misuse bug detection experiment
B9 API B B B ) s 6 & 2R

N T 3E BRI APT B A S ) (K 5C 2R, S 56 P Fs DeepLSTM AR X 1 44> 1) 1252 1 {E (top-k)
(¥ LA APT 5 FH B Bt 25 195 0 B B AE 3 2 vl 3 A T R U IR 1) APT 45 FH P 2 ARG HE 1 APT 43 F -

E

Table 2 API misuse bug detection reports statistics
2 API i H BRBER IR & 5l g vk

WA H 1 Top-1 Top-2 Top-3 Top-4 Top-5 Top-6 Top-7 Top-8 Top-9

Top-10

| 2] 222 2 2 2 2 2 2 2 2|
2] 2222222 | 2 <2 |
2] 2222222 | <2 <2 |
2] 2222222 | 2 <2 |
I 2] 21 222 2 2 | 2 2 |
I 2] 2 222 <22 | 2 2
2] 2 22222 | <2 <2
2] 21 22222 | 2 <2 |
I 2 21 222 2 2 | 2 |

I 2] 2 22222 | <2 |

BT RS A APT 8 FH il B G DI 41 75 175 DL, 122 EEIUK 4 APT 5 Y AR 5 P I 2500 sl g A 0 41 5 75 L A T 3k

B IR GE T 2 B, i B 10 .

IR T ARG APT 3 ] e i R e s Rl DA ROR AR HH K2R T APT iR B A 1% 2R T APT
W BRI o T, P IR £ 32 8 20 9 7 S DA RIACASE Hh P 7 o O, B PR AT 10 AN BT 1 7 1Tk 23

) 7R AN T 3 B (top-K) RS IV ) APT 35 FH 5 B s 41 725 155 00
RSN SR

o BUAE K HUELIHE N AE LS APT % ] TROAS DU B BER () 28R DR RS A ANAZ (B DR 10 APT IR ), — 2 it L it
B A S50 v SR FH TR e B AS 0 7 VR 0 R 1228 APT ¢ FH IR A1 2801 24 — A APT i F 7E APT i T 341 o
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AR 12 IR T 8 0 APTYIS, DU A SIZ 6 rp 42 7 & F000 I LAl APT 1 H 2 wi AT HAT 24001,

o (HRELSZ AR BES k B K 70 e AP 35 I (R W0 b 5700 280 5 S W A (8t AP i JT0), 3%
— B FESE AR T A S v R BB I g AR % 2K APT 5 A R PR — AN S M APT
75 APL i 5 4 hogt e A58 2 i1 AP 1 FH P 80 4 A F0 000 110 7 S, AR MEHE T HH N — 7 8 A5 35t T
FEAS APLAI G, FEA SCEEPE APT n] BELE M1 407 5 5 58 5 JUAN YR v H B, X R i okt iR FH 19 £506F
— AN E 1) APT i FH SRR AT A 0 %) 7 30t LA AR K B Pk k.

o Bl K HUE G R, 7E R APT 1 F ARSI b B UG R K I 9848 (2 4R 11 APL PR 2208 574 Ak
), 3% 55 AR S5 v SR T AR EEAT — K R——2 R0 APT 1 F R 220 S % Ak 388 1) 03 P 481 2 4
B 1A AR K S — 52 Y8 ] (top-8) 2 1T, A% S 46 5K FH AA) e B e 0 7 vt 2206 i Ab B2 Y 1) APT
5% FH 50 P A 00 A0 SR A AN 11

o AR T B E L AT DABSAE L E L A 4518 A ST S A APT 3 P 5 B 4G 000 Ty 3k, e ARG 00 35 11
APT AL APT 15 FH OB A7, T 6 R LI APT U FH 2R 1Y) APT i I b, R8RS A3 X k.

Fig.10  Analysis of relationship between acceptable thresholdand type of API misuse
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G b ARSI N IR 2 ST AR 2 ) KR ARE v 1) APT A HI B2, JF N RTAE. APT ¢ Y i B Aer Il b 0 77 7.
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BB 8 I AR e A (F T AR MEAGR). AEAS S vp A0 D45 4R ) APT U JT S TR FR) APT 3 JT AR AT,
AL A LIS APT U SR (K APT U b 68 0 R AT X B, 3K 55 Bl APT R 2L A 7E IR TR AIE 5 AN 7T 4

5 %RiE

AR SORE IR 2 0 HP A A fh 28 X 8 A5 280 S FH 1 APT i FH AR (K022 >0 J& APT 45 FH BB (A0S0 D00 oKy APT 1 FH
YA I B 3 fh g 25 5 T (R A T R0 A5 0 APT 5 L B AT APT iR L 471 A K1 T U5 Java AQ RS LA I,
XA EAT AR 43 A7, IF A8 3 K APT A H B2 YN ZRAE A G P4 4 22 00 2% R AT Y 25 A8 S 36 bl i 20X AN [/ 2
Bl Ay 3% o IE N Sk A TG A0 28 ) 2 A5 20 9 FH 210 SCI0 APT 18 FH 03000, 308 i 30 &% 2R 5 s b AR i 3k
AT BBk R BB AE 16 APT 5 FH e B B i 76 LARG I Java 11 A1 1K) APT 3 P A HE Bl [ S 4910 1) Sz 6 Pl W 7 %
J5 AT Rk S 2 W, A 5 IR I B R ) APT 1 FH 2870 . APT 3% I e ok e A 2K

AR SCHEH T AR — A RERE AR B ShAS I APT 5 BB, JF AR 32 APT 5 FH HOAS I o 4 9 A 28 (B R 1R 7E
LB S R AT 500 2 db——FE R LIS APT R IR0 APT % FH b B8 RN AT R Bl A8 AR SR ATE 7 v i) 2% pE ot
2B (1) APT Y F AT TR LG R, Jok > 455 28 1 A (37 5 (10 T 5 SR 1) AP S 15 0 FH 1 ANl 2 1
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