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Abstract: The Android system has always dominated the mobile operating system. Its unique event-driven model and multi-threaded
model also cause concurrency defects while enhancing the user experience and improving the program performance. In concurrent
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programs, the non-determinism of thread scheduling and the complexity of its reproducibility are the reasons for the difficulty of
concurrency bug detection. The existing technologies mainly focus on the analysis of happens-before relationships based on the dynamic
analysis, and then detect the concurrency bugs of Andriod applications (App for short). Nevertheless, there are still some problems of low
coverage and high false positive (FP) due to the shortage of dynamic method. In this study, data races in Android applications are detected
by the shared variable analysis and the constraint solving method, and detection tool, namely RaceDetector, is implemented. The tool
firstly extracts the relevant information according to the characteristics of Android system and the definition of data race, and further
expands the shared variable analysis to improve the accuracy and performance, and then it obtains a suspicious data race set with
suspicious data race analyzing. Next, it identifies the feasible implementation of the path and the order of happens-before relationships
according to every suspicious data race candidate through the method of constraint solving and finally detects the real data races. In
experimental part, 15 popular applications with APK files are collected from Google Play and other sourcesas data sets. RaceDetector
reports 340 data races on average, include 13% (44/340) of FP. Compared to existing tool, EventRacer, which triggers data races with 300
random events and reports 2 harmful data races on average, RaceDetector covers all thread schedules and event schedules, and it reports
15 harmful data races on average.

Key words: Android application; data race; event driven model; multi-thread model; constraint solver
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Event := HardwareEvent|SoftwareEvent

HardwareEvent = InputEvent|SensorEvent|SystemEvent

SoftwareEvent :=  Message|Runnable

InputEvent := KeyEvent|TouchEvent

KeyEvent :=  Home|Back|Menu|Volume Up]...

TouchEvent ;= Click|Slide|Press|Double Click]...

SensorEvent ;= Accelerometer|Gyroscope|Temperature|

Orientation|Light|Magnetic|Pressure

SystemEvent := Reboot|ReceiveBootCompleted

Fig.2 Event driven model of Android system
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W L2 W 2 A A R S R R B L HB S8R X7 R T B S AT A2 M 1E HB SR B 4 16 %
G WA 42 R HB OCFR 18], TU) < 7™ B 5% i 2 .
BB AN AR . &R ID. JTERTERA) . USRS B AT B I B S AR A R i X L
15 AT 29 WG T A5 B SR AR 25 A B JIT A v B 10 Ze R 5 7 22, AT A L R0 1 1 030 5 0 A — A W B B 0 5
FrFidk s, FE T eI BT SCMIE JRE HB G R K, R 8 0 iR W 21 ] 8 22 (0 4000 3% 4.
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Bl b sz o B FH G (R B 25 SDK S At (¥ T A7 M0 B s F A0 00 FE P SR S A =0 [ml 9 7 3%, A7 s 5.

EX S(BEHEEGZZ BT FXR).

(1) F—=AFEP=E R 2 AR A R .

(2)  AEFELEF=E R B T2 AR RAT HB KR,

(3) A1k R 25 YA FH A . 1T 1B g v AR T 2 1 o 2 AN P TUE 1, BRI i 2 M W HB R R I,

PR 0 Y 9 [ 7 2 B HB K&,

BRI, o - W) 5 1) 004 7 4 A0 208 25 (A, FAY), B T B ATT IR ik R AR N [R]L A B A 2 23 HB SRR 1.
I, 40 SR B AR A 0 TR L, D) FAG R A BT R85 R B0 5 4 TR AT T 240 TR SR A 0 D7 v SR U FAFA 19 BT 3
HOR AT BN R D T

LGN ) N AR R oF 50 5 4 IR I L P BN s 42 203U o 2 i 6 DA R o K B e A 2 2 7
R AR SCHR M T LA R AR AR B BA R, K400, 54N, B mAH AN, RBP4 R XS4 T
FTAT Java 1 5 R P IE A IR IE B e S B AR R T IE AR

(1) FF5AE RW) FoRELE i) x5 & xy BEAT Bl 5 e AF.

(2) 5788 O R h) k (1 BT,

At A e ST AR A RN e SCE A oW LA R S AR A LR X E T ) x=v, ROR A
W) =v i f) x=y £E i ALE,JFH y ZREE AR j AR RISAW) =y, Ay, =y, iR 22x@y(@& b —otis
SLF B I T BR ) x A8 SUAEATE jy 58 AR B KB R AL R 1R A 22X OYinXi=XAY =Yk

SAFLIH T LT A b (29 RSB0 TAEAD if(2), 2R B 4 2 (R 3 T 25 A0 T AH 6 1) 43 0B f) B
B WIAT, T N zaz e — A MHE ).

BEH AW E LT A X I AR R AT B T AR B A A S B T AN AR R xR A T S BN
ST Z T BT — YO x5 A ON R DR SR T A AT S N, )(0;=0n), I AL A
B KA x 15 HAE, WF (04<0)) 5 (01<0y). K 7n A

V0 ewrites R, =W, ~O; <G oy ewrites\(0;) (O, <0;vG <0,).
HHE 3 G 249 RO SC T AR IR V8 A 7 20 IR X R AN 1 ) S A — AN SR AR R R S SO SR A
R I F A VR, A SR AT ) R — AN AR R I HOI A — AN 2 S R AR ERATTAR 2 A X AN Y )
HBA HB SRR SIHAR5E S 400 Oy =0, .
[0 A R IR FE N A28 . B{IA 25 . Start/Join/Wait/Notify 25 LA &% 22 53 v ik 16 [ 25 5 ik, LR 44 F
(1) ZFENFEL R —AN R T T 8 A #Z RTAT 16,3 7R 04<02<...<Op,
() BRIFD N =10 om0 RTEE A mon i SCT AN I DK, 19 AN I S X 52 ] — e, 38 SR B i 4 A
RAAE 1, m BB B A R AEAE jn RN I =10 =0, <0, vO, <0,.

(3) Start/Join/Wait/Notify £ 5 :Start/Join/Wait/Notify /& Java i & Hh F T [ 25 2R R i FH 10 38402, Start [ 3515
T I RIBAT—A B M2 AR Join $/E F T ANHZ 2 AR T4 AT 58 55 Wait B4 F T 554 3R — 186,
Notify 4 {f H T-18 &1 BT B1.IK L, % 7= b Start<Join, Wait<Notify.

(4) s REER IR R D o6t 22 51 HB B 24 SR G it 5 T A1 ) L, S e AT HB BN, AT 04<O;.

40, e 414 K 2 i 26 R 1) 5] 25 ML 7 startActivity, startService, AsyncTask.execute,addListener %%, 3f
methodinit(m),methodexit(m)Z& 7~ FF 48 AT 24 51 77 201 O &2 AT 56 58 U a7 .

0 BT IV ) HEAT 29 R G A 2 i 4 15 381 56 T 1] SR B34 32 4 10 3 24 10 240 TR ST A 9 TR ST A v 1 5, 6 4R
AR R AT A SO LU AR DL F D0 B 5 S ok B A 1K) bR SCVE AR AT A e S K 4 SR SC RN Z3solver
(https://z3.codeplex.com/) 25 K 75 7 A, A 1T 2 TR B 1 [ 0040 56 4.

HARZIA SR Ol File Manager, B 56 il i 22 B 3L 52 AR & 43 A7, ) LA @ 47 B 3L 248 & window, i 4 L 248
A B S B R LS B AR A, v LAAR B P AS AR [R1 77 onDestroy(-) 1 onPostExecute(-), % 1 B AN 9] 1 75
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VRN B A HEAT 20 R 4 5. B 4A 3] super.onDestroy(-) 1 dialog.dismiss(-), 7T LA 43 i window(write)=null 1 y=
window(read); [F] i, & 2 B AT I A BE 7 51 Oy, 0, 51 5 it 55 G 0 s 25 1, T LUK B g TS 00 O1=0,, 8% 5 1 P AN 15
A AH 2% 14 24 SRR ) RS 3% 4 29 3R O4=0, 4 HE 3 — AN LY RS AF b IO Z3 sRefigt s o HEAT SRfige, 2 0 e 5045 5%
S RTE 22 5LIFE XY Happens-Before #7550 92 & AR, BIVEE TG 110 2 U 8 R0 4 12 8 5 At = 1) vp
A A 0 R A WU E B AT R S 4

4 A

AT EEANG T H RaceDetector [958 4 . sL36 S IL 45 B b, - 45 A B o SIA T H 10 5 .
4.1 T ERaceDetectorfS2If

ASCAF Java 15 T 9L T TH RaceDetector. i 43 AR Ll i # A AT HEAS 22 5LV ] APK ST SR K
J B v VRO R 1) 7 55 R X B ] SOOT L HoKs APK SCH#E g = MR (Jimple #%30) 14 7 BB S Sc i, 4k
T HEAT 22 5 B FH 28 R JL o2 AR 2 0y M RO AL T A% SR Rk 3 43 BT SR (B8 4.2 799) AR 2R Pt L Ar i 459 i 3L =R
B S BB 15 R 35 45 R 3 24 (5 4.3 79 A5 L SR AR He by JRATTRE 4 22 = 13 I 119 5 5 5 %
FRN0ISKT S BN 3 4 0 IS (0 9 AR B EAT 2 SR A, 45 31— AN i LT BAMRES  BUR AR R R R I AR
SR IR Z3 SR AR DR SR AR, WA B 8 AR P AN TE R A HB IR, TR 21 2 1E 0 52 4

A SCAE B T PN B T ——SOO0T F1 Z3 Sk fiff .

o SOOT & —/ANA LAAFH7 2 s B R PP A ZE T 65 e i 4 2 s N 1) APK SCA-#AT 249 = ikl A 4% X
SOOT &L T 5l 42 43 Bt AV i 43 A7 46 FH (W7 5 43 1 5 12:.SOOT LA APIL R BRI 22 5% H
T—MROER BHEE. FEE R U ARE RN 7k iz Wi A &, A a] LLgiT
2k R L 22 AR B ) BT RN SR DL B 4 4 AT

o Z3 RARMERE—ANESZ R A3 A) b R B L 2 A A B A AR TR B — RN A R A& ME
SN IR B LG 8 ST A SRR 2 A 5 R A B 55 4 I RS, 23 SR A e i SAT, 3R
PRS0 B 56 G 0 R4 A IR ) A i S 22 Y P IR 5 05 I 0% R B0, A B R N9 ) 2 1)
WA G PR R B e A2 5 w4

42 BIEE

ASCHRHE LN AR Bk T 15 NRAT I App 1Rk HodE 4k

(1) JTEZAT.IXLE App K [ Google Play Store HEATBE I RT 51, 54 ok [T HeAt 1 S i B B0

(2)  AREFEFZEHALE T A T HBFAS B 2.

(3)  AFHIKA,/NEH 8k 24T, KHIH 400k 24T (X HLE 1% B Jimple 4% 3 57 FIACH547).

R 1R TIXLEE App [FAH OG5 B, 3% 1 Jimple # S ARTEAT I K/, W BIREEATHESL 3R 11026 2 412065
THLEE 3 HIBR TR App F IR LA 5 R AL i R v L2 B 0 B A R 40l ATSA 2613
W B LA O H AT LU R R v L= AR R 2 AR T App L A AL LT AN AH 2 st
AR H /N T AR H A 4 51~3 7 S AR g e NS . RS AT S R R N A
{5 B XEE RN T B — NN H P &R w2 s N NS e R — AN RS RERT
—/NEJE B AT AT 45 AsyncTask s %8 s 3 ] H kI ol BUATAT 45 HE 48 Thread M2 AL 481 Java i 5 28 FE.
I JE —F 2 W 2% Listener (9% H AN WEWr 28 Listener 43 WEWr AH B (050 N 54, 3551 & — A~ 80#5 2 AN 1 o6 H
HIAT .

P LT L, DK /N B R 38 17 7 22 SR RRIS AT (W 3 5 B 22 2R R o 20 L I P AP 310 00 17 £ 190 A I FH 30 AR
B WE W 2 6 N 2 % Bl N SR O ELA N SRR AR 2 HR A% R N TR R R U PE . TR LA
22T 18 PS8 2 AR 5 4 i 7 A T D R
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Table 1 Information statistics of data set

&1 AR Rar

2 (LT At 53 & RS T 0T 2%
SGTPuzzles 8145 121/5 26 0 0 18 23
Ol File Manager 9185 180/2 30 1 7 6 35
Tomdroid 15693 222/8 54 2 0 11 28
Connectbot 18 251 333/4 23 1 1 14 59
Facebook 31757 449/6 7 4 0 61 32
Aard Dictionary 37 687 359/1 13 1 0 23 11
Remind Me 56 771 1380/12 10 4 0 55 83
Browser 66 589 1126/16 53 1 18 73 94
FedEx 182 951 2101/27 77 0 12 118 107
Netflix 202 720 2860/42 70 20 3 253 299
Music 205 896 1645/6 48 2 1 211 131
Tokopedia 279523 5831/3 102 6 14 146 432
Flipkart 288 390 572477 50 10 32 257 429
Pandora 353 265 5276/131 145 12 222 472 391
Instagram 396 784 7233/19 194 17 4 464 783
@] 143 572 2 353 60 5 22 145 196

43 ZWRERHH
AL AL b FEES A Intel Core i5-4570 3.20GHz. 174 8GB. #:1E &% % 64 £ Windows 7 £ I1 it
B TE SN 56 . 52 58 T B il Java 15 5 ok SR, A8 A T R FRI% 4 IDK 7.0, 44 ¥ IDE 24 Eclipse Kepler.ifias 7
Bl B DhREAE T T SOOT T HAili W, LY AR A 0 A 1 Z3 SR % 2 o T AW A S 6 45 2R
Table 2 Information statistics of experimental results
Fz2 LRAERERG

B WiE SRR mE R g
SGTPuzzles 11.8 5 23 2 47 49 4 0
Ol File Manager 8.3 2 9 0 11 11 8 0
Tomdroid 6.3 8 25 80 26 106 3 4
Connectbot 12.6 4 38 21 0 21 2 1
Facebook 9.9 6 49 3 24 27 0 7
Aard Dictionary 10.1 1 5 1 3 4 3 2
Remind Me 41.7 12 27 9 49 58 0 3
Browser 458 16 30 109 28 137 7 15
FedEx 39.5 27 156 41 249 290 9 39
Netflix 57.4 42 110 302 969 1271 14 192
Music 73.5 6 26 4 159 163 5 4
Tokopedia 168 3 18 0 46 46 0 0
Flipkart 173.6 77 172 302 478 780 37 123
Pandora 184.2 131 239 715 1224 1939 137 256
Instagram 121.2 19 42 0 192 192 2 8
-1y 64.22 24 65 106 234 340 15 44

T2 2 HU I T TR (3R AT I R, 6055 26 i L 2228 5 43 BT (KT T I) 240 SR 2 i P o D) R SR 7t 8 SR At 1y
5] 0] A H, T L B AT I 1) B 3 18 R /N B B 2 1 386 o /N 1) 18 Race Detector ZE AR #i 4% 1min P 5¢ )il AT
45 AT I T 55 J 1) B FH & Tomdroid, 1 75 22 6.3s. 46 3% 2 16K 3 X 3, 56F T 1 B FH Sk 3t 0 AT I ) LT #0485 17
Imin, 5 12 (¥ 5 F S Pandora, JLRAT IS HGEE I 7 3min. Bt LSRN, AT A BT I 1) 1 52 B L 24 L 450 5% 4
{36 2 #5 H 5% 0, 45 01, Instagram /& 15 NN H ok 19, 5 Pandora A7 B, H AT B 1) 2D T 38 Amin.iX 2 B e
(¥ H0 4 5% 4 1% 3k 2 % H (42) 3/ T+ Pandora 4 32 & 3 H (239). 575 4 B AT B, 240 SR SR AR BT (10 1 i) °F- 25 2
Imin 245, 20 R A 4 T S 3 I8 TR AR PR A BT T4 4 R K 58 5 T 0% R 40 SR A0 A e R A — ANk 3 5 (1 24
TRESCA A BB T 2 SR SRR TR PIAT B [ B 5 30 5 500 1) 386 2, 240 DRSO PAAT 1 s [ 10 B 2 3 4

2128 342t ATSA 43 Mk J5 /3 2 1A SEBR IS i F e e L =2 B H A S P RN RZ
o AR G A & TR SR ECE 7 S e 2 0 R G AR 2 SERBR 1B LT, 50 1E e 8 4 22 2R R L R U In) 1)
LA R HCH R0 R U AL 1) ATSA 20 BT 7 A R HL B AIG T 7R o AT M L = B H o> TR 16
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2% [0 Y15 FE A I ') ¥4
2 (AR 4 02 T BE IR B 55 gt o (BR AN 20 B e R 2 (W28 3 1R BUE Y, W] 58 K s 5 4 i ide %
HHRT AL =R E A AR IS R0 2 U e G ik 2 8 G S AP IV 2 A e R Bl
& Listener 3% [ 15 v [7] — AN L 5248 B A — AN BOHR 6 G 00 0 2 o) B — A iR O, A5 G 08 e 4 LM 3 1A B8
T4 S S BE—A BN AT 23 7= A — N L IR SO, BN KA 85 rh AT SR
K 21055 5 H~5 8 FIREILT F AR 2 1R B 55 4 2l IR AR SO B8 6. 4 43 S R R R R B 6 S AN 22 42
FEHE 38 4, JF P00 L A 35 O 55 4 (5 8 41)) AR SR 4 2R T IAS H LR 4518
(1) AHXS T 22 5 N rp ) B R A 3 S 2 R B R R B 2
(2) FARESAL T XA LA B AW S P EA LR AR B ST R 5 AU B w4
()  TEHsE b, AT OG0 A T B 56 (5 | )DL 4 AR /N ) EE 451
(4) %&lFxF4EA~ R, RaceDetector 394 & T 340 ANE0ds 5% 4 41+ N H Pandora A8 21 1) % bis 5% 9 5 2,
EF] 1939.45 4% 1 FIZK 2 AT LI i, Pandora I A T T K B A 26RO R AT AR D,
2 MG E A I T DR K B 55 IO E H P 1 BRI 13%(44/340). V4R K B8 3% 4 $ H S il 1l
SR JE N LR A A3 A 0 5 B FRATD X e R R B SE AR R AT T A A B SR R A A R
(1) RS R AR P ARG % 5 RS AP P Z 0, RN Z A SR F VT A — AN A&
Vi 1n) IR V8 ) Bk R B2 T R G APLIRATIA Sk X L H5 s 52 4 o 2R R SL =2 A0 B 04T T 3 sl 5 (R 34,
B )0 15 I T B ST D0, R T AP S 8 A5 20 SR T AH 2 1) [R]85 485 Mt Eh T AR SCR AT %2
55 APLACHS, DA77 AR R4
(2) AR E T AT R AETENE B Activity RIS AH DG Listener Jfish & (4[]8 J7 v 2 18] B KA 24 75 5)
Ak T s IS, P A T AT AS L RN, AR R AR AN BRSO FHERR UL A A IRIRAS AR R I I 2 A B 2
Listener It i Wr i) G40 AL T-36 ShkAT /15 & VI 00T AL T 1w ) Activity 28 N5 &, 3 il &2 i
L[]y VAT R VR AR JRORAY S A S b JRATY R A 5 BIAH OGS A SR S BN BAMENR Jr vk
HIPAT BB L = A i 4R
() Bl sw gk M B I 1K) Happens-Before #2228 H (¥ JF i 18 SO B T1i A (W AH G LA 5
SE b 2 5 R SR IN R A EE 37, Happens-Before I I 15 S8 4 U5 A7 48 w5 21 R AT SE B HE
Py FRATT R I AR S5 I B 25 38t — 44 Happens-Before A I).
4.4 Z=HIHE
R 1 CHNH L RERRA 6 Fi ) (activity). kg5 (service). Thread. AsyncTask. Listener. Jfl1iE— 4t
T T AN R AR B 2 1) g s 5 4 TE L3 3.
Table 3 Information statistics of data race types

=3 Ml AT B4t

N H Act-Lis  Act-ST  Act-Async ST-ST  ST-Async  ST-Lis  Async-Async  Async-Lis
SGTPuzzles 2 35 0 1 0 1 0 0
Ol File Manager 0 0 8 3 0 0 0 0
Tomdroid 80 0 0 1 0 26 0 0
Connectbot 21 0 0 0 0 0 0 0
Facebook 3 24 0 0 0 0 0 0
Aard Dictionary 1 2 0 0 0 1 0 0
Remind Me 9 0 0 0 0 49 0 0
Browser 109 10 0 0 2 0 0 6
FedEx 41 78 21 150 0 0 0 0
Netflix 302 26 0 802 0 141 0 0
Music 4 0 2 157 0 0 0 0
Tokopedia 0 0 0 36 0 10 0 0
Flipkart 302 10 0 67 0 266 69 66
Pandora 715 252 0 449 2 521 0 0
Instagram 0 0 0 14 0 178 0 0
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1T B 56 4 v B S 4T LUR AEAE AN TR IO 2R R 2 T B 122 53 B A7 AE 2 Bl R R0 (1 2 PR HE 48 4R
P R R B 5 S BT AR I P AN SRR AN R 2 B, LA 8 AN KBS Act-Lis. Act-ST. Act-Async. ST-ST. ST-Async.
ST-Lis. Async-Async. Async-Lis(Act:Activity,ST:Service 134 Threads,Async:AsyncTask,Lis:Listener). 5 4
AsyncTask. Service fil Thread 7] LLIZ4T7E )5 &1 Listeners —#B4> 5 Activity 455,775 Sensor 4§5E.

% 3 KB, Activity. Service. Listener [H] [ £50HE 35 4 o PR K LLA, 20090 5% 4 K 2 4E 1 7E Act-Lis. Act-ST.
ST-ST. ST-Lis iX JULANEAY, BB T Listener $0AT BN AT PP FRATT 16 BCEC s 2 v 1 3 AN FH EAT 2 31

e Ol File Manager

7E3% 2 1, RaceDetector i 75 7 11 M 5w 4 b 8 M H A w4 B 1R A 7E Activity Fl AsyncTask
2 0A).24 Activity 1E7E AT S0 AT &I, 215 1) —A Dialog,iX I8 7 1T B 4% [R13E 4240 1 Activiy, [7] I o 4R
M) Dialog.iX ¥, IF £ #E4T S5 4E 45 1K) AsyncTask Ui inl Dialog I 3REX—AN null 48, A 1 5 80 55 50 i 35 4 1
R

e  Connectbot

Bl v 4 K A AE Activity Fl Listener 2 8] 3X AN W F B, — AN B0 13 SR A7 i 2088 AH N Listener 23 W WT i
PR A AT 2 BE B 400 5 4 R FS R 4 Bl 5 4 A= 78 Activity AT Listener 1[0l 77 v2: 2 0], 22 £k B2 008
P RS B3 A L P AR TR P AN G SO 56 4, 7005 B B T 6 B0HE A 1) S B B R R AT Y S A A
R AAE Activity 119 onStop(-) /7 AR Listener (1R 7715 2 [B].— E.H 7 #4E S 2L Activity (197 15, 0nStop(-) /5
RSB SR BN 1 S I 5 T A ) 4 A S R B — AN null {F, AT S5 3O 2 I B e 4

e Music

TR AN AR R P T LA Music & SR AR RS IR A 3038 T 30 B AH O I AR T S B8O
TEA R AL O I AR B AN RN R IRBER IR R & state IT R BN H A 2 A EREINA U RHZIR
AL T AR 22 B0 Hai 3 8 1 5 0 B 0T IR S AR f R e I I RDIRES A &5 5 B0 35 AT b A7 57 1 dis
SEA R AETE G B AT S5 NG AR RR S R 2 B, 2 R — AN G RS T 8 RIS R FERE S S BN H
AT HT A A TRNRES. S5 BAF % T 8050 50 B 30 15, i 5 7 B S5 56 DU 2 5 30U Se 4

T8 o B bR S e O B A A R A DU AT BN, 22 R I R AT AR S5 A 2 N o LR S s R
B 5635 I ) 25 1 e, 500 5 4 AR W] e R AR I R BOR R FR B 1 & 55
45 TEXLE

AT NG AH 5% 1 2 51N T B0 75 4 A I T L HE AT EL BRI 23 4, A4 55 CAFA. DroidRacer 1 EventRacer.

(1) W R R

DroidRacer. CAFA Al EventRacer {8 Fl 31 2520 M7 J5 i 81T @45, X JiL App FibE, I 31 & AT App ZREUH =<
MPAT BZE I CAFA 3 BRI 2= FR 4 S i I 5 B 25045 55 4+ DroidRacer 225G & A7 Al P ARG )
A2 T BT S BN B 52 4 EventRacer AR T H = ACRS Hh (1 Bl 36 4, [A) It % 22 5URE S8 SDK 1HEAT T 23047
HR A 3 78 56 AR, R ILAE 2 5L S, — 5 T, — R B A AT AR M i R o A 4 25 5 B vk ) —
5 T, — VTR AT B 000 2 [ 5 ) B 22 42 R 10 S0 1 0 2 R U R ANl o 0, SR B2 e T 2 (R BAAT 08
o WP e RE.

e B F AT 7 A5 7 v 285 T B, RaceDetector 1 T T # A 23 # J5 0k, BE % A iF B B s I A o6
B ANBAT T AR AR 725 2 B A AL TR T RE IR S AR RN AR R

(2) AT 17 A R g

CAFA. DroidRacer 1 EventRacer #j il i i B 3 04T App S 3k WU AT B 3 B, JRATT 3 40 73 A
EventRacer 1..H . .EventRacer il i AndroidMonkey 7= A= B AL I i A\ 4 fid . App FIHRAT A S I 4 4 adb shell
monkey —s 42 —throttle 60 —v 1000.1X HL= 4= T 1 000 AN F 3847 I (B 7E Imin 22 A5 Bl i N SF AR 35,
FUAT BT ) 0,2 A R 19 0. bl T 30K S 42 S L 7= A4 14, T 22 87 D o ST ) S e A A T R R (0 A R
BENL A A7 AR R R IR TU AR 300 H2 78 ] 1R LA ST o AT B 1 sh VR, T A RE AT 5 e 41, 0k 17 7 o 31 3L
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b ST

AH Iz ,RaceDetector A A 4144 . LR R4 (1 7 A5 B, RS A P A 00 S A [l i 7 v 1) 1 25 2 2k
Pt 55 58 SCHIHS 1 AN G 3 A 300 38 ek SR AR 485 4 BRI 15 Wl A 0 5 4 SCRA SRS 2 AN 45 DR IIE 2 55 28 R Pk g

(3) My

CAFA. DroidRacer 1 EventRacer #R# Fl & /L)% HB B ‘AT 7 4 5 HB & H v EventRacer & T
CAFA FI DroidRacer ff] HB [, 3040 T Bl A $ IR A FE BT E B HB BUE 5 T 3h S PAT = AR $UATHU.

5 AH R, 2% R B RS — A4 R I HB AR 25 6] 1 fi 7 2R AR K 11 5% T, Race Detector X 4 — AN i 58 (1 24l 56
Gefik#r bR SO E R HB B RITHE 4 R HB BRI 4k 2 AN/ 8 HB B ARAL T SVEFI AT B ).

(4) seuegh R

FAT 18 EventRacer FI RaceDetector M 4s SC 1 H4fn S HEAT T 0T bL S8 PR A AH 06 22 1 6 FHRRAS 1 22 5%,
HA AR T 0 4 T TG vk B AT R L B % 6 AN VT 10 L e & SR e LA B 4 o T 1) S 5412 A EventRacer
BRI ) v B RET (1, EventRacer BRIABEE 2 300 AN\ Z 44 25 SREUBAT 2.

KAWL 1LHEBRT 6 MNALH 2 878 T EventRacer £l RaceDetector #4147 I [f].EventRacer [,
AT I TR RS HE LR LA 0 8 322 5438 . AT Apps BE R PATEE SCAE. 43 B 04T Bk S 4. EventRacer
[T PAT I 101 20 2 50s.3X 2 h 2R A2 B 300 AN A\ A B0 45/, sz B, 54 App 1 Listeners 5t
St T 300 AN R EventRacer 7 AETE L BENLE (2 55 Listeners, AH N R PUAT I Ta) 4 25 K 38 .
RaceDetector 73 47 /N 1) 22 5L 3 H R 75 ZEAR /b 1) IF ], 5% 2> (1) O1 File Manager 2 5% 8s.RaceDetector ~F3) 75 2
49.2s {1447 I 6] 1B 2% F& #1] RaceDetector 7 55 T 4= 1) Activity. Thread A1 Listeners, X /> I i) 38 2 v DLEE A2 1.

Table 4 Data race detection reports by EventRacer and RaceDetector
% 4 EventRacer FI1 RaceDetector 44 il [ %4 5% 4+ 3 15
Hef ) EventRacer T H Kt i 4 HEM

I H (EventRacer/ . R . ..  (EventRacer/  (EventRacer/
RaceDetector) RO R RaceDetector)  RaceDetector)
Ol File Manger 50(22+15+5+8)/8.3 0 0 0 785 785/11 0/8
Tomdroid 50(22+15+5+8)/6.3 0 0 216 1389 1 605/106 0/3
Connectbot 49(21+15+5+8)/12.6 1 0 36 1400 1437/21 1/2
Aard Dictionary 50(24+14+6+6)/10.1 1 1 160 440 602/4 213
Music 65(22+18+10+15)/73.5 8 0 189 3553 3750/163 8/5
Pandora 53(22+18+5+8)/184.2 0 0 0 1758 1758/1939 0/137
-4 53/49.2 1.7 0.17 100 1554 1 656/374 2/26

24 3 H~55 6 HI) % PEAN (M5 35 415 L EventRacer X HE 5 4+ RI4> T 4 AR IS,

EventRacer 1 RaceDetector £l 1] 1) B i 55 5+ S 40AF 26 7 51 31 7T LAF H RaceDetector #8 J11 Hi ¥ 54 i izt
/T EventRacer.iX & 1T~ RaceDetector Rl 7 H /= AARS, EventRacer Al 7 F = ACRS Al 22 50 AH B AR (1)
SDK ARG K1, %2 51 SDK % 28 F2 3L 5247 & LU Al T AR If (1 )28 S AT [F) 20 1) 02 R I 5080 3. 4 % App 94T
HFEH A I,

KB JE P SR T A FRHUR 354 7T LG ) EventRacer Kl H! B8 35 4 b A 5 BB 55 4 W2 AR
% ,RaceDetector #3147 5 Ho i 5 4+ W) 5 4% — 5 1) EL & 2L A& % T Ol File Manager A1 Tomdroid,EventRacer
Iy AR T 785 NI 1 605 A TE A B — N A K E 5 4 A S, RaceDetector #7510 11 A1 106
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[ . 1 EventRacer 18 i 23 # 04T S8 Rl 22 5. SDK REMS 43 4T HH 4 22 I 30 s 4 AT T AR R T T A B 1 4R
iy AL R /N R 45 () 3030 35 4l /b 55 F Pandora, e 2 — AN KK 22 51 3 FH AN A 2R A P A% 65, RaceDetector $it
s S T T EventRacer. R T BOK 1N AT EventRacer 4 5t 5 2 04 F A0 5w 4 A O L
s 5 RaceDetector 4 L EventRacer “E 3t 7 T 20 M 5= £ 35 4+,
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IR 0 & AT R 0 8 BT T A %) 0T R PRA T 886 A28 s (R A7 A IR Il 8L, DT kg TG 925 3 125 o 28k 1) A 0 0 SEZ B AT 1) 18 42
e 5 bR B, 7 06 e IR B RO P R 00 B T A 0 R R A D AR I T ) e A R e
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YR T B4 WAL 25 % 0 LB AT 5L T causally-precedes(CP) k1 77 vEET G5 3 015 3 (E 38 2 2 17 IR FK
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T IR AT R A AR AR T v SR A A A T LR R R A T Ak ) HB B, 528 T RaceDetector.
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25 b 3 H 2 5 N AT 0328 3 43 BT R 0 K41 3% 4+ EventRacer®4 2 T DroidRacer [f) HB #5574 JE446 T &
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&7 BT 22 i I rhoA I B34 5 4, SR FH 25 20 AT 9 TN 00 1) R0 A e ST 4887 0 7 5 28 R0V i, O 7 ZE X 2k ek
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