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Abstract: To provide secure roaming services for mobile users in global mobility networks, many anonymous authentication protocols
have been proposed in recent years. But most of them focus only on authentication and fail to satisfy many practical security requirements.
In order to achieve anonymity, the traditional anonymous roaming protocols depend on a temporary identity instead of real identity.
However, these schemes have storage, communication and computing overheads due to the update operations. To overcome the
shortcomings mentioned above, this paper proposes a fuzzy direct anonymous roaming mechanism for global mobility networks, in which
the roaming users can fulfill the legitimacy authentication of their identity through one round message exchange with FA. This mechanism
not only achieves the legitimate authentication of anonymous identity through fuzzy identity, but also avoids the update operations to get
the property of “one at a time” of temporary identity in the process of roaming. Additionally, a security proof shows that this mechanism
is provably secure in the CK security model. Moreover, comparative analysis shows that the presented proposal has stronger security,
achieves stronger anonymity, and has lower storage, communication and computing overheads. Compared with the traditional anonymous
roaming mechanism, the mechanism proposed in this paper is more suitable for the global mobility networks.

Key words: global mobility network; fuzzy direct authentication; fuzzy extractor; CK security model
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Fig.1 The roaming model of global mobility networks
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Fig.3 The message interaction process of roaming register
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Fig.4 The message interaction process of roaming authentication
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Fig.6 The message interaction process of anonymity proof
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Table 2 The comparison of roaming delay
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Table 3 The comparison of computational overhead
F 3 B UPA UL R A SE ARV IS BT 4 LA

B MU 514 FA THE T4 MU £ it TH4
LHR[16] 40g+10sig+10ver 30e+10sig+10ver |Params|+(n+1)|1D|+|Certya|
HR[L7] 60,, +105 +10,,, 40y, + 20, +105, +10g, [Params|+2|ID|+|Certua|
CHR[19] 20,, +10§, +105 20,, +105, +10p5 +10§ +10g  |Params|+2|ID|+|q|+|Certyal
CHR[20]  20m+40g+10p+10yer+10pac 40g+20p+10sig+10mac |Params|+(n+1)|ID|+|Certya|
ACHLA 50,, +105 +10% +10,, 20,, +20, +105 +105, +10¢, |Params|+|ID|+|Certya|
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R 5 AR, OS, A1 O, e HRH IS FIE 35, Osig 1 O 2025 K725 44 J R E, Opae 26251 B B R
WS O F7 B IR, 45 S 1 18 B2 DAY L AT 500 S T H 03 LRI 920
BRI U5, A2 A SCRURLAT B .
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o 5 07 256 3 3 2 A1, SCRRTA6, 2015 47 8 W o 51555 5 SC B I 33 4 40— 045, SCRRTAZD G 12 B
443, SCHRTLONTE A BRIV 51 65 51 6 S0 2 AN T ACSC DB 47 W8 B L5251 60 2 Bh 0BS54 77 R AR
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ORI i M S A PG IE 5 S MU 3 5 I A5 IS 1) HA I 30, 0 7 HA (1 Bl 3, PA 3 38 35 IE )
17 S ECSEE B A R, SE N MU B 03 R 5 V5 R B0 E R R ASOR 51 7 AN A FA RIS 5 JE i 30 P ) 31
S G471 LLORAIE 1 HT 7 S 47 S5 B AA M R AR e 44 A 1) I S0 8 T V0K AR IR B 0 5 AT PR A5 £ A 5K
R OR TP 500 A5 B AR RIS AT AB R AT 28007 1 B o T S ER 67 T A B0 AT O O ELBERY
B (A, DU T4 (8 5 A A AT M R A S 3 i I 5 0 1607 2E) SEBIL IR B 5 473 ) — I — AR 1k AE CK 2242
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2R 1 AR AR AN A 41, BARE WL SCHR[24].
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