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Kernel Integrity Measurement Method Based on Memory Forensic
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Abstract: Kernel-level attacks are serious threat to the integrity and security of operating systems. Existing kernel integrity
measurement methods are one-sided when selecting the measurement objects, as most of these methods suffer from periodic detection
shortcoming that makes themselves vulnerable to TOC-TOU attacks. Besides, hardware-based kernel integrity measurement methods are
usually too expensive, while hypervisor-based kernel integrity measurement methods are always likely to degrade system performance due
to the introduction of complex VMMs. To address these problems, this study proposes a kernel integrity measurement approach based on
memory forensics technique (KIMBMF). First, the static and dynamic measurement objects are extracted with the memory forensics
technique, and a time random algorithm is presented to degrade the impact caused by TOC-TOU attacks. At the same time, a novel
algorithm is also introduced by combining the Hash operation with cryptographic operation, thereby ensuring the security of the
measurement progress. Next, a kernel integrity measurement prototype is implemented according to the above techniques and algorithms,
and its effectiveness and overhead are evaluated. Experimental results show that KIMBMF can measure the integrity of operating system

effectively, and has a reasonable time overhead.
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if (address1<0|address2>maxphysical)
exit();
end if
pagel= address1/PAGE_SIZE; offsetl=address1%PAGE_SIZE;  //HuhtRL5T
page2=address2/PAGE _SIZE; offset2=address2%PAGE_SIZE;
void*from=kmap(pagel)+offset1;
void*to=kmap(page2)+offset2;
copy_to_user(buf.from,to); /IR UL SEEL N A7 7 1)
MC=copy(buf);
10.  return MC;
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list Rl JEIBAT HERE all-tasks Ron KRG T A W RE ps-tasks R 2G0T H ] F B BT A BERE, IS4 3 RE 2%
JRAE RGUAT IR 2 58 2 10,75 M2 A 5632 1) Linux LA CHBENLECE e 3s PRNG AR ) BENLEL A T 1 OR
BELECI BEAL I, R A 22 TACBE B it N 45, 2 T R BLE poolinfo Hdls 451 TR 7 Boh A B, e AT T
B 3% &2  poolinfo.tapl € {32,128} ,poolinfo.tap2 € {26,103} ,poolinfo.tap3 € {20,76} ,poolinfo.tapd € {14,51} ,pool
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PRI HE R O SO RO B HERE . SCPE A S 85 attack _tasklist D 52 e, (0 10k R M2 R 26 P RS I
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LA Linux FGERERE 20 BT A 41 50 W] A7 20 B (R A RERRL JERRAE N A7 IR B AP A ERERE S5 M A rask_
struct WL ITA I BERR I G B R BER, W0 1 P o iR L e TR R AN RN task struct S5HITE AT
TR0 5 HERR S R T AR I SO AR, LK BE P A7, T8 System.map 3REX LG S 0L J5 7 3 0 B b AL,
Rl PG FRAE A2 P A3 PID. BATRES. HEA. BN SERGE. 25, LRI H K
AT o R A e 1 X 2 R A IS A R A BT S R R

RAM

g |
task_struct

« mm_struct mm

task_struct

task_struct

@ L ::l:i:stfhead tasks
- mm_struct mm « char[16] comm
« mm_struct mm ‘J—P « list_head tasks

'l'i'stihead tasks

. ghar[l6] comm
+ char[16] comm

Fig.1 Process structure and its organization on memory

K1 AR R S R S A4

L5 AR W BN A7 I DA AL AT 5 3R 0 Rt 5 HURE F5 06 A A b Bl AR AR b Bk 5 2R R A A % B A
FAFREN E 1 0 S AR 12 AR, e T SE L T W AE 2 i 5% PMA (physical memory analysis). 5L EE 3 0~3 8
SRR A BB R0, 5 9 20~ 13 DS T A FE RN R AR I

B3k 2. PMA Hik.

NN R MC. 515 L SC[] FBcAmE FS[]. System.map;

B 1 <7 S P RN B BB A RN B MSADI).

address||=getmeasuresoure(System.map)
while (address[i]!=0)
if (address[i]ecodesection|datasection|IDTEntry|System_call_entry) [/f#AJETX 04T

MSAD[]=getcode(MC); //f%Ht
114
MSAD[=getIDT(MC); /7t i) 1 &

MSAD[]=getSys_call(MC);
return MSADI[];

1

2

3

4

5. MSAD[)=getdata(MC);
6

7 N RS
8
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9. else if (address[i]einit_tasklmodule set|others)

10. MSAD(|=analyzeTask(init_task,SC[1,FS()); /3 F%

11. MSAD[=analyzeMoudle(module_set,SC[],FS()); /il

12. MSAD[]=analyzeOther(others, SC[1,FS[]); //3CAF. W& iER:. A4 B EUE S HAD A &
13. return MSADI];

14.  endif

15. end while
BT AR L Bidi | o W ) 8 R AR 8 P 3R A A B BN R A A A R A S 8 43 AT I, oy AT i R AR G B —,
ASCATEM VE, T AU R B A B B0 G0 0 AT 7 v N T LARERR 0, 3 M R analyzeTask(init_task,SC[],FS())
1) EL A S LI e
1. KR4 init_task WiHLHEVE FH PMCE $32:, 3K H 0 -5 3 72 (K 0 R 45 40 4 N 25 N SCT;
2. YT task_struct &5 PRI T BB XA AS B FS[(pid,comm,tasks %5) B SC[1,3RBUEEFE (W R 48
BB LAEN pl[];
3. FIRREFEES b i B 0 RE SOV IR 1 F2DER 2 SRIUIT A RS 8, 20 AR pl[];
4. KA 55T task_struct B AR—FE T VE ST runqueues Z5 AR (B 2), 45 45 A2 p2[];
KH L FEILE I+ pI 1A p2[115 B & I HEFE O R AFE N MSADI].

struct task_struct {
volatile long state;

const struct sched_class* sched_class;
struct sched_entity se;

}

struct ¢fs_rq {

K’ unsigned long nr_running;

u 64 min_vruntime;

struct rb_node*rb_leftmost; |

} struct task_struct {
runqueues volatile long state;
struct rq { const struct sched_class* sched_class;
unsigned long nr_running; struct sched_entity se;
struct cfs_rq cfs; !
struct rt_rq rt,
' K
— struct rt_rq { struct rt_prio_array {
struct rt_prio_array active; DECLARE_BITMAP(bitmap MAX_RT PRIO+1);

unsigned long rt_nr_running; /2 struct list_head queue[MAX_RT _PRIO];

N

Y
5

struct task_struct {
volatile long state; //TASK_RUNNING

unsigned int rt_priority; //77
struct sched_rt_entity rt;

}

struct task_struct {
volatile long state; //TASK_RUNNING

unsigned int rt_priority; //88
struct sched_rt_entity rt;

}

Fig.2 Related data structs of runqueues analysis

Kl 2 runqueues 73BT AH G E HE 45 14 ¢ R K
Bl 2 thanth 7 CPU AN LIl 26 0 Bt BA A0 AH DG HHts 45 40 1) O ZR AR A DG 10 B4l 45 4 58 SCFHIAH 96 7 B
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2.2 NZEAFEEGE

HI T IR S A7 AE TOC-TOU Kt i A, 2ot 2 A P JE 39T P9 BRI 1) &8 rootkit Aoy i) AT Sk d6E 56 B E 52

=, 5wk 3 TR,
W%%ﬁ
N

WA R 3
Tactive
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=]

Mok 2

Tactive

>

Tinactive

o
/X

JEE

VE :Tactive 78 Bl 05 1, Tinactive 2678 MUk # 25 B Mol i 328 DL S gl A i i

Fig.3 Vulnerability of periodic measurement
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TRAZSVI e B2 5 15 AT B AL M 53 A1 6 I (0] sl Al 5 B8t 38 I V2 5 4 88 6 I [ 552 4 20 A1 175 0L

AR, G L2 B AL A IR 8] 55095 v R 3 B30 it 0l 1 48wl B o o 1 e L, 1oL T R A R R e R i,
o T ) 2 S R R ME AR AR A WORE R R 0 A AN REAE S REALAL.

DN T E A R I TR] S TR, AR SR S R R T A T N T e, 00 () e ] A £ R xR 4 1 A A, 3
R SRR A R R AR BB BT AL T A S OO T 4 VP A, S5 R LA 1.

Table 1 Relation of measurement time range and system load
F 1 WEIEVEEYS RENPRR

I (113 ] ik B UER R (R A
[773,7/2] 23 B
[T/4,T] 1.8 B
[T/4,6T/5] 1.3 B
[T/3,6T/5] 12 B
[T,67/5] 0.9 -k
[T,27] 0.6 —
T 1.0 B

WG 3 BT 7 AN (7 I 17 ] 3255 B ) P 970 0] 28 48 47 280 PR 5 W ) W =% 18 0 M ) % AR SCRE BT iR
SEAE[T/3,6%T/5170 Bl A, RIT: B Sk ) 9% IS T 6 122 90 1Bl P, B0 R I ke 60 20 A1 il A2 25K U DR 17 P2 I (1) 2 Bt L
K9 AE IR ) 3 817 A 22 MK €A 52800 281 T Js, B0 i £ J32 8 I 1) o A R AR R R R

1. ESE N TSR 7/3,6* T/5 1N AL Bl 1 s _seed;

2. AR AR R ] TN nCR WA 65 535)IEFE—/N T n BB K ZE B multiplier F1— NNk
adder, VI 53X (((multiplier®s_seed+adder)>>16)%(6*T/S)NH s_time: 45 s _time /NT T3, 4% s time
B0 b 773 79 3085 28 1) — AN 18] 2 RS 75 M, s_time A by d5c 5 1) — AN 8] A
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Fig.4 Integrity measurement property system based on memory forensic
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Fig.5 A process of kernel integrity measurement
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Fig.7 Integrity measurement of process
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Table 6 Time cost of PMA algorithm for static measure objects analysis
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Fig.10 Breakdown of measure time
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