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Abstract: It is a challenge to support the fault tolerance for satellite networks, in which fault identification is
primary. After modeling satellite networks with two-level-node graph, a fault identification algorithm based on
PMC test invalidation model is presented and proved to be correct. The effectiveness of the algorithm in different
types of satellite networks is compared and studied by simulations. The results of experiments illustrate that the
algorithm adapts to arbitrary network topology and has robustness.
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Fig.1 Anexample of the theoretic topology graph, composed of G,(z) and G,(¢), and its test graph
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(© G(n) (@ (b) G(1) ;
2 G'(r) ¢ , . vavEl, Vi V;
x ., (viv) eL(D), L=x. 1 (d) @
12
(A1) ;
(A2) , ;
(A3) ;
(A4) :
[7.8].
1) :
(1.1 t Mgy,
(12) Mgt ( )v ml‘sp;
(1.3 , , 0, 1.
(14)  (t+Tow) ( ).
2 , t : G'()=(S"V".L"(9)).
©) t G(O)=(S,V.L(7)).
4) G G'(), G , 2,
2
21
(fault-free) (faulty), PMC @ . 0,
1 ;
, xe{0,1,2}, 01y 2 . , PMC
f 1. li,/' Vi vy GT(t) ( ) 1.
Tablel The extended PMC model
1 PMC
Vi Vi lij L
0 0 0 0
0 1 1 0,1
1 0 0,1 1
1 1 01 01
Oorlor2 2 2 2
2 Oorlor2 2 2
22
1 :
(rulel) L=L=0, vi ( 0 1.
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(rule2) Li=L=1, v v 1
(rulel) L=1 =0, v; 1
(ruled) v 1 =0, v, 1
(rule5) v 0 =0, v, 0
(ruleo) vi 0 =1, v, 1
(ruler) Li=l=2, vi v 2.
(AD) , ) ,
. (rule8):
(rule8) Vi v .oV Y .oV Y ( 0 1
23
, 14 #V=n(# ), Vs 14
. V K(
) F1( ) F2( )y U ), KUF1UF2UU=V.
KF1 F2 . , ) U
CoarseSplit,Splitz  Diagnosis
(1) CoarseSplit. 14 . 1 ,
ZS,ULH ,  ZUSUULUH=V.
Z={ i)l =570}, S={viv)lliy=5,=1; UL (vivlli=h s H={( (i)l =1,=2} .
(2) Splitz. z {Z1,75,.... 7}, z Z 1,;=1;,=0 Z
210Z,0.. V=7 ZNZ=D(i#). 6 Z
. O=max (#Z1,#2,,... #Z;).
1. VA
Z, Z , i )
(a =1 , Z, (virv)). rulel,y;, v
by »1 , (viv)eZ, Z , (Vprvg) €Z,, av)  (vpvy)
Covi Y, ; rue8,y; v, rulel ViV Vp
vy . Ly O
1
(rule9) Z Vi, A vi€eZ, X, vi€Z, X.
(3) Diagnosis. , ,
4 . ,v;..owner.flag Vi (0] 1
).
Diagnosis ()
{

1 K=0,F1=0,F2=3,U &,U2=4,
2 for (each (v;,v)eU1) * according to rule3 */
if (l;,,=Land [;=0) {F1=F1+v,U2=U2+v;v;.owner.flag=1;}

h
3 K:U#zuza‘za ;
a=1
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4 for (each v;eK) v;.owner.flag=0;
5 while (U#V-K-F1-F2) {
U=V-K-F1-F2, /* ports set with unknown states */

for (each Z, e Z){

if (any v;e(F1nZ,)) {

For (eachv,eZ,) v;.owner.flag=1;
F1=F1+Z;7=7-7,;

}

if (any v;e(KNZ,)) {

for (each v;eZ,) v;.owner.flag=0;

K=K+7,72=7-7,

}
} [* according to rule8 */
for (each v;e(ZuSLU2)) {

if (vi.owner.flag==0) K=K+v;;

if (vi.owner.flag==1) F1=F1+v;

} [* according to rule8 */
for (each (v;,v))€S) /* according to rule2 */
if (veK) {F1=Fl+v;; S=S-(v;,v)); v;.owner.flag=1;}
for (each (v;,v;)eH) [* according to rule7
if (vie(KUFY)){F2=F2+v;; H=H-(v;,v;);}
} /* end while */
} /* diagnosisresultisK, F1, F2,and U */
24
PMC , . Diagnosis
2~ 4 “ "D rule3 Ul F1;(2) VA
,while 5 , , :
Z , Diagnosis 3
1 #VZP, Z 7, 0=H#Z,. >0,
: Z; . 1 Z; 6 ’ #V 20> .
H#V<P . : , o>p 7 , Diagnosis 3
2. Z 7, 6=HZ.. #V<P, ,
LHR(SOULUH)[2-#(SNUL)+5~#((SOULUH)NZ).
S« Ul H , , S u1
Sy N So Ul, H Ho,Hy,Hy.  (A)s
A . )
#H(SOULUH) ZH#(SOUL) AHHH=#S HHU L —#(S1N ULy +H#H>#S1 HHU L +H#H,—#(SNU1) (1)
rule2,rule3  rule7 S,UL H ,
#SHHUL+HHH=(#Sg+#S1) +(#ULgH#ULy) +(#HoHH +H#H ) <2881+ 2# U1+ 2#H, )
Q) (2) #HSOULUH)<#S+HHUL+#H
H#(SOULUH) 2#(SOULVH)2-#(SNU1) (©)]
Z Z ZieZ, (SOUIVHUZ)=V,
#SOULVHUZ)<H#V, 4
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Z : 1z & o~ ©
#H(SOULVHUZ) 2#(SOULUH)I2-#(SNUL)+6~#((SOULUH)NZ)=p.
(4) #V 2P, #V<p , Z; O
) 1 2 , Diagnosis 3 4, Fi “
3
waker M : walker i:TIPIS
) i T P S 4 TIP.
' 20/14  64/8
, 80 256 . 4 . , 2
3 , LEO 36/6 ,MEO 4/2 , 172 .
MEO ' MEO MEO ISLs.
MEO LEO ISLs.
N =
E 1 ‘ ; ‘ 1
E i i i u
L} v [}
Fig.2 Thetopology of LEO networks Fig.3 Anexample of MEO/LEO network
2 LEO 3 MEO/LEO
, ( )
, % p.
1) f%: #Vy =nxf %.
f%  0%~60%, 10%;
()] P PMC 4 ,
B(1,p): 0 p; 1 (1-p). :
B(1,p7): 0 i 1 (1-p9). p 05 025
. , % p
, f% p o, C% N,
C%=[(n—#U)/n]x100%,N Myt Mgy 50 , C% N ,
2 . . J%<50% p ;
fY%>50%,p=0.5 p=0.25
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Table2 Statistical results of experiments

2

Single-layer LEO network(20/4)

Single-layer LEO network(64/8)

Two-layer MEO/LEO network

% p=05 =0.25

p=0.5 p=0.25

p=0.5 p=0.25

N C% N C%

N C% N C%

N C% N C%

0| 160 100 160 100
150.52 88.97 | 150.80 89.13

146.44 86.25|147.22 85.96
142,72 82.95|141.28 81.33
141.68 77.70|140.12 77.29
137.04 71.88|137.84 66.25
132.72 38.60 | 134.32 25.55

20
30
40
50
60

512 100 | 512 100
493.40 94.11|494.08 94.39

483.68 92.16 | 484.26 91.78
470.04 88.31|470.08 87.02
459.64 77.39|459.90 74.11
455.52 64.65|453.44 59.86
435.12 41.17|439.78 27.46

538 100 | 538 100
526.55 98.04 | 666.08 95.40

513.16 95.70|660.20 93.80
503.42 93.97|640.92 91.45
488.25 91.64|612.36 87.17
475.12 88.99 [ 602.76 85.29
467.57 85.15|585.60 79.78

p=05 3
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Fig.4 Relation of f% and N when p=0.5
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