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Research on Differential Diffusion Property of MORUS in Fault Model
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(Information Engineering University, Zhengzhou 450001, China)

Abstract: MORUS is a third-round CAESAR candidate of authenticated cipher designed by H. Wu et al. With a fault model, the
diffusion property of MORUS is analyzed in this paper. By using a bit-oriented random fault model, the search algorithm for the
differential chain of MORUS is improved with the usage of differential analysis and meet-in-the-middle technique. Through this algorithm,
a 5-step differential chain is discovered with a probability of 275, The differential-distinguish attack on the initialization of 5-step reduced
version of MORUS-640-128 is proposed with the data complexity of 2% and the distinguishing advantage of 0.99965. By using
differential fault analysis method, the forgery attack on 3-step authentication of MORUS-640-128 is formed.
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Fig.3 Differential diffusion of MORUS Il
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AR 2. KR 55 e 0,0 FEAT 3054 (6 N 22 53 AS' R AU 2 306 i 2515 51 AS° K FUA N ) 25 4 e 7% Ak
Hp it B0y, 3, (4%, p) BAA B P (67 B P 5 k(k=0,1,2,...,N=1) 1 % 51,38 4 (4 Prk)-

AR 3. R HERIUA 2 ) B ASP= MU I 1 IE HE j 25, #wﬂﬁ%%%ﬂ%?ﬁ P2k B (e P2 ) F7 i 7 2.

IR 4. k=k+1,25 K<SN-1,JU1IR )35 38 2,55 ) FE

Forb IR 2 Syt () 2 ik R, P A% SR MG AR 5 R | 0 T ARARE I AR 224320 TR 3 N IE I S i R i )
RIEAI UG Z2 43 E MHE T | 25,13 B S AR KL 4R 72 53 X B 1K) 25 53 S R M 6.

T AE DU N 22 93 5 55N I 22 O3 A 3 B 1) A% 3 R B A T DARAT THE b i (R AT 3 L
RO — N W ERES - I DL R BV Be Qo W(B) <3, g M SISk 4R T P Wi 4 i=1,2,3,4 22, IE#Ej=3,4,
5 3 MORUS WA 2 o0 A e 3R 1 45t 7 s st A7 1 P9 IR S AR TR 341 Sg (0 < K << 4) I KT
ZEo M.

Table 1 Maximum differential probabilities of the initialization in MORUS under various steps
F 1 HEFAFELH N MORUS WIERA S 5 K72 70 e B W %

T - 43 A B
sl B i i i i i
S0 Soa So.2 Soa Soa
1 27 > > 27 273
e 5 (B 2 73 2t 2 2” 2"
¥X¢m P1) 3 2—34 2—39 2—46 2—23 2—27
4 582 -9 106 2759 569
A 7 532 5155 5101 2-108 o141
I T 4 5 (2% 5 -8 -319 9-207 2-240 -246
FEXE R p2) 6 -183 97525 5342 9423 -39

M3 MORUS 3 i 72 73 4% R A5 5.

XFF MORUS SLVE IR AR B B, LA S K 27128 Oy S R 500 S0 1 A58 3 Lk (e3), S, SR 95 LL
K5 (egs) M1 Sp 5 I O LLtks (eo) LI FEAE 3 4K BE N 4 (02 034 8 e, 22 3 S R M 36 03 31 g 27%2,27108, 27299, 214 il e
BT Sg o ISR 3 LU (eq) I AEAE — 4K BE N 5 IR 22 A0 B RS A Sy 27%° () 2 434z 1 .

3 MIFEIRE T B9 MORUS BB BRI 3 S|,

3.1 HpERBEIANE AR
S MORUS S92 2 T Il =50 v SE B, (H 550925 v (R A2 S 18 2 3 T LUARR 18, O 77 78 49 R FH 28 40 Ak v o A
SCRFHTHI ) LG AR 1) 22 43 Wb 1 A 0 LR AR MR & o
(1) Bk mr LA i bR A 5 7 Jok A ) AR A v N B LR W A H R 2 B LRy A i LW ) LA oy
LA
(2)  Hriliag AT LIRS ff i 2 A e 3 N R e 1
3.2 B HETMORUSE R E N E
XFES 3 T R 2 A AR R S AR B (WAL 25 o AR S BEEAT I — 2B AT SR UN 1 3 AN SRR AT IR ik 3K
Bl B A A 25 oy AR R h B I N
(1) VRN ZEW A ASg, = 0. 1T So, WA AL R 0% 91 K, 25 18 B I 52 ek 4% 1R B, AT L kAT
WHE IV By AR K1HE;
(2)  FRZE5 AR BE Y 1 75 R IR R LR R = /b
() ZE/FRBEER R, 2 B R ] e
7E— 6 W §) PC ML 28 (CPU 4 2.4GHz Intel Core i7-5500U, 4 1% 4 4GB) - 18 1] C i& 5 (Visual C++6.0) % 7%
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SCHL T ARG ARV AL o0 S e AR A ST AT T R

S 25 AR W KT MORUS S AT A AL B, BL S5 12 O LR A fll 1 £ 4S5, = €y LR AT E A 0),
W 15 A3 BIVIUR 25 ASg, =g, LS 3 ANTFAERT o, IIEE 96 LUAF BN 1 LURR MO, DL B ik i N\ 22 1
3, T A 3 — 4 D RO 4 A 277 (L, DL R — 4 DO 5 MR 27 ik i e LA L
% 2,509 ,p((AB)»C)R IR A M A Z 0 AL B B RZSH 1 720 C I 22 70 B B 5.

Table 2 Results of differential chain research in MORUS with a single fault
R 2 AT T MORUS Sk 254y B 2 45 1

ENRKET | REBRAEAS | Wb KA Z 48! FEST R p
(00000000000400000000000000004000,
00400010400000000000000010000000,
ASJ = ey 00000000022000000000000002800000, p((4S°,4S5;) > 45°%) =27
00000000000400000400100000100008,
00040050000010000000004400000400)4
(02080100000000000000000080020000,
00000022080002000020002020000000,
ASJ 3 = ey 10000001010000404400800000000000, p((4S°,4S5;) —> AS*)=2""
08000900000900040a80040080020000,
00088000008022008002002012000880)4

(e101'0128'0128’
0128 128

(8101,0'%%,0'%,
0128 1128

33 XOWERERSH

T IR 18, B 145 20 5C T 028 AT 120 SR i N B0 DR 25 110 2 70 A 385 B b R I 1K) 222 0 e R 3 3 1 oK
W FLIE AN g 5T 25 R it B B O 1) 2% 4 A B0 ok . 1) 2 4 B W R 36 T X 4 T80 1) SELARLESY A 4 P 4B
AL 0BT, by AR PR 22 73 A 128 R A 3 X4 4% T DR ARG 500 SR 02% FR) i 1 P 1) S 15 2k BEIL e 471, 8t R 206 i T o 2
P AN X 7 LAk A

AL 3 25 4 BHIfEALR MORUS SEIEAT T 22 70 -IX 4 Bk, 45 1700 I 0 il &8 A X 2 L 9,
I SCHR[22] 10 2 73 - DX 73 MU BEAT T AR, R AR L3R 3.
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Fig.4 Differential path of the authenticated process in MORUS
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Table 4 Results of fault attack on the authenticated process
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