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Preservation of Implicit Privacy in Spatio-Temporal Data Publication
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(School of Information, Renmin University of China, Beijing 100872, China)

Abstract: In the emerging big data era, in addition to explicit publication of users’ locations on geo-social networks, positioning system
embedded in mobile phones implicitly records users’ locations. Although such implicitly collected spatiotemporal data play an important
role in a wide range of applications such as disease outbreak control and route recommendation for life science or smart city, they cause
new serious privacy issues when cross-referencing with the explicitly published data from users. Existing location privacy preservation
techniques fail to preserve the proposed implicit privacy because they ignore the cross-reference between implicitly and explicitly
spatiotemporal data. To tackle this issue, this work for the first time investigates and defines the implicit privacy and proposes the
discover and eliminate framework. In particular, this paper proposes prefix filtering based nest loop algorithm and frequent moving object
based algorithm to generate dummy data to preserve the proposed implicit privacy. Further, it constructs an improved reverse a priori
algorithm and graph based dummy data generation algorithm respectively to make the solution more practical. The results of extensive
experiments on real world datasets demonstrate the effectiveness and efficiency of the proposed methods.
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DU AR I ZUANRE ST MR ) 2 AN ARG R w K B O LRSS 1 DN E NI A AR SR
B BUMR 55 > THAEALAZ W 46 P Bl FARE 2 6wy 5 = BRI P SRIBGE K.

S kP AU T SR PR e o AR R AT A2 R A A AR B 6 A K T AR AR Tt T RS B % S I ) £
e o T AT 38 6 A B 44 AN RT R U200 PR AT T v LB AN T I i) Bt B2 43 e T e e B
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Fig.1 Examples for privacy preserving methods
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Re A AR T2 o B /N B B8 2 NP-hard 19 850 56 J5 A 48 SR I- T 9 B AL (R 4P E 242
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PEIEA B2 S ILIEI P SE S SPioesime= {ul(u,L,ty € J=loc,t=time?} .
H TR 7] A7 2, 7 R I A s R W A T X AR AN [ AT B A2 AE /b 22 5 Bl 5 T DU AN 2 8 e
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FOLRAP R AN BB Bk 32 Wb 23 T A5 500 B8 0 0 o5 A%, s A I 22 s R 45 0 i 1) I 22 o 380 e e 2 D T 0 2 T 4
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Table 1 Example for valid spatio-temporal point (7,>7+2¢)
T 1 AR FRB(T>T+2e)

Userid Location Timestamp Userid Location Timestamp
uy A T, Uy A T +&/2
usz B T] Uy B T1
uy C Tz us C TZ
U D T2 Uyg D Tz
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25 e 0 IR RSP A 22 A A e 0 O P TR (s B T D 8 P i 1 28 8 e K S s DR T (AR
LW NIV RAT B CPTE N 2 s Bk 2 I B B ) & AT LABCE AR K28,

EARE AL N T IR (eh) Ba Fh B /M 5 0 D0 F) I 23 2504l /e — > NP-hard i)

R 1. d/ MBI SUE BR IR (6.k) B AL 1) LR NP-hard 7] .

A« b T R /M EOHE SO R AR & B A4 1) NP-hard il i, 1T AT R UE B & B A4 e ) BLAE 22 0
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Fig.2 Implicit privacy preservation framework
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PF-NL 5035), i MA¢ k AL E R (50T S BN I 28 00 & S5 5 B0 B, 000 i 8 318 16 U7 v AE A28 oh b AT
Bk T 5, AT 48 (& ) B L ) T B P R

/R 1. i U N R TR (k) BEFAM AT 2% S A, 010 we 0 K/ kB AT DUME — SCBERS Bl 0 5 1 4 3 e 4%
MES N U=uu.. oy,

FATINE 2 T PR 1 (P NURIUE B, PR BT 1 B B 3RATTAT DU/ 1 I 2 s B T, B BB 23 KN
A ke I 2 SR A O IR AT n AN SN 1 IR S5, A KN b BN S SR AT DR R— AN B Ak
P A n (0, FLAEAS AR TR I I 25 S Ak & AR I 28 SR B 3500 HE 21 i BAT M — [ 08 Uy 5120,

IXFE, KN k(> 1) I 28 05 5 BT KN {1, =1 T 48 80 i, AT nl AR 1 H i) 6 AN 20 25
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2.  while true do

3 if violate(num)==1 then
4 R.add(num)

5. else
6

7

8

prefix=minyviolate(num[1...p])=0

endif
p = max num| p]< bound[ p]
p<prefix
9. if p<0
10. break
11.  endif

12.  num[pl=num(pl+1

13, num[p+1,.. .kl=[num[p]+1,..num[p]+kp+1]

14. endwhile

15. return R

TE5: PE-NL W 3RATT IR A2 RN A e (RN 25 s B i, FASE— 57 5655 B (1R 85 KA bound U4 R 7R (G
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AT~3 13 A7) AE A B, T FEAS 2 FEAN I 28 fU2E 75 2 55 (s, k) B FA N T B8 AT REAEFE AT (BB 6 17), I 7
PRI 2 AR A I I SRR AT B CGE 8 A7), AN e AR BT (1 IR 2 s I, B2 PR-NL Z5 3G 10 4T).

3.1.2  RAEREL

55 PE-NL F F T2 983 AR MO b s st A0 28 0 25 (1 I 28 s R A NI T 33 X (k) B RA TR I 225 i B
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76 RA B3 B 1 Jo b 2 A I 2% 0, R0 1 I (&, B RL B R 22 A N B ey HP s bl I 28 05 p — B Ay
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HELCE SAT). 1T RN R i+l RS 2R A6 07 AR A A T B 5 B RN IR R S0 B S A8 T
FRALK By 1) 4, 3R AT B 10 R R AR AN P A I 2 AR A AR B G 4 4T). R R AT I & 2 75 X (s k) B
b BRI 2 AR A R B /NS T 8 3 IR (k) B RL 1) I 28 s SR A (BB 6 47). 3 )i, violate K 16 2% SR & v & A
28 RV (RS B R R AR A SR A AR, FH IR [BI LK /N B RE 8K /N T IR B 2 RS R T (e ) BRI ui
(BB 6 47), M AL R/INA O I 28 )T AR 5 F AN n B8 R (e ) BRFA I zia, FEN ey R R BRCGE 8 4758 9 1T).

Bl AR LBRATE M AL SN 6 N 225 sl A 4L N 25 S5 RS H R (60 R 1
W 56, R Spy Bl Spy BALE — AN u={1,2},¢,={3,4,5,6} 4% T K, AT ) 5 ) BTG R R NN
2 BRI R I 25 AR B (43,4, {3,5),{3,6},{4,5},{4,6}....{5,6} } . LK I 7 [ (s, ) AFAR 4 Wi s A
u={{3,4},13,5},{4,6},15,6} 1.1 I 2= fUAE 4 (3,6}, (4,5 T AE & M B 3kt %, TRt AL 5 B AT I 28 AR B AN
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Scan database and form u; and ¢,
i=1, R=J
while (¢;#d and i<k)

w=argmin|c, [x[¢._,, |

hal o

W
Ci+1=CwXCiwt]
cim=leec|Vice fez, ez v}
u;1={eleec;i,violate(e)=1}

zi1={eleec;s,violate(e)=0}

¥ o =W

Cit1=Cit17Zi+1

10. endwhile

11. R=u L...Uuy

ELASHR H R, — SBOR UL, I 2% AR BB JA 7 A 56 O I 8 AR S B 2 (HAEG] 1 i = AR &
AR /INAZ DRI, 75 A 7T I 225 n AR 5 0 B 1 22 IXAE W L i W] T RA BA A R
3.2 HBRIER (sk)BRFARIRT 2 EiR

FEATT R BATIA GRS B B 1) 5 ¥ 58 11 B o 2 (e, ) R R 119 I 25 50l R i j, FRAT 1 - AN 28 T AN TR B S
FRE S (&,k) B ALY I 2 U 1) 5 T30 B )y 00 G A (BB S 0 7 96 R P L s O A v 500 2980 D R
R M 5 31 B 7k
3.2.1 BT HUER IR G B s N 5 ik

AN L B 1R S (&) B RL RTINS 25 U 15, — 1] S R BERL R4 T 925 2 R s P A8 A7 A 1 25 A IS
R IEA AR id RS X 3R 1 P p(0,2) B R M B AU REAT R 4P X RE TR IR H s 5 A5 3
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R A A ek, AT BEAN I 2 AN 0 BB S AR Bl R

F9): 3(frequent moving object, i FR FMO 52 JER T XA T A E R 2 F 7 78 B S0 i 7245 e e —
PE BT B 0 (), FRATT 1 56 4 B A0 HH I 10 WA AN 200 5 I e P A7 A el 9 O Lk R AT A A T
T REG P IMANIZ LR N L.

B3% 3. FMO ik

BN BAFRL T 3R (ek), 1 mUES D.

5 L AL (k) B RA 2 SRR AT il P
. P=g
CF={{uu} | ue {us,. .. u,} ,count(u)>min { count(u,),count(u,)} }
. for each (u,l,t)eD
P.add({u,l,t))
P.add({uy,l,t))
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