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Malware Detection Method Based on Active Learning

MAO Wei-Xuan, CAI Zhong-Min, TONG Li

(Key Laboratory for Intelligent and Network Security, Ministry of Education (Xi’an Jiaotong University), Xi’an 710049, China)

Abstract: Existing techniques of malware detection depend on observations of sufficient malware samples. However, only a few samples
can be obtained when a novel malware first appears in the World Wide Web, which brings challenges to detect novel malware and its
variants. This paper studies the anomaly and similarity of processes with respect to their access behaviors under data flow dependency
network, and defines estimated risk for malware detection. Furthermore, the study proposes a malware detection method based on active
learning by minimizing the estimated risk. This method achieves encouraging performance even with small samples, and is applicable to
defending against rapidly increasing novel malware. Experimental results on a real-world dataset, which consists of access behaviors of 8
340 benign and 7 257 malicious processes, demonstrate better performance of the presented method than traditional malware detection
method based on statistical classifier. Even with only 1% known samples, the new method achieves 5.55% error rate, which is 36.5% lower
than the error rate of traditional statistical classifier based method.

Key words: access behavior; malware detection; active learning; data flow dependency network
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Fig.2 Accuracy of malware detection with different similarity metrics and different learning rates
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Fig.3 Accuracy of malware detection with different initial training ratios
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Fig.4 False positive rate and true positive rate of malware detection with different initial training ratios
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Fig.5 Accuracy of malware detection based on knn and random forrests with different initial training ratios
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Fig.6 False positive rate and true postive rate of malware detection based on knn and random forrests

with different initial training ratios
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Fig.7 Accuracy of active learning with nearest neighbor classifier in each round
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Table 1 Classifier with the lowest average error rate and its average error rate with different initial training ratios
F 1 AR GREE LGN 1 S5 DA B I 0 73 28 i S B e e
LERlE S

F a2 20K il

1% 2% 5% 10% 20% 50%
1% knn-cn, 5.55%  knn-cn, 4.75%  knn-ada, 4.59%  knn-jac, 4.30% knn-jac, 3.64%  knn-jac, 3.10%
2% knn-cn, 5.70%  knn-cn, 4.75%  knn-cn, 4.56% knn-jac, 4.19% knn-jac, 3.36%  knn-jac, 2.80%
5% rf-cn, 7.06% knn-cn, 4.95%  knn-cn, 4.53%  knn-jac, 3.95% knn-jac, 2.92%  Kknn-jac, 0.91%
10% rf-cn, 7.16% knn-cn, 5.54%  knn-ada, 4.66% knn-jac, 3.78%  knn-jac, 2.90%  knn-jac, 0.94%
20% rf-cn, 7.10% knn-cn, 5.62%  knn-cn, 4.74% knn-jac, 3.90% knn-jac, 2.78%  knn-jac, 1.24%
30% rf-cn, 7.16% knn-cn, 5.68% knn-cn, 4.95% knn-jac, 3.96% knn-jac, 2.67%  knn-jac, 0.94%
40% rf-ada, 7.03% knn-cn, 5.77%  knn-cn, 4.97% knn-jac, 4.02%  knn-jac, 2.65%  knn-jac, 1.17%
F LAY 1% Baseline tf, 8.74% knn, 6.80% knn, 5.80% knn, 5.22% knn, 4.96% knn, 4.80%
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