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Abstract: The sensing layer of the Internet of things based on wireless sensor network requires intensive maintenance over the involved
nodes and beyond by the conventional whole-network and periodic model of cluster maintenance. It therefore results in some
shortcomings such as high cost of maintenance, heavy waste of energy, full service interruption, and delayed response to incident. This
paper proposes a new method, namely, local and on-demand maintenance of clusters (LDMC), to carry out the operations of maintenance
only in a restricted range of time and space which is decided by the damaged clusters. LDMC resolves issues such as when to start, which
type or who to be maintained by the triggers, pre-processing or different operations of maintenance. The presented scheme is helpful not
only to make critical decision on the timing of cluster update, but also to provide in-time response to the change of topology or route of
network with the disabled or new nodes. As a result, it allows to reduce the impact of incidents on the function of network, to improve the

stability of network, and to cut down the cost of maintenance. Comparison tests are performed on consumption of energy, transmission of
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data, balance of load and response to incident based on NS2 simulation platform, and the results suggest that the proposed method is able
to significantly reduce energy consumption in maintenance of clusters, to prolong the lifetime of network, and to increase the total amount
of the transferred data packets.

Key words: sensing layer of the Internet of things; maintenance of cluster; incident-driven; local; on-demand
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Table 3 Type of messages of local and integrated clustering
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AR S 155 S A 383 B PR 8 S 1 sl AR T i e 2 m N Bk e A Sk P 4 6L
o OB KT H AR N YN RN A R AT T R LA T REAE T A DR A ARG AR D A S A R R AR
RS ) 1 LUSE BT 1 B A7 it AR5 A5 R, AR RV B ) 9 A A 5 Y AR AR 5 2N K R a& D 2 LA S
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Fig.5 Count of radio distance of logged-off cluster
K5 RS E f A

© PERREERSMROT  httpy/ www. jos. org. cn



2028

Journal of Sofiware ¥ At %3k Vol.26, No.8, August 2015

Table 4 Type of messages of logged-off clusters
R4 EHRIE R

TR HERA kAR #Wos
H#%kE4 END_ADV_RES _CH BT R BrAET AL TR S D AT R 0 A S A

FoARRIESRY END_ADV_RES_MN FA K HE A5 B B M ABUE | FEEL A AT TR0, BoRE g B MR AR 1K 357 9 i R A

2.53 WK

SEH A 1K) O 5 T ST 8 79 B 8 S R A T O IE AR IB AT R 24 B

ARSI,

S T A I I N A% DAL, e A S [ A P R R B A S 4 I N Y 40 N B 2 4 i 1 RN IEAE
IBAT BB IN U AR AR HOIN NS K33 BE I B

{E LDMC J7 i, J5

JEUAEE Sk BE T A% Sl A LA PR L ML 5.

Table 5 Type of messages of renewed clusters

x5 HEHRHERM

18 S A R 26 0 (KR 2 A B I A i A B, DRI, 8 5% A e AN 2 53 90 JEL T

HERR RILFAR BT
UPDATE_JOIN_REQ P A% Sk 1) 30 A I TS R R IR 0T SR AL 7 B
UPDATE_ADV_SCH 1) 5 370l 5 T R I I A5 B D AREPR JRE B AR S 1IN By TR
SRR IR R K 6 iR,
JE %Sk BB A Bk P75
ik k
P R
i R PR W I sk
i K A7 B I F A S BN R A
Tl | |mEmaisk v Albpalicon
y PERSCHT BN R
AT IS v
i BRF R W B 53k 1) ¢ W 553k 11
IR BR A BC) 4 I B LT 4
fEv— IR B 3
) PR e
EEEROIEER - EEEROlIEEER
.
4hR

2.5.4 oY

Ko HUBrEITRE

Fig.6 Process of renewed clusters

BRI 22 A Y RO T A R B R i DA SO W 2% 0 e L e IR AR I 7 BoR. 4
e A E A 3 M EL K 6.
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Fig.7 Process of secure maintenance of clusters

W7 i hie

Table 6 Type of messages of secure maintenance of clusters

R6 wARGEYHERMY

MR R ko Eiiipa
SECURITY_ADV_CH BE ] 3R EE S R REN JURE R, B AL R A ID I
SECURITY_ADV_MN FURE K IR0 HE R AT | R BT R )“%f%‘?ﬁ,%k,)“%@’a\ﬂﬁﬁ% ID [#34 &
SECURITY_UP_MN I 5 Sk (1 LA B A F Sk A RIEAD P MR AT ID I R4 5k
2.6 FRIZITHER

FE 25 R A PE R0 e STVRAE AT T — 0 5 Sk R 28 11T, X 4% 41 0 45 #2815 1, BT R S TDMA R B =X T
LDMC ¥ $h 8 A SE 35 IR0, R 304 TDMA I EEHLE]L A SCT 10 TDMA 543 4 3840 TREE I B, 4
I 52 55 A 0155 T 50 R A5 ) 00 125 P S (2 (1 8 3 7). T B IF I ) T4 o A oy s 24 Ik I ) T A P 9 R PR AL R
B R 214 R A A IR T2 58 SR Bh A I ZE TR AN B IR 5 2k 492 A% pA) S A I P T R Y 1) 5 Sk A% i K dl
ELHE AN G R 2 AT A I, — AT AU B AR AN IR T S A, 2R P VT A R A AR Bl R P A I R
S T T R JRE 5% D00 T4 S ] 7 ) ) 5000 A i A0 S T 170 8% £ 2 45 500 £ i 81 Bl

LDMC 75 ¥ s B B L AT A A

(1) FTAT AR (R 0 A5 e X 3 8 AN [0 5 P gt A 25K AN S 57, ) 8 1 A4 408 7 1R it s 2 A5 58 4 Ui, 4 3L

—ANFEHEAT HE I, 55— A (0 B T A TIC 1 SRR R 3K S ) A A B (R R A A AR R B S S B
Y3 o LR w4 R i T A% A A [ B N RN 8 R A B I, CRE A B R 55 ELITK AT ).
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(2) T N R 23 ph R B R R S T A B R A B R, I B R T A 0 Y A T
RN S A B S Sk HB I S 5 9 P 15 S A S AR £ 5 SR B HE 2 AR 9 I 3

(3) 75 VA IEEA I T A T R T 5 Y, R IR B IR AT A SR A R IR AE — AN R BN 2 D e S I — A
KAl 0 0 1% B, R BT — A i /N I i/ IR T SRS PR KN R 58 S5 A S R A P A i
228 3 AN B 70 1493 T B RN K T I T AR e /0N IR, 7 B PR I A 4% T 38 20 FD
19 93 i B SRR /N T IS BT g /N IR, 5 IR B PR I gl A5 T 5 I B PR B /N I I MU
1) 7 T 50 Y 50 100 7 e ™00 2 i e A P TS 50, 35 A A A 1 s B2 P I B0, U A — A g
5 TS P — I B8, B A I TR P A 326 PR 0 B B e . ey 31 A P 9 R B R S R
A B DMz, LA O B 2 )R A S HEAT N RS

JRENBBL | 2 553

TR | YR | AR AT B | A5 D A I B

/

T RO L| 4 R B2 19 g Bt

Fig.8 TDMA structure of LDMC
K18 LDMC Jji%H) TDMA 45#y

3 REIRFREFRENEENERN

3.1 FETFaER
A SCAE NS2 HAR- 6N 7 H R % T iR 4 37 07 ik, UL IS K HL S AR i) I 2% 3847
3.1 PR
DN A SRS 1 AP 5 10O A TRt T R LA P U)K T A S O R .
Table 7 Setting of node’s parameters
xT1 WRESHRE

S ZH i ik

[L A -adhocRouting dsdv E I H

iR -lIType LL AR B
MAC JZ -macType 802 11 802.11MAC T )2 il
BB 1Y -ifqType PriQueue RN
BAF K B -ifqLen 50 PRSEH AT K E S 50
R HA -antType OmniAntenna ENEPNS?
AL gy i R -propType TwoRayGround AL &

LB -phyType WirelessPhy ToLkd s
[EREE Y] -channel Type WirelessChannel Tkt

312 MBKEE

P 6% 18 B 3y — A A7 B AT R T BT, R RE AL A A T R IR AR RO 20 A T RUR R A I AR 4T
R AL TS 5 B A KN A 500Bytes, sk AN 25Bytes, T 7 Ak HE R AR IR B 17] £ Sk R 36 B 1, MY
2437 95 W 1Mbps. 9 4% 2045 4t BN 0. 1s.
3.1.3 EfEEEEE

Sh T AR NS2 47 ELAN I IO J 1 3 V) A TR 2 OB, T EEAE NS2 A S IN# 315 £ (mobile node). MAC 1y
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WA TG AL B2 Channel. Applications ZE 13k SCHFH Tel 1 55 j, 19 R LB T BRI C++i 5 5 Bl AR i
DR AEAETRON Y S el

Fn 0 1) A% 1 2 Applications A # HH €0, 88 J5 K%k 4G Agent. Agent AT PSR IE i J2 FH I 4% J2 D) e s
Bt kK iX 4% CMUTrace.CMUTrace #4848 (0 M S8 1T 288 5 N trace SCHF, R 544 44E 08 & Connector.
Connector 1 ZH 045 26 25 B 6 )2 (LL); 280 — /N B 1] R 2B 38 J5, 803 B 1 LL &R 2445 Queue 25 v A B T S 2
VAT AL L T (WS B, Queue K LABA I EAT 474k 48 J5 ,Queue B HUHE (L85 H IAF1, RIX B MAC )2 T IRISAT
MAC 10380 35 26 B4 A4 0% 30 I 29 452 1 )2 0 &5 9 11 2 A B0 B b B A% S ee A5 5L A8 5 o 3L ik 2|
Channel. Channel #% DS 6, I AT FEBAR 38 15— A7 s A2l A5 B2 Q] 9 Joms.

Application

Implemented

in Tcl

Implemented
in C++

MAC Mobile node class

Network Int » Channel

Fig.9 Process of node’s communication
Ko Ay A e

B A 1 B B R S R 36 e R A T T B A A I, B, B A At Y SR Y 8 B RS K IR ) B AR
MAC JZ. ##)Z. Connector. CMUTrace fl Agent. Agent XIS 2 ) Bdi (03847 # 52, JF il 41 Application #
AR MEE.

32 RETHEERISSIN

32,1 RG4EH

LDMC J7¥:7E Application 2S5 md (42 i, G FE #2105 s AOB £t . Ab BRSO B« 4y AR 5
W L T SR T 0 AR A X e R Th RE A Tel 185 iS5, 0 BRI 44 SEIL T RE 4 5 I 2 A tel SO, 18
=AM EN B SO e AT TR L A5 R an b 10 .

wireless.tel SO 7 EL R GE i\ 1, H: T 22 T i A2 v 2% R 46 07 20, A0 95 B¢ B 1 f02 A 4 41 L i B AL ey
R BB AAE T IS I SR S B 47 T wamps.tel SO EE R R B S B AREER A HdEgih.
ST RE A7 R IR R LA R AR 2 (AR 22 A5 YA PRI T I Ak B AR A 2 s clusters.tel OB AL 7 SRR R
W JEAE S8 2 5 ) LDMC 4E 7 5.

LDMC Jy i) sz B4 tF T ns-locm.tel,event-listener.tcl,actions.tcl X 3 4N 3Cf:ns-locm.tel 3C A ST it A&
A T HL 56 G W R 2 30 ) 6 HP Wk R B I H sevent-listener.tel  SCAFAL & =2 il ML A BT 160 fld o O,
BEA s R U4 R B B T SR LA [ BR300 28 10 0 A vl A2 4% A1, 224 G i A B ok A A JEL VS N 1) =41 v sactions.
tel SCAFALE LDMC J7 3 i A7 S8 20 B ROk R 4.
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HURSSE YN event-listener.tcl | =S4 fiiil]
—{ clusters.tcl H ns-locm.tcl
ot
fiFEA

wireless.tc u
stats.tcl | FedEgeit

ns-bsapp.tel | FLuh L fE
—{ uamps.tcl }“‘H ns-ranode.tcl ‘
|

|
4‘{ ns-resource-manager‘tcl ‘
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Fig.10 Simulation structure of LDMC
10 LDMC J5 1/ L R G 45 H

322 ARV SO

event-listener.tcl SCAFSZBL A (0 T i F2. % SO LDMC J7 9% 1 BT fi ke PR 3R AT 2 SCRITC & ik % 5 i
REA LR WU A TARRAX 4 > E2 R 1.

Ml 5 25 AP A ik A 1 R bR 80 AT R AT W A ik A s DI0 56 AT AL 2 ik A IR (R L S
9,5 —Ar e A5 BOLSE AT S — AN B s by BT BB AR R AR B A U5 80 73 i ARSI L
LA EN_CH_L filAe U5 h 491, 265 i fish 5 Y58 R L AR S5y

set Q_EN 2 #1A ' BE I R ik R YR AR 5B 2
set EN CH L5 #H EN CH L
set Q EN CH L(0) Q EN #UE S 1 N
set Q EN_CH L(1) 1 HULE S 2 ML
set T EN_CH_L [expr 5*$frame_time ] HU B T )
set S EN CH L {1} #i%E T AR
Application/locm instproc checkEN_CH_L {} { AP S =R AT
global ns_opt node_ #7 global 2L &
$self instvar status_events pe Er #INER P B AL

$selfinstvar Q EN CH LT EN CH LS EN CH L
set ind [Isearch S EN_CH_L $status_]

if {$ind>0} { #AN TR T AL T 05 AR
set E [[$self getER] query] HARE 1 g &
set p [expr [expr $E-$pe ]/ST EN _CH L]
set pe_$E
set thresh [expr[expr $opt(u)+Sopt(d)*$p]*$Er ] #EE T
if {$E<S$thresh} { #fih 2 2% A 4
set events_[lappend events $EN _CH L] #IIAN TR
¥
}

© PERREERSMROT  httpy/ www. jos. org. cn



PO KR FMIEW RS BRI E R LR L5 F ik 2033

# I YA I 1] 2
$ns_ at [expr [$ns now]+$ T_EN_CH_L] “Sself checkEN_CH_L”
}
323 THALHLASEIL
ns-locm.tel SCAFSEBLIAL B R, 12 SCPF 32 BUET 0 S AR 38 10— ZR 41 o 20, S SRR 1 3% b e v DL S 2l e
5 R IR A 3 v Al i A S IR0 IR, A i oA U5 W I 5 A P R S, S TR Ak oA £ JEL AR R Ak Sl A 1 1)
e TUAL B R 40 1] 11 755, LDMC J7 32 H ik A 55 i) 12 25 A7 F) Tl S 1802 L3R 8.

eIl
R A

T Wtk
MR

Y

RN

e B 1F

EYE
AT IR )

Fig.11 Flow chart of pre-processing
K1 piab AL

Table 8 Setting of sources of trigger and actions

R8BI B E

il 2 5 4 B M S ) 4
TO_CH_NR ik
TO_MN_NR R/
TO _CH_NW IS
TO MN _NW B AR
EN_CH_L WHAR . R
SE_CH _MB LAY TR
SE_MN_MB AP, Bk
ST CH_NL WA BEHR
ST MN_NN BN

3.2.4  HEPEhEMSZ

actions.tcl SCAHFSEILYE BIME. — AN YES SIERRE — RIIBCR R B — B E FF 4R s B0 — AN Bl 1 2 o
B R B SEIE AR 1R 32 e, — i 1 284 (10 30 JE K R — A A 36 v ORI — AN 00 R B B VF T4 ek 20k T A B i
T2 8 T, ) g 2 478 B R AT 2 (3L M 6, T S W 10 6 28 ol 3 A 38 FBE R B0 8 i — AN BOR: BR80T AT, o B 1R G
N B BEAMOME £ I OB A T ) B VR R RE
3.2.5 TDMA i &R sz B0

LDMC 77348 ] TDMA 4 BENL ), H sz BACHS R
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#EAAN L IL I ) 5 B
set opt(slot_time) [expr[TxTime[expr $opt(sig_size)+Sopt(hdr_size)]]]
#TxTime B8 XL LL 1Mbps (113 5 A% 5 n bit Eodfs P 7 2200 I 9]
proc TXTime {numbytes} {
global opt
return [expr $Snumbytes*8/Sopt(bw)]
}
#ip /N RN BB
set opt(ss_slot_time) [expr $opt(slot_time)*$opt(spreading)]
HTC T 5
set opt(frame time)  [expr Sopt(ss_slot time) * Sopt(fl)]
/B LI HR 2% o I 1] ¢ 5L
IstRndDelay =Random::uniform(0,0.01);
I R B R N T
xmitTime =config .ssSlotTime *(clusterNodes_.size(-))+lstRndDelay _;
AR A F ) CDMA g, AH 7] 7% % T [7] — A CDMA 4 fish HEAT 2045 A4 4. 52 CDMA 4w 4 B R AR 1
wrr:
ZIRL S SNIIDEETIEE 4
set numCodesAvail[expr 2*$opt(spreading)—1]
#% & CDMA g
set ClusterCode[expr int(fmod($ind,$numCodesAvail))+1]

4 WX 5 ERED

WTFUL LT EREMECE, TR FEENIIRESCIL. GEEHFE. B L. PR g Fif b #ix 5 4
J7 A LDMC J7 32647 D Be IR0 4 5 vP AL
4.1 IfEESSIMAR

TEEA SR T, LDMC 5 V548 I 8 25 B8 1t 1 {1 3K 20 % 3k e 4, L A b K B A S 80wl e AR S 50
T 5 T I 24 (1) 735 B IR, G P 12 o,
H%1E 660s

Fig.12 Effect of lifetime of network on x and ¢
12 p AN RS W 48 A 375 I 18] F) 52 i

12 36 13 (1 B S8 A 22 ol o0 46 G50 e B0 (K S8 4, e PST T L, 25 10=0.4, =11 IF, I 286 77355 IS [R5 1, 33
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B 3B R LI (1 XD o) AT 0.58~0.66 2 [ 3, FE1T SCHR[LS]H $2 Hh 1) S AL it = B 280 p.,,i=0.644. 75 3 B
Ja i BB RHIX— 4 S 4

LDMC J7 2 [ 1% Sk 46 3 3y e 00 A FH £ Y 468 S 4000

o 1Y A4 A YE ] :200mx200m;

o IV ANHLE:400;

o JLu{7E:(100,100);

o RN IR T R B R A 50:15/400;

o HIUKAEYM:LEACH.

75 NAM N5 2 ¥ Sk e 4o B ] 13 7. B b 5 R TR YT s A Sk 1 R, B A 2 1 TR S5 (R AR A ).
Bl B JZ7E 29s B, 1-1 SRR SRR Re AR T B, HEAT B @ AR AV E S AR I B A ML B, 1-1 S5 AR5 1-2 K,
SEILT A 1 AR S e e R B, E T 2R B DK I Y ST T MR AR AE 1-1 SR 2-1 SR 3-1 SR S
[ — 28795 SO ST_MN_NN filUR Y il R 04T T SEF R M ah 16 145 1-2 575 2-1 SR 3-1 SRma st
ANETF 1-1 5K 2-1 SR 3-1 SRR C 21 31s B1f,2-1 SEFEAE N 2-2 5/K,2-1 SiEE 4-1 SHKEM
1-2 SRR AT AT T 5 2 ke |8l D Z&TE 42s I,3-1 SR N 3-2 54£,3-1 5iE5 5-1
SRR 12 SRR TR AR T ARSI T 28 3 KRk AR i A NAM IR (1) W 4518 4T 1 B2 v] LUE H, LDMC Jf
TETAR T A4 0 1 45 (¥ =) 38 Y8 R EAT 3 AR e T A 5 10 DR A T A 3 BT I8 4% ) R o T ), i
o A 52 53 M) DX 45k R 507 A S B0 o 8 A 4 R AN 6 ) g VR 2l

Fig.13 Local rotation of cluster head
Bl 13 JRi3as Bl A ) A Sk e 4t
42 fSEHFEMNK
# LDMC J5ik5 4 (1) LEACH LT o Le AT 1K N 45 31 55 S 4002
A5 2543 A ¥ F : 100mx 100m;
o I RUHEE:100;
o JLui{7 E:(50,150);
o RN I T R B R 2 4:15/100;
o HIUKAEYM:LEACH.
53 TN A B R T R R P90 48 A7 3T I T B8 AT 0, 75 B R 0T B 4 SR 1) 14 F0 &1 15 .
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Fig.14 Comparison of expensed-energy in network
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Fig.15 Comparison of lifetime of network

Kl 15

W 5% A7 355 I ] %o B

F1 &l 14 7T %1,LDMC J5 ¥ b LEACH 532 fig 2 V1 #E TE 4 5, HL Rl 25 I (8] A 384 0, LDMC 7 ¥ 1) R 1 W FE i 28
JHEARAR LEACH —FEW] N, 70 45 58 B 5t B LIS LDMC 77723 T 32 455 1) 0 288 A7 355 I B) R s 5 1l 18] 15 AT 461,
5T LEACH HIEM ML AEEE 400s B 47 H IR B8 5 FE 10 0 T2 719 50 JEAN W 4% [0 A7 3 BF ) K 52571 2% T
LDMC 7ML ES 600s B A H BB T i, 2 AN I 28 [ A7 05 B A IE 3] 665, 3EK: T 4 26.7%. 7] W.,LDMC

JiEWI SRR T LR 1) BE BT FE, REWE AT S0 1 W0 45 1) 74 iy 4 341,

4.3 FFEH MK

B A i DNk B P 5 i Y R SR [ ) 9 248 2 0, AR &5 SR 1) 16 B i 16 W] 411, LDMC J5ikp
FEh LU B EHE L 65 928 AN; T 3E T LEACH 57923 (1) L b U B i B 0 B B0k 52 374 4S80 0 T 24 25.9%. [8) i
B REF I, LDMC J7 V2 508 A% i 58 e H AR 5, IX R WA FE T LDMC J7 32 1) X 48 1 5000 VAL 42 ik ) B o,

4.4 HaFFEMIR
LDMC J7 738 3k 45 S5 55 N 5315 05 B50Si BIGT 19 28 S A 28 17 97 1), DA S U8 9% B 48 1 1l 42 04 b S p A
B 2 50 A P A% du 1 AR IS (R 1 9 26 2 40,15 B [R) 2 B0 1 48 R IR A 45, L 9.

Table 9 Number of clusters in network under different p and 4

RO AR p FIAT R HI %A
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Fig.16 Number of received data packets of basestation

K16 kbl i Bl s 2

I P

0.05 0.1 0.15 0.2 0.25
1.1 9.56[4,16] 7.42[4,11] 5.80[2,9] 4.11[2,8] 2.92[1,6]
13 9.39[4,16] 7.12[4,10] 5.31[2,8] 3.60[2,6] 2.62[1,6]
1.5 9.20[4,16] 6.77[3,10] 4.88[2,7] 3.38[1,6] 2.41[1,6]
1.7 8.98[4,15] 6.40[3,9] 4.53[2,6] 3.13[1,6] 2.28[1,5]
1.9 8.81[4,14] 6.14[3,9] 4.26[2,6] 2.99[1,6] 2.19[1,5]
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2 R Bt A RS SO B [ RN B KRNI i 36 9 AT LR H, 24 p FAR S /N I B 0 71 e 2 1)
FR BB IE 53T, 0 L W R 2 B SR AR BEAT AR A7 ISR 23 1l 22 A A0 AT A5 M9 28 A ZE IR B0 2 BB BUK
2 p FOAEBIR KIS, 0171 RV A I AR S v 0, 005 i N B LAt A, 1l 03 1 R 22 R AR TR EAT R 4 4 IR AN
o B2 AR AT P 45 v R AN B D Bk Bh .
IR 2% 1 B 28 DR 0 A 381 187 X1 F (load balance factor, [ #% LBF) R4 IA, d /% 3k (1) £ 3% 3= SR v+ I %
VAR B3 AN B TR AT LBF 5 A A5 P G0 15 e 007 22 80 4, R
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Fig.17 Comparison of LBF
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Fig.18 Response of LDMC on invalid cluster head Fig.19 Response of LDMC on new node
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Fig.20 Response of LDMC on malicious nodes
Bl 20 LDMC JyiZond 38 1 sl ) w2
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5 3-1 S A,

19 7, A T AR INNATRIFESE M. I B R AEEE 20s I 3 A3 Al B AIAR G54 1 C AEE
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