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Abstract: Debugging, performance tuning, and trustworthy evolution are big challenges for the ultra large
distributed software system. Aiming at these challenges, a monitoring enabled distributed software construction
method is proposed, by which a user can understand the software system better. Based on publish/subscribe model,
a runtime architecture is given, which separates the business logic and monitoring logic. Based on AOP, monitoring
enabled software construction tools are designed which can reduce the production cost of the monitoring software
and enhance the maintainability of the code. Based on the runtime framework, a dynamic customizable deployment
method on monitoring system is proposed. Monitoring enabled distributed software construction method can reduce
the tanglement of function logic and non-function logic at system development, which reduces the cost of code
maintenance; It can ensure loose coupling between monitoring system and monitored object at deployment; Besides,
It collects runtime information from multi-part of the system and gather them together on demand, which makes
programmer and system operator able to understand system behavior as comprehensively as possible, and affect the
business running as little as possible.

Key words:  monitoring; distributed software system; software construction; trusted software
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Fig.1 Monitoring enabled distributed software runtime framework MERF
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RADIE I, K MPL 4 1%k Aspect AURD, A H AOP 4 2 4% ok s 7 AR S A N L AL FRSRAR 40 1 2 o,

58, TF R N BRI 75 2, R B (0 MR S BRI S e S AR YR AL 2R 5 MPL g A S B0 S 4 PR A 2
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MPL % 13 5 42 2 19 1 H () 32 41 e 0, o/ AT 0 32 2 AR AOP 2 ZU8% SR T BLA i g4 1
Q
<)
% MPL
Monitoring compiler Monitoring AOP

- W

probes
(MPL code)

aspect code

weaver
Target
system

Fig.2 MPL processing flow
/2 MPL AbFRiFE

MPL WS F 4R SCE(MPL) T 1 45802 4 MPL 3 AU (MPLO)ZLRR, 554 MPLo AL 75 T M F K 70 My, Mo %
M S 1 AR A I BIE Mo MPL g 3 42 F (1 BEAC SEARURE 308 3 A AT WA 45548 ) ) BT i B A R M P8 28R L 4
JeE DL A W e ok NI B 2 Aspect AUHS R )N 55 (pointeut) A 411 (advice) 25, S B W 22 75 3k 21 77 1 A 65 ) ke
GBS 2 R 9 JRIET AspectI! Oy py M 45 I AN R 45 00 B R Mk B VI TG Ll A O o LA Ak )
YETRI RS

HRAFE A SF MPL i 19 28 2t P 5500200

B34 1. MPL 40 5%

it N\ :MPL i3 1) W 45 R B SO

%t - Aspect 1CHY.
1. get the input MPLy;
2. parse the first MPLg;
3. do
4 get M; and Mg;
5 get the first My;
5. do
6 lookup the mapping table, get the Kp,, K; and Ay;
7 generate the pointcut by using M, and K;
8 turn A, into corresponding programming language code;
9

generate the aspect code, add to the aspect file;
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10

11.
12.

get the next M,
while (not the end of the MPL,)
parse the next MPLg;

13. while (not the end of MPLy)

BT IR PRSI, MPL g % 2% 4w 7 MPL 384 A4E K Aspect 1015 78 HEAT 9 2 I, AOP 4 £ 3% S i filt i PN i
3k 2 A HROTE B AR R b SO B A N B OB I A LA R A R R T R L RIS T Retg s
AT I R IR R O IEAT IE & 70 A IR R T 18 38 P B T A G A I W 38 A 1 i AT R M AR E S #E T
HIR[K) AOP G2 3, ikl %t C++1¥) AspectCH"EL L &%t Java 119 AspectI! V4% MR T ZERATT AT LAE P A [ (1)
AOP L H K 58 i 4 I g AR i 7.

23 %

3R EFEHAE AR Java BRI UML KL K 3 B AR P A 45 2 PR B main, AN 2R
28 Producer fil Consumer. /5. Message LA K3 B PAFIZE Queue. A2 /=35 2k 2 Producer 4E /™= Message X %
N 2] Queue H ;¥ B £ FETH 2% Queue ) Message X % ;Queue H )48 i count K 7R 241 Queue H' Message
X4 4 5 Message 1 I % setContent 1 & 7 B 2.

Producer
&l queue: Queue

@Producer()
Srun()
Queue Message
Thread Bqueue: List(Message) Bicontent: String
%count: Integer =
setContent()
@produce()
9 nten
Bconsume() getContent()
Consumer /

Q?queue: Queue

FConsumer()
Hrun()

Fig.3 UML of example program
K3 oRBIREF K UML 2K

B3 U0 B 3 BT R B W4 75 SR A 45 S M Producer A1 Consumer £ FE . Message ) setContent /7% . Queue
RIAZ & count LLARE P84T NI o5 HI I 2R G2 9t U, He MPL $ifiik L% 1.

Table 1 Monitoring requirements using MRL

F 1 A MRL i 55 R0A 0 #2705 5K

//Thread monitoring requirements

Monitor_Thread(“Producer”,CREATE_TIME|START _TIME|END_TIME);

Monitor_Thread(“Consumer”,CREATE_TIME|START _TIME|END_TIME);

//Function monitoring requirements

Monitor_Function(“Message.setContent(String)”,ENTER_TIME|PARAMETER|THREAD_CONTEXT);

//Variable monitoring requirements

Monitor_Variable(“Queue.count”,CHANGE_TIME|BEFORE_CHANGE_VALUE|AFTER_CHANGE_VALUE|
THREAD_CONTEXT|FUNCTION_CONTEXT);

//Resource monitoring requirements

Monitor Resource(CPU_TIME|MEM USAGE|START TIME|HANDLE COUNTI|NET CONNECTION);

thy 238 A ) A2 1T 3 FAR G R 5 T8 0% B R AN IR (9 78 5 MPL 2 P 4% 7 25 AN 7] £ Aspect AR, P4 X
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RE[¥) AOP g ZR 25 UEAT 2R3 2 /2 AR 4 MPL Zw B A XS 36 1 7 1 MR 45 75 SR 4 16 5 AR J ) Aspectd AR ATE 4.

Table 2 Compiled result of monitoring requirements

£ HIEEEEER

public aspect Aspect {
pointcut producerCreateTime(): within(Producer) && execution(new(...));
pointcut producerRun(): execution(void Producer.run());
pointcut consumerCreateTime(): within(Consumer) && execution(new(...));
pointcut consumerRun(): execution(void Consumer.run());
pointcut queueSizeChange(): set(int Queue.count);
pointcut methodCall(): call(void Message.setContent(String));
pointcut process(): execution(void Test.main(...));

before(): process(){
//start a threaf to detect system resource usage and send information to the monitor service

}

before(String msg): methodCall() && args(msg){

//record the time while starting to call “Message.setContent()”, get the parameter of it,
//acquire the thread context, and send these information to the monitor service

before(): producerCreateTime(){
//record the time when a Producer thread be created and
//send these information to the monitor service

before(): consumerCreateTime(){...}

before(): producerRun(){

//record the time while starting to run a Producer thread and
//send these information to the monitor service

}

before(): consumerRun(){...}

after(): producerRun(){

//record the time when a Producer thread stopped and
//send these information to the monitor service

after(): consumerRun(){...}

before(): queueSizeChange(){

//record the value of “Queue.count” before change, acquire the thread and function context
//and send these information to the monitor service

after(): queueSizeChange() {
//record the time when “Queue.count” be changed and
//record the value after change, send these information to the monitor service

¥
}

EFXF Java/CH+1E 5 A 020 M SEBR T A 3 3R 85 BlackBoxJ Al BlackBoxC++. A1 12 % #iL A F 32 JT & 34
5% (Eclipse Al Visual Studio)J3 Ji&.

3 ERERTREE

MERF [f) 52 AL 0 4500« TIC B ¢ 3R LA SR G B B¢, Ik LB 2 00 T RERE 5 X R SR 1K 3 Wi R vl /N H A 42
RN RGBS ATAT A AT fe A 1] (0 ER AR R 2 S AT DN O <4 2 | B AS O, B N T ) SR A
B — U S 2 50 BRI AT I FRARAE 75 0 S AN IR AT S ST R, S REEAT TR T RE/D.

3.1 EEBEEWH
BN RV L IRE . Agent. P/S RS DL S Fl 545 B AL BE B T I3
(1) PRENFE AE M I8 NV 55 2 G0 I 76 2 PR I B, R 50 A N 2 M 4 6 G b TR O R AR R 4 R e i) — 38
Iy AT
(2) Agent 28 Agent I ELE AT NI RE I RE— N B E TR
(A)  FR S 0 S, sl A 13 i Bl R 45 0 B R R 2 1 A,
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(B) AR W 75 SR % R B M B IRES AR B AR AT B W P/S RS
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32 BMEXAR
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KA A, Agent ¥ B 2505 BV B P/S IRss N ML ZEAC . Agent FI P/S IR 45 Z I KR

(4) WFEfE BALFR 0T I MR AR R AR BRI TC A B (P/S RS hi .

3.3 HMEEEKRMK

FEIBAT Iy ) 25 16 48 M #2000 G, 17 TR RS R 7 ) Jeg -
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THI >R 43 A7 K e L 169 B P AR T B T I R 45 oh 25 A A SIS 2 e, L 8 A0 T 3, oo I sl i M s B A S B i
S, G B R A W A SRR B R W A AR SCHIF S R S B 75 SR 2 R UR TR R 48, LA DA Z2 49 5 BT 9 R AR
AT SEH 50 UE H AT AR

4 2 ARG E R BB Bt UF, 2 RS H A TAN(>200) 8 B i, A IR IS 5 F IR 9% 2H A
For,SD R 45 44 A8 BRI B U] P H s, RV 5 HAB R ) SD IS5 A8 FL B 4 F 4 H s AN b i Al
45 B oK T AT S A A 1 SR (T AR (19 38 7R R (username, data)) 48 — A 4 SA HR%5,SA R %5 1 38X 5L
HEEAT 23 R FOb (45 R T il % 2% 75k (glabalusername, targetSHM, data)), 42 48 45 SHM IR 2% 3E 47 44 4. SHM I
25 T} BdE HEAT 3k — 20 Ab PR (&5 S T % R R b (targetip, data)), S AR R AC 45 STR A& 4, STR [AIIN 61 57 B s 4%
G R P R R, T SA I AT BLHE 1 A O IA Bk 0 R IX SR AL R AR B STR(localSTR). H A%
STR(targetSTR). H ¥k SHM(targetSHM). H 4% SA(targetSA) LA & f5 4 1] /7 (targetUser). STR. TR 5 52 i 22 45 #1
W4 2R A4 B 20 L 0 R AL W 4y FL bR STR; H A% STR #EAT TE 45 #4 50 #E I Bas 4250 4 bR SHML [R] I 45 U5
SHM & 1% M. H #% SHM X} 25 43 47 J5 828 45 T A5 38 1 SA, TR R i [l b, H Ax SA ¥ B 5 m3RAs 48
117 /5 75 232 [T, AN T 56 8 — R BCHRE A i, O S5 I A A% o R 1) P ER R A — AN B BRI P AT BEAFE 2> SA,
SHM F1 STR,H 2 —#HA 1 4> SD.
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4 RGHEMIE

15 Bk oA A R Gerh AN EIP K SA,SD,SHM Rl STR #I R T — MM 58 81 /N R 48, e AT 1.2 1)

(19 A2 Xk A 7 B I 1K) 5% i 5/ R b A B 8 M A AR e I AR B A A BRI S A P/S RS A T

A BE A TT, ASEELNS /N 2 G 00 4 IR B, AN [R) 7 B2 )3 5 SD A STR SR AR T — AN KRS, LA 4 R4

[ I P28 — A~ P/S g5 Rt T M 42 A R A BE AR e, LA SIE BT 4 28 48 A M4 0 B S 4 B PR M 4 £ 5 b B P
TG R LUKE W 2 25 AR 4 R G P/S g (s IR, W I 5 o,

j Domain

P/S service
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processing unit
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Fig.5 Monitoring information processing unit

5 BERGHEUK

X4 Tl S5 A BOA T A RE P A I R 2 LI S RE AN R R Y R T LS X S BT R
FIZAG Dy REARRL AN #2 A QRS 21 45 (tangling) LA S AN T4 QAL 2 7 45 i) il

3 RXX 4 N AU I G S DL R R T AR B R R T g S S A AT, DA
AR RE 0T T 5 IR IR HS AT IR 2 50, B AR AT (AR AT 8 5 b B v 45 SRR W)X 28 - T4 5 (1 AR
P2y i 7 L4 S5 ACR 9 11.01%, 1 HOK 20 A 6E BA AL 2h €, e WA S R B R il 1 T 78
FEAS AT AP T 040 5 10 SO AN RO LR B AR BT 20 A (K SCAEAS 3 W) AR B, 4 5 KRBT A QRS 2 A 7E 1Y
32.64% 9 SCAF R IX S T M 4 AR R A7 £ 5 e 21 45 BE AN T 3R e
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Table 3  Statistics about monitoring code
F* 3 IEAEgt

Total written  Total written lines of  Percent Num of Num of files with  Percent

Software

lines of code monitor code (%) files monitor code (%)

SD service 23 677 2631 11.11 43 21 48.83
STR service 53384 5976 11.19 114 30 26.32
SHM service 50394 4105 8.15 62 24 38.7
SA service 23 143 3873 16.74 69 19 27.54
— 150 598 16 585 11.01 288 94 32.64

4.1 HEPEERFNATLER 1% T 89

8 HIAS S TR0 R G b AT BSOS 5 43 B4 4 BB 0T b T oS0 m R S50 JR B M 2 AR ) e kA L.

AR R R A XA T SOE R C++ T A S R A AU AT, DL s 5 8 MPL T T4 5 1
TREHRIEAT, 38 SCHLLT-AR A 0 D RE. 7T LA 21,0 58 A 7] B g, v 3 P i 2 5 RO AR AT B e 2 a2 (1
VI3 R BT 5 A 1) 3.71%).

N T BRI LEE AR 4 XELES T BSOS AR BT R AR AR 5 S R AR 2 A i D, B B e 4R
B AR AE U5 SCAT rh B 23 A 1 0. 7T LA 3, 250 I AR T ARRS 6 P e — AN SIS SCPF i AN 1A A 20 S5 15 0L,
B ST 7 143 ) BRAR T A Y AR LA X B ACRS 2 % J5 3 A B T 2 A SO AR X SE 0 A4 3 T
58 B AN 2 B8 v voF 3 B GRS AR ). IS B 1) B 428 BE D0 KA T80 e B R AR O (S 58 R R R AL
TR AR R A SR R A

Table 4 Statistics about monitoring code in modified software

x4 BoUsEAET RIS ST

Total written lines of ~ Total written lines of Num of files with Num of files with

Software monitor code in monitor code in Percent (%) monitor code in monitor code in

original system modified system original system modified system
SD service 2631 51 1.94 21 1
STR service 5976 204 3.41 30 1
SHM service 4105 138 3.36 24 1
SA service 3873 223 5.76 19 1
= 16 585 616 3.71 94 1

1513 A H A AT e v B 75% 0™ E R R th R R RS AT RS B DL R R RS
BT 3 13X 26 47 S5 AR A 7 W R 0, AR A A S 56 L MR P AR AR 1K 3 SR A5 R A A AT R ) AR
P02 00T T2 W B ) ] A, pl T HE TRUEA 1) 5 R RS, M 2 0 A R BT et Y R S A A il
42 BEBITYEAEASH

M — 8 2 R AR B AT, U IR AR IS AT AE A6 AR I AT AU I 52 W R BLAE 2 R LA J T (3G o ()
R B HE B A4 WindowsXP,CPU:Intel®Core™2Duo CPUT8300@2.40GHz,1.0GB RAM, Intel®82566MM,Gigabit
Network Connection [fJECE F4):

(1) 7EARMLETE . bR ORI AR 5 AR A I, £ 70 Ze P A0 3 bR BB bR 50N 1R 0 A RN R 2 A b 38
AT I R 8 — 0 R IRBOIRES I FF 8, — 38 40 RIS B4 P 48 4% i B R AT /3T 15 I 45 I () 8 7R 384T F
G BTG O R IX SERRES T FE 14 B[R] B A% 2 6, DR A 25 SO S R I v B S R

DR SR BR FOS AR A R BRET T4 W3R 5,58 1 A7 R N IR AT B R B0 17 1 10,58 2 17 WA RN A O BR 5
AT INFA) 23 5 DA 10 20 (B — 2 AR I — P3P (R SR A AT ), DU A 1) BRI 48 8 28.38ms.

IR IR I 2 PR A I TRET FFAS W3R 6,58 1 AT A N TRED J5 28 R M 1 bR 20 (W I AT B 0], 36 2 AT R A AR
el I 2 5 A 3 bR B TR OB AT IR IR A3 B AR 10 4 (g — L AR R — YR 1 (6 SIS AT, W A3 1 BN R A
10.29ms.
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Table 5 Function monitoring time
Fz5 WERBTIITH
Test number 1 2 3 4 5 6 7 8 9 10 AVG
Time (ms) With 1 630 31 613,18 622.35 60070 614.10 618.75 60699 S591.19 62236 599.92 | 611.99

monitoring

Time (ms) without | 550 o) 59568 57553 577.52 593.97 S581.80 S591.83 58247 578.47 598.99 | 583.61
monitoring
Time (ms) Time with monitoring-time without monitoring 28.38

Table 6 Thread monitoring time
F6 LAY
Test number 1 2 3 4 5 6 7 8 9 10 AVG
Time (ms) with monitoring 1092 10.65 9.57 1093 11.05 10.61 10.75 9.86 11.44 11.00 | 10.68
Time (ms) without monitoring 0.41 0.34 0.33 0.33 0.48 0.39 0.33 0.47 0.44 0.40 0.39
Time (ms) Time with monitoring-time without monitoring 10.29

(2) — Bl & A IR 0 SR 2 RN IR B 22 3 AT I 1 B0 T 5 0l BOK A e 4% IR e e R A
EHIZAT I i) kN, B B0 IEAT TR T ok 38 AT I T6D Py B A5 A A8, B R 0T R 0 S5t W IS AT — WA ) g
Xof S K M A T S PR N ) Ay, DU AR M A 1 100, M 2 el R BRI RS T4 171 43 LE R

(M/(t+m))x100%.
t BN BN TR (4 1 20 BB R AR LD IR AR 1 AN IR 51 m=28.38,t'=583.61,(m/(t+m))x 100%=4.64%; 7. 5
2 AR 51, m=10.29,t'=0.39,(m/(t+m))x 100%=96.35%.

(3) TREF R A5 BT A4y KA /T T ik 55 3K 78 23 AL BT DLAE AN A (i A0 BE 4% L 58 1, HLAL B2 48 A1
BAF RIS AT 8 B B RN, T LLIX 8 20 b B 25 2y SR BUAN 7 & JF B (1) n, 75 250 R — & & I ok 55
B (AN 2 TP T e 1 AR K 1S AT A5 SRAA T 4H.

T AT P AR IS AT I R4, R DR S B b o A 0 Uy 2K AV oG P SRR DL BRI R O
ZERINABAT AR A ) DA I e A G AT I AN AR AT Ay 9t M 428 2 £ B 4 ) SR 1P

T T e P ) M T 3R DLBCR U 24 TG B SRS AE AT E 1 4 ANk JE I F i oKk 138 4T N A4k
THE AT DL IAE 10%BL A 0 R 2 A ARIB AT AN 2 3 L .

5 #HEXIIELLR

MAEH] E ke, I 45 2 22 IR CRIE A R GE P IR0 R T A5 A P AN D7 T

FE4 b M 4% 2 B F AR 5 ) LE A P DR IE 7 T 0 T S92 B 4 30 AT 0, 28 T S 20k R 24 3 T A7 A 1)
IEAfPE, X R 44 MaC(monitoring and checking) [H 7] ¥ %% 4 #2 (monitoring-oriented programming, fiij #
MOP). #ZX ¥+t (design by contract, i Fk DBC)%% MaCl> Uk i AL 1) 75 5K ML 20 3 1 32 4T I %6 B ARFE
HEAT W ALRURS 75, DL IR R e AT (0 TE 1 v MOPL S PIEAR T — AT FIAE 42 Kt 22 2 1 5 =R FEL B QAR B2 7 3R
7R, A AR R (R0 o 7 P S 02 B 56 UE IR A A8 5 19 75 3R . DBCY 'O R JF R B A R R N I
FONRBORH IR S ER AR A AL ST e A R s e R ENH TR AR R
NI A T R LR

BEE KA A RS R e UM RGN Z N I O X B R G PR, AP DL A T A
BT B, WA A it o A 35 T S R A A AN T /D fg BTk B it X-Tracel 7VRT Pipl s S il W 4 % o A ok
2R GEHEAT PRI R A0 1) 8 I A SC IR E AR T X m e 2,

MNSEIR 7 2 bR R, TRAT TR 42 23 b P 2 Y R R AR Bl

P S B A RS A AR XM A U, RSB AT . IR A 2 90 8 1 R Gs AT 10 [R) i R AT R 4, 1A
8 1) [ I AT A 25, A RS A TR e, R e A ] LAk S AT, 75 W 37 R 10 R GIa AT AT Wb HE bR X 3 AR 7
AT I TA) b2 SR AT IR, TR 808 5 ) b2 — R ), 25 8 bt [0 13 Tl 5 1) 1R B Ak S X6 3R R 38 AT e 1) %
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R 25 SRR B 2 e R 2R 3 A1 3R R 0K T 3 o 45 ) 1 e 5t AR I ik — 2 6 A U R S AT AR
AR 24 ) (5 B — /NS AT 1 SR A R B SRR K e 2 B & (0 S5 0 R Gk e v 5
P AT B K AT A28 AT IR 25 1R I 4 SE RS T RGNS AT ; = & 1K P 45 M 1R A £ 32 48 0 A2 46 I R il
WU TE (), 08 AT I 2 RIS AT AR 46 58 1, 1X 0 B A B A AR AE 10 0 A R R SR UEJL TR AT Re . BRI,
X &4t 2 AR AR T X R G sl /N AR 04 49 A1 SR 2R 0 v i L 25 2502 N P A 3 1) R 40 55 B R 16 vl
ALK AT BTE ) R R . MaC,MOP FlI DBC ¥JJ& T Ak xU.MaC FI MOP 1] LIl 37 Tk 5% AARS R IA A A
2 AE 5 R 6k 45 2 AR AR (9 T P48t/ ;DB C W77 22 F AR YRR 7 rp o4l ARG £ 328 48, TR 0 2 48 1) Mk 2538
RIGFHEK.

PR EFARR A 5725 7 R AEX R N, RGEEAT . WS 2302 43 88 1A AE A8 AT IN ) b2 IR AT 110,355
2 ) bR A3 A1 1,8 R R S A IR X ey 2 i RO A AT IR S T AT, M DA S A B T R G AR X e
FXT RGP RE AN AT SEVE T4 /0, 1847« R &R0 B FLAR M7, T 4 e P i, B ABOE A T R AR (1) 40 A SR R 4.

X-Trace & — AN 0 73 A1 SRR )P HEAT B AR BRER 1P & 8 8 38 JRU SR 7E 224N ) 48 R0 1 4% 23 1 i A2k
Xof 43 A 2N H AT IR . X-Trace 75 BE M5 2 AH 26 1 B S S D0 sl W) 4% 8 4%, O Tl i APT 1) 7 38 e 7 46 B F A
J AN R B ) R bt X YA T ) R e 5 K, 38 8 AR AL X A v X -Trace T8 78 % J2 P 50T B (491 4 TP AT
TCP A 3E T HTTP Ppis k) i A\ 030 S BN 8 472 1) B S BR R, IR e 45 70— B FR S By SR N vk i TR R (L
AR S0 45 LR I R T 15%) PAT ERAR AR . V0 ZRRE 543 B W RV 25 18 4R R 18 AT 02 40 35 11,
DRI i 3L T A Bl 2 i —Fh . X-Trace B H b i i 3 i 5 S AT B% A2 SR 0T 20 A U R e dh AT K, i T4 API
WAV A — 8 TN T AH S AR R BRI A — 5 1 M5 450l 4538 5 AH JC M X -Trace AT DLES S8 AT AT B A2 1K1
SRR TR, R 5 A1 3 2 56 00 SRR e

Pip 454 T W1 ERER AT IH B ARS A SR R Ir A1i SR R W 2548 Bug AR BRIAN.Pip 8T W F AT B8 AR 3R
PR BRA 1 ZLSAT g 000 5 P R AT LR Pip A 75 B 308 5 SR OA R R A 450 L BEUE DA B ) Vi FE
ISR, DR X 45 28 A AR TP /N, T Mk 4538 8 W 2 O T S PE R iR 7E Pip P LS RAHIBAT . AT AR R
DL BCAT JJy 20 RO £ 2 A 23 8 1), TR Gt 18 B 1 — P, ) A1 30 R 496 1) S R0, 3 B A L /)

Pinpoint 3 146 5N FH 149 &8 J2 38 4T I P B 8 (461 Qa1 J2EE JIR 25 ) A 3R R FH 375 s R 2 e £ S, K T 3 Bk e
P R 44 [ AH S VE {5 B, Pinpoint /N 75 A& MO A, DR M B FH AR A5 TG 5% 1,350 28 I Sl 45 R8T/ B X
T SR MR X 85 59 . 3 6 Pinpoint AN B SR I 4341 2R 48,30 S5 50 45 R B 12k BR 1 S /T 10%.

B 2 51 6 S B LA KRG BURL IR 32 I8 366 - R U LT 17 P 36 A7 W 92 i by — b 22 1 7 B ) 4R 0
A7 N, B AR R UL AT, BRIl I R BT AT DL 4 SRR B AT AT O AR B R LR U
g W5 — AN B AT, B A A R R ST PR AN AT A AT SR 7 AR BE R 5 . TC A Ab
BV 3 T R BT A M SR SR R AL R BIAT TS, 0 B AN AT SR P R O T R B R A LT
DAXHARHE VA T8, 30 B A AR A (2 1 M 428 Y b 55 38 4 T ) 12k

ARSCHTR AN MERF A1 B8 20 5 00 18 (0 02 0 R ) 50 R0 A B3 SR 4t I 9 R 48 (0 7 VA AN it 55 OV R4 A
EE AT P A S 35 X S — S X5 2 M 42 P 5 () T 5 )7 X - Trace, Pip Al Pinpoint W% 047 % 4%2,DBC L H %% R
FIAMERF WU H] DL A7 Pl W 42 2 (4 85 R PO AT 76 28 R 9 95 ¥ 6, P B T UAR A AN [7] (1) 75 22 5 il s 2
55— B W A B A B ) n) s M MERF AR a2 SR FH (V0 1 428 475 AT 2 A A 38 1) L A B (49 2 35
T AT BAT), R G T DU 75 22 i W 45 B AL B e IRl I MERF 71 1 & il vk B B R, E0) T o0y
ORI B 3 R (M 4 - RN Ak R, D B TR ORI T A AR (R S TS PR T T A B AT B
RIS Wi 73 A5 30 R G5 MERF 1] MPL 15 5 4850 1 42 75 SR A0 FH) 4@ 3 4 B AT SR AR N BTG A F O 1 %o Il 4538
ARAD H)FHAR /N MPL ANAY it 4% 3 328 b 3% Y5 104 66 100 M 94, 117 L f3 08 3% 320 o) 3 7 22 1) M s AR o B A28 R O
i, S o I 2 R TR P B A M A A LA PR O SUAE R BRI 2532 R 1 I o 2 e S B U
TREF RIS Agent BME 25 R G5 — AT &, I 5 28 40 (90 L A0 3 0 ok 7 350 28, DKL LG 30 228 i Ik 45 R T/

T NS ML R R AR R GEUEAT T RS LR L P, Q AR R 3B IR AR B 2 C R IR IE Al M ORI D RO R
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SRR LA F A
Table 7 Comparison of different monitoring systems

R7 MERGHE

Support Interference Monitorin
f plp Interference to  Interference to  Interference . &
System Type  Function tor arge erformance business logic to business pertinence to
distributed P L 2 business
and reliability code at system at .
system . logic
at runtime development deployment
MaC Q C Weak Great Little Medium Strong
MOP Q C Weak Great Little Medium Strong
DBC Q C Weak Great Great Little Strong
X-Trace B D Medium Medium Great Great Medium
Pip B D Strong Little Little Medium Strong
Pinpoint B D Weak Little No Little No
Monitoring based on VM B D Medium Great No Little No
MERF B D Strong Little Little Medium Strong

6 ZigfngE—HryTE

R I TCFRD 194 258 B35 v A R FR U 3 R DI R T A5 V5 A 558 T L, A SC B Y 1 o B A3 A N B A i i
AT 75795, 5¢ 8L T BlackBoxJ/BlackBoxC++ 2 4t S 73 M M S U 45 RAB W, R GEiR 2] 1 Wk H b

(1) JE 7 R L 1R SR, B K B 2677 Jl A A P 28 8 AT AT M4 B8 70 o6 2 Al S0 e ) 2 T
TR B (K A 3 A XN 4% © 28 o R Fe T 5 I 2 T Bz — 5 T T4 'S I A= SR AR A LE AR
MPL U B 37 A 2R I REAT R B AR T 30027 A

(2) A£G I mT M7 e 0 00 [ I DR T B (R AR T e b v AT LG T g S iR A, TR AR T R
N @ 44— A MPL ACRS S kb T[] — S o 30 22 AN T T ACRS 1 100 80 A ASHARRT A8 5 5 i AR A 6l 25
FEA.

(3) MRy B AF AR GUHE ey M P e B AR S AT IR MERF R 4l Bl 8 v 2 R AT I 1A 12 i A )
BN A S 56 = T X DAREAUL 1937 57 MERF e85 75 01 5 25 i s I 30 Sk 55 £ 6 A0 B O I 880 B i . AR
W, K I 3k A7 e e A B2, gl 2> 1 W A2 W N TRD e ) 2D T KN T, 3 1 AR S AT R A

A SCHR N (I AT HE S TR B8 I 2 ISR AR P e R A5 AR . RO Z R T — 20 T B s o 3
2R JEE PR3 B STt B A7, L 00 A B R R R A% T 0 B R R ) A P S it e A B AR 55 A
R EHEAT 4%

Buft (R0, AT A SO A 25 P SRR B [RAT, JE L ) [ B BEEE AR RS T LA B 613 HiE
BAFRE RS AR AR . RBL BRI BN BOBUNE R .
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iR 1. MPL [ BNF %R
MPL b AR T ) 4R, T i o W0 B8 5 A AR 2 T8 3 1 7 SR MPL Al IR MR IS AT I ) ok SR A7
TBTEVR . FR G0N LA B 99 24 T4 4 B PRIV RE, Eh 3% 8 ¥ resource_monitor_statement & 3.
Table 8 BNF for the MPL
% 8 MPL i BNF %R

monitor_statement::=resource_monitor_statement|program_element_monitor_statement;

resource_monitor_statement::=“Monitor Resource”(”resource_attr{“|"resource_attr})”;
resource_attr::=“CPU_TIME”|“MEM_USAGE”|“START_TIME”|“HANDLE_COUNT”|“NET_CONNECTION”;

program_element_monitor_statement::=function_monitor_statement|thread_monitor_statement|variable_monitor_statement;

function_monitor_statement::=“Monitor_Function™(”function_name*,”function_attr{*|"function_attr}*)”;
function_name::=string;
function_attr::=“PERFORMANCE”|“ENTER_TIME”|“LEAVE_TIME”|“PARAMETER”|“THREAD_CONTEXT";

thread_monitor_statement::=“Monitor_Thread”*(”thread _name“,”thread_attr{“|"thread attr}<)”;
thread_name::=string;
thread_attr::=“THREAD _ID”|“CREATE_TIME”|“START_TIME”|“END_TIME”;

variable_monitor_statement::=“Monitor_Variable”“(”variable_name“,”variable_attr{“|"variable_attr}«)”;

variable_name::=string;

variable_attr::=“CHANGE_TIME”|“BEFORE_CHANGE_VALUE”|“AFTER_CHANGE_VALUE”|
“THREAD_CONTEXT”|“FUNCTION_CONTEXT";
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MPL AT W W0 ) A8 T35 0) B A 66 B 25 05 5 9 i 2R 78 L B RN AZ AR SR (1A% 1, 433l E 3R 8 H Y function_
monitor_statement,thread _monitor_statement 1 variable_monitor_statement 5 .5} 4c MPL W 40 1 £ i I 4% gt
T METUELAWRU KA, o o e E T MR A O R A SRR AR 2 i e
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Table 9 Mapping from monitoring type and attribution of monitoring element to
key words of pointcut and advice
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Monitoring Monitoring Pointcut key Advice key Processing action (Ay)
type (My) attribution (M,) word (Kp) word (Ky) P
CPU _TIME Execution Before Get the CPU usage
MEM_USAGE Execution Before Get the memory usage
Monitor_Resource START_TIME Execution Before Record the start time
HANDLE COUNT Execution Before Get the handle count
NET CONNECTION Execution Before Get the number of net connection
PERFORMANCE Execution Before Record the function’s performance
ENTER TIME Execution Before Record the function’s enter time
Monitor_Function LEAVE _TIME Execution After Get the function’s leave time
PARAMETER Call Before Acquire the function’s parameter
THREAD_CONTEXT Execution Before Acquire the function’s thread context
THREAD_ID Within, execution Before Record the thread’s ID
Monitor Thread CREATE_TIME Within, call Before Record the thread’s create time
- START _TIME Within, execution Before Record the thread’s start time
END_TIME Within, execution After Record the thread’s end time
CHANGE_TIME Set After Record the variable’s change tim
BEFORE_CHANGE_VALUE Set Before Get the value before change
Monitor_Variable AFTER_CHANGE_VALUE Set After Get the value after change
THREAD_CONTEXT Set After Acquire the variable’s thread context
FUNCTION CONTEXT Set After Acquire the variable’s function context
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