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Abstract: Current reputation schemes, employed by an existing P2P file sharing network are faced with many
threats, such as aggregate feedback, conspiracy, and fake transactions, which have affected the performance of
whole system. To protect the P2P file sharing network, this paper proposes an accurate and adaptive reputation
mechanism (AARep). In the paper, after an elegant analysis, it is concluded that besides the transaction evaluation,
the relative and underlying transaction information plays an important role in the reputation system. This paper
makes two important contributions. First, trust value computation is enhanced by adopting a decay function to
display the importance of every transaction in sequence order. This weeds out suspected nodes that are less similar
and utilizes the confident factors of reflect reliability in all observed values. Second, to make the confidence factors
work, a simple transaction validation protocol is developed. Experimental results show that AARep can
significantly eliminate or minimize the effects of a verity of attacks and improve the overall performance
effectively.

Key words:  file sharing; P2P network; similarity; transaction validation protocol; trust value
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Table 1 Node behavior analysis
x1 WRAT N

Similar Dissimilar

Experienced More weight ~ Not applicable
Inexperienced | Less weight  Removed by 6
Experienced ? Removed by 6
Inexperienced | Less weight  Removed by 6
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FI A D i R 3 4 R e B I SRS Wi LA T R e OF AN BLK

ABCBEY R 1 ST AT AR AR, D 0, 9 TR T SORHERE Y A K AR DL T, 1Y 1 2N CSy
(9 A 1o A SRR I SO e K ABCBE A J AR R PR 8 20l A xR Ay A B B E M A
PIAN R (1) FEREAE SO N B AR S AR, R AR ks R DRI Ry ZD)(2) AR AR T R x R
K Z TR SR AR I R ABCBEREAN Ym0 R A RAPLAR 2 B AT B — L.

Table 2 Notation description

F 2 briduihd

Notation Description
PK; Public key of node i
SK; Private key of node i
MSG=(msg.)||(msgy)||...]|(msgs)  Concatenate msg;,msga,...,msg, into message MSG
[MSG]k Use key K to sign the message MSG
i——>]j Node i send message to node j
Cert, The nth certificate

Kl 2 45 W T ALk R v Feedy T Certy ¥ 2 NULL.E 254 SR 74 A0 | R 25 3 sk, R IAIE 35 5 28, W) 4 4 |

LA R B PAT SR R K B BRI R K SO, B A R UE A A B O, WU AE 5 £

k:

k

=~ & gD

req_msg =[(request) || (Cert, )],

req_msg

Check cert,_;

Cert, = [(timestamp) || (sender) || (receiver) || ],
req_msg=(file)||(certn)

req_msg

Check req_msg, if invalid, drop it

If it is the first transaction with I, proceed as follows:
req_msg = [(Cert))]g,

req_msg

Check req_msg, if valid, update the customer list

Fig.2 Transmission process
K2 ARkl i

I
=~

WAL A& 3 Fross. 2740 i 1 RO A K 7R 5 7 R | A L B UE AR IR Tk A | BB RS A
UEAREE T R0 P TR A S R 1T R | R A B R TS R TS A A AR A A S I AT K

N AT T A AN AT

req_msg=(req_customer_list_for_j)

req_msg

req_msg=(list)

req_msg

Check the list and iterate every k in the list as follows:
req_msg=(certification for the transaction with I)
req_msg

rep_msg = [(L) Il (Cert, )]sy,

req_msg

Check the reply message

Fig.3 Validation process
3 WiEdFE

AR Ay R AN 56 U 3 R ) 3 W] LU 1, A8 5 SR Ak D AN 5 BEAT A 5 =5 Y sl 2 5 55 40, 28 5 S i i
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AL 241 4 O(logN),N b F G HA.
WA 3 i 15 22 S B iE W LIV 37 5t
1) WA KRG AT T n R3S AR S R AR b S AR 50 R T A K e R A
SBUE T A 18 T BT AL K AU B AR AT A B (E X AR R R

£ 5L
2) R R AN R R AR R A LR A A S, AN RE TN AL 2 A AE
3)  MZEy ARERL ST S K AR 2R K 7 SRR, Ly DR ML O 3 I S B I

P b 55 B 2 3 AN I ] DUTE R A% 0 5 AN K 2 B B O 2Ok AR k.
3.3 SSIER

N AR AT A R 5 A3 27 V2 SRR 19X 8 o AT e R N LA P A s A P 0 A TR I B 2 A
F SRS 5 R 5 AU DHT ML, B4 P-Grid SR SZIL. 244K At n] LLE FH LA DHT J5 k48w & L 50
Fe A R R0 B2 11 25k 2 LI 8 S A S [ DG T
Bk U A A B iy, I A AN s B e ) A YT SR VAN AR AR S R S5 SR AR AT R AR BRI
JUE B AARep fRiAk T R4 21 0 T B8 A4 2 AUDUERAE SLH 709 B % 7 B 3 5 oAt iy v LR 1205 108D T Y
SR SRR, TR M T e B R A BE A 5 B AR D T e AR iR AARep IRV R SR W 4 TR
o %413 (customer list)PRAT 5 a3 (A 2 0GR Wk DHT Lo 3 HL At 1 25017 75 3.
o HU4f FE (database) 4E 47 A8 5 IE 15 Fl A A5 AT AR 2508
e A5 A (transaction portal) 7 5548 5 B 1iF Wp i A HUAT .
o AbFEH| % (process engine) Bl I At 43 e p Ak FE, AL A i 2 A8 S L RE RS AT A vF 1A ARV SRS f 2
B3 A5 1 04T RequestService(i,f )Rk Fe42 4L £ RequestService(i,f ) LR 11 5 s,

Request file | =
N &
\ 2
\
\
\
\
\
\
—_—————————|
\
o
3
o
@
&
-_—

|

b |
|

|

|

>~ /’ \ |

. |

dek | Databast (= Transaction I
/ portal |
““““ \ \ / )

>
Nol
L ad
[<%}
g ___________________ e
gz .
3|2 Node i Requester
g2 Node j Provider
-g- Node k Referrer

A 4 Node | Node in common set
Node Node x File node of j
Y Node y File node of |
Fig.4 Framework

K4 SR

© HEBEERAET hipd/ www, jos. org. cn



2354 Journal of Software %3 #R& Vol.22, No.10, October 2011

Procedure RequestService(i,f)
i: requester
f: requested file
Begin
Search f’s owner
for each ownerj do
Compute Lj; as per (1) and (2)
Compute PLj; as per (12)
Compute j’s file node x and request j’s customer list from x
for each node k in j’s customer list (except i) do
Get Ly and verify relative certificate
Compute PLy; as per (12)
for eachleCSy do
Get Ly and verify relative certificate

Compute Dj as per (3)
Compute PD; as per (13)
end for |
Compute Djy as per (10)
Compute Si as per (5)
end for k
Compute Tj; as per (11)
end for j
Select the owner with the maximum trust value
End
Fig.5 Main process

5 LA
4 BREIKIELER

P I B A SE IR AP AARep XS s B0 I HRAE 8 0 AE 0 2 IR RIS SE IR T ST 388 AL (MeanTrust, B
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