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Abstract: An algorithm based on double counter bloom filter for long flows identification (CCBF) is proposed in
this paper. Double counter bloom filter structure is used to distinguish the process of the long flow filtration from
the long flow existence. The false positive rate of the algorithm is analyzed. The relationship of the memory
requirement and the error rate is analyzed through simulation. It is shown that with the same restriction of the
memory resource, the average error of this algorithm is less than the existing similar algorithms. The analysis of the
time performance shows this algorithm is capable of dealing with traffic up to 1 500kpps.The results reflect that this
algorithm can be used to monitor the long flows on backbone network.
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FHAFETFRY b Al FAT G I DL A DR G X 265 B AU L A AR A 19 8 P I 35

FH T 52 0 23 T 86 TR 0 058 B o, 7 32 D0 o A R 0 2 b SR A T R A3 A L PR AR A R 2 AT R T B R A
ATAT P 0 28 G0 00 2 3R 400 00 200 4 R — 7 1 Ji D) A 22 B Mt A 4 A B Ot AR L TR 4R L I, 00 IO 48 00 PR A
P 0 S AN R, Ay A LU 3 AT

(1) AR AU D - 0 o 2R 50 42 JR S SOM U4 BT A7 05 3)) TP R RPIR SR R B4 TP S RS B (i Foc i 36
B TP k. YR I ORISR R TP SR AR I TA] . TP i AR B OB R S E. T H0 AR SR
W1 Cisco 24 7 HF FLAEAF % rhy 2877 i 1K) NetFlow!™, i Hobm v (6 7Ot i gl )7 )32 S 3k, e e A ph UE
AR & G I R 7 i 22 70 ST b T A T 3 D B A, 3 2R 7 it DAy 4 S N 0 R R ) R S B 5 TN R
A 8 R 7 58 AR AR AT SR (4 Tn) R 6T SR AR JEA T AR R A 2 AR G IRIE 5 A SCHR [2] 88 9 7 55 1 I8 ) 0
FE TR SCRNIE U7 A HRE IO MLEL 73 A1 R Ge A . BEALHFE 2 2 (1 5 42 AR IETF (Internet engineering task
force) (KR SCHITFE I & T4 4L(PSAMP) P L [T S48 ST U 55t (0 FH S H AR R 26 L hoBF 7 v R A 1 o 2
TE M B R G T R

(2) ToRAYEY Sl & I R B R AT 1P G EARAE B, M A FEXT TP i oA, #
TA R EERF NG A 8T SR e v X S S U5 B AT DABE A I 4% 140 458 FH T SRR A0E, 35 B RS D 45 b S 20 1 I 4% 22 A
4,401 DDoS i Al ¥ 4% 15 th 4l 25 5 B0 K20 A1 AR A IS B 50 A (Estan. 25 AL FHIS S BR A T — K
Bitmap 52K ZETHE B 1P A 30 Kumar %5 AP DL G4 150 0 K/ 90 A1 33X — 2 94 FH % AR
AN JITARAR A R B A A R AL I 28 4 BRI U 28 Y K

(3) AR LEY UM 13X S R G R PR B AR 1) TP L4 47 HAH SR S AE0 HoA TP 3t A
AT SR BEH HE A5 O 2 A ST SCHk[6, 7D 21 T 1P A< 40 A 76 T2 40 A0 B 45 16 28 TR iR Y 4%
FELFN Y I I AR AR 2 SR B R R R A b T SR A T SR T M SO, X S SE AR O K R STk
A 1 WEENA T X REIEH IR,

AT T — Ik T X E Counter Bloom Filter [ 3 iR 5 7% (algorithm based on double counter bloom
filter for long flows identification,fii#% CCBF).55 1 15 A~ 4R K U IR 503k B 7T DUIR.L 26 2 915 5644 CCBF 5
VI3 0l Counter Bloom Filter,#8 J5 /148 CCBF Sk ¥ i1 28 3 %) CCBF 532 (1) i ) Z it 4T B8 43 B, H B4l
TR E A A R /N AER R (R 52 6 CCBF IR 1R %0 55 AU SRR AT LU I 40 A SLINF TR) 28030 58 4 T R AL
4.

1 KRR EEARIIK

E AT £ 0 2 A7 TN M 3000 R P 9 A 0 R e 2 2R 2R TR0 ) — A 2 A, A0 R U7 ) SR A T 4
VUM SV (R R il 0 5 A R REL I AT WA 1) 0 B B AN T £ 12 P 85 SR, 2 B s AN T 1R — R Ok KO
A SR IS T P 25 326 PR KO0 A 12 I 0% 5 B0l A v o 0 AN K I BB B 2% 3L 1 i 98 B U o R K
(e A 58 0 1% — A 0k 2R R U XA TR A 5 S 75 R TR 1, LA AN [ e R F 7 SR AR S
Hh FRATPHRE AT 52 SR A1 A I 1) B P 805 1% SCH H B ek REAN R 5 6 3L DR 0, AR S T 2 39 P K U R R 3L 4
FEAAS .

1T TP K A FAT 8535 I TR 0 AR sl R (T BEATL A 2 Bl 1) T AU ) 2 SRR A, D50t 1 el A S0
BN T KA AT A Kodialam A ANPHRH T — RS A0 KR KRR R AR T v — AN
AN SC— 1T — o Bl 1 2 5 A B R, B G A A AR ORAE L NIRRT R 510 T
il R SC B DU RE 2 5 A ST SR (B 1 I B BCEHT AL s A T B BERLAI R A g il o 1 mT
At 5K Duffield 45 AUV AR BB A7 AN A5 M 3 4R B U Ay e AF KT L ) iR 34 pe) 1B 56 1 22 B A
x PR TG A, ¥ 2 D PR SCEE 75 o S AU L AT TR % p(o)=min{1x/z},IZFE, FKCK T 2 4
P TN T 2 AU SO SCIE BE R EE R il rp AR SRR A vh vT UBOE L o R 200, U i
LI A 3% AR A D0 FE 0T /I G 8 3 22 ANBURK B, e T IR A P AR A L TR A T R iR 22 & B B R 45 2R
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AN IE A DR, 0 SR 1207 5 N Tk 9l FR e, 0 A5 TEAS ) — 8 I U7 VR HEAT TR A X B T R T HIRE 1) AR R T A
A T7) KA PR R S, SR A ARAC 3%, L AR AEAE S i 24 LR 2.

Estan 5 3CHR 8177 25 H A8l K U 10 W ol £8 8L B3 :Sample and Hold L & Multistage Filters(LL FFX MF)&i2,
H 1 #8220 A7 BE 05 R 0 15 00 T WA R, R A7 KU R e A

Sample and Hold [ 56 A< i B : fiy T~ W) 2% 0 1) R Re P, R LB 35 IR OB B 28 4% — 8 I e 30 AT SR AE A7
B [1) 4 S0 58 S i 1] KU . 2 FEAN R S BNIE G, Y AR SRR VR IR I 10 S5 2 75 A7 T8 W SR A 7, Dt Ik AT
B U SREANAEAE, 3% — 2 AR R PR 58 2 15 R R SO S B M il S T R R TR T ke ke —
IR 2.

MF R HI 2 il P 25 (filter) " J7 V25, PRAE I B4R AE 02 40 0T 6 B KW 98 R 2> Hash 3o Je i) i 41,
Estan 271 T K FH 2 ANk g 85 110 75 15,48 H 2 AN AN R ¥ Hash 25 [8] F Hash 28 50, 7F 2 A0 3EAT B0 25— MR SCEE
IR EFEZ A Hash 00N 2 A itk v () SRR (E #0485 BB IN) AT S DA b 2 — S R A 10 s 1 ke
Tl A o 7 i AT DURK R b AR 2% T 1 R R

Estan %} Sample and Hold,MF 1 Sampled Netflow iX 3 Fiifii REEFVEDAT T IEHATE LLEL, 15 H 0 2548 2 %t
TR (E N T 2 TR B A9 B A i o I B R AR S 0.1% BRI, X 3 AN S 30 m DAL+ R 5 (1
S X T AR SR PR /N IR I (FE — AN 00 2 1) B P A% /N T BB R 1Y) 0.01% 11 9), MF - S0V 4 18 T v 9F AL
Bl T AL SRR A /) B A R I (1 222 il AR B oK

R N FE SCHR 1] 7R 32 Ky f 3l e A AR 45 H (least recently used, {8 A% LRU)SL: N F B A I P %
SV AK A F T R A0 P8 A7 A I o I ) TR DU A B S8 1 ) L PN A R R AN T R UE T
B 7 ) AE SR B DR A, R 7 T B 20 A7 Y P oA A AT A i HE e, 7 T Ak SR 1 s 2D T A R i b i g s i
M ES HHR, B WA S B0 EUR AR R T4 A BB 7R HE 3 RN A I R A R () B TR R TR
STMEAE 2K, B BOZ BV TGS T AR = 9 1 s A

H AT A 1, T 52 104 00 U A5 DR 2% 1R B o, 3 1 P9 R gt 0 i 5 R AT R A — A e A 45 38 R AL e 11 ) R AR
SCHH T — M T W Counter Bloom Filter 14 4 R A 5115 (CCBF). Z ALV R H T W 4% 44 4 A 1) 2 43 A
R AL S5 R B 2L SEBLTRT Bt T Estan 76 SCER[8] T 3G AIE T MF SR T JLAR AR A v B A 52 i RN B AR SCH
CCBF HikMuEfTE S MF HEAT LLE AT B 2500 2, |1 TR it i 98 AN KA 7E 23 T Adh B 70 A 7] 19 P9 A7 %5 U
PR T ,CCBF Sk ARG i PR AL T MF. & 10 5 45 26 B ,CCBF 503 mT LU A T K R 3 10 110 o 95 A L0 A U0

2 CCBF &%

2.1 Bloom filter

Bloom Filter!? i — 2 [ 2 S AR g 10 BE AL e d0s 45 40, e R A 1) o 07 AR FRT I 38 ok — N R4 IR R — A
TLEAETETEMES.

7t Bloom Filter Z5#J, F5 B A &k NEARE hyh,.. WL B ARSZHE T W E 1 Fos, EEAREY 4L
(init), JCZE A (insert) Fl JG % 7 1H) (search)ixX 3 it FE.

CoTooTalolo ololololololm
X1 X2 ...

fofr ofofaJo[aJo[1 o] 1]o |mse
i y2

fofr ofaofafJo[aJo]1]o]1]o |Scarh

Fig.1 Demonstrations of bloom filter
1 Bloom Filter 7~ 4
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HILEIRZS I Bloom Filter /& — N m SN, &M #HE R 0,0 T KiL S={x1x2,...x,} IXFE— n
ANJCH WAL S Bloom Filter {11 & AMAHH ST IR 05 A5 B EAT 20 VK ARG b I RN TR U 20 {1, om ) R
Bl AT — AN OB x50 i NI Ay bR B B 1) R VA (ot R 1(1<i<h). I R — ML 2
AU RGeS T LUK BEAATATBOR AE & 1R Insert i 72 P A=3, HLAT W AN 75 b6 B iz th 7]
—NMLE AR y S TR A ATy W kOO A BB R ITAT ()L B AL 1(1<i<k), AT
WIAA y REGHINITE B MBIAN y NRELSPIITE B 11 Search I,y A RES T INITE .y, B
H BT IXAE S, BUE WIGT & — AR H(false positive).

FRAER) Bloom Filter s — AR fif 51 (K icdhs 45 K40, & I SCRRE N A2 $R 9 R 8 4 RN & AN SCRF IR B 4
RELRIB A L H A F), brdE Bloom Filter 5 L8 T .

1147 Bloom Filter #%& Counter Bloom Filter,f i /& th Fan 55 A\ 75 SCHR[13]H & 4 (1), P S5 W1 dR 41 5
FrifE Bloom Filter 11X JI7E T4 1 & 7 BIBREAN 370 th 1 HUREY R b — AN TR s MR S i — AN o 5 s 16
k AN Ay bR BRI B ) B 7 N K S TS kAN ERTT (), ho(s)), - hu(s) I TEBUE A I 13X R, CBF AMY
B bRk Bloom Filter —FF 345 70 2 Il A K AL #9484, 0 HSZ R e 5 I M BR R 4E 4 T 2K — It & s, A CBF
HROIRIBAR I, Gt LS T A5 06 & AN BRI hu(s,)oha(sy)se - hu(s) TS EB R 1 0 M43k 1,75 WEAK ;¢ S.

2 SCIE 4 PN Counter Bloom Filter FZH & S8 15 I AR, L — Ay CBF K id 1R 71 25 1],
35—~ CBF Jyid 37 8], 38 1 P54~ CBF FA HLES & 58 A it 3.

2.2 Double Counter Bloom Filter

JAWvh & NTESCRR[14]H 48 CBF 45 1 3K AR IR IAA L. 5 A R 1F) & ,CCBF ST H A~ CBF 45 #4F:
AT A — S SR SR K I A7 7615 5L BR A Longflow_CBF; 59 — A i SR K i 330 AT 3 98 240 7, Bk by
Filter CBF.CCBF S (A7 1 A I 103 98 3 A YRS 508 S T 0 28 A 00 LS PR L 3 e i 4 1) B 1) 5
Mg B K L B2 iy T 0%

CCBF SE I B A BE a0 & 2 TR, 25— MR OSCENIR I R SCR B IR AR IR (MM SRR L Yl . 7 stk
JEAAE )3 E 5 2 B TG 2H) 76 b Hash o6 500 i N 13 2010 & A% B 31 Longflow_CBF Hp 0 B4 i ix 4
ROCE T 2 AR, R 12 IR 3¢ BT W R AN B T I B AL %, UK M A Hash 1R 85 58 75 WS 21
Filter CBF H1 {EIXAN [ 52 (0] f) & AN TE s B 500 2 vF Bl 8 08, 08 5 0T /2 15 — U, I R &
B2 b ) B MBI B A B (A 3o K 114 7 S0), 30 @ 2 — /N IR i i =%, I AH R 4 filter_ CBF H X B 1) 4%
ANTE s ol 2 BIELAE long CBF HOREIY 1 & A T2 b AR g 1.

L fl
MM| Longflow CBF ‘MVDC Long flow records )

Flow ID
'

Not long flow

L4
| Filter CBF |

Fig.2  Structure of CCBF algorithm
Kl 2 CCBF Hik4it
S H AR R R
While a packet arrives
calculate H=h(1),h(2),...,h(k) HFE kA ok

if H exist in Longflow_CBF Mg T AR
{ update Longflow_info IME BUX AT 0 5%
If flow end 11 B 4 SRR AR

{export flow record;
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decrease corresponding counters in Longflow CBF;

}
}
else HANE T K
{
increase corresponding counters in filter CBF;
if min_counter>threshold{ IEAS PRI ITA VHEES A I T R, K L filter CBF (AR TR
25, JF RS INAE long CBF A I AR PR TH 50,48 im0 KAt id %
decrease corresponding counters in filter CBF;
increase corresponding counters in Longflow CBF;
add new long flow info;
b
}
end while

3 CCBF E%49h

SRR A A VR 75 BN VL I IE A SRS REIO BRI ST I T AR IX 3 AN T RTEEAT
X JUAN J5 T A2 HAH A2 ) 055 BTt S 10 B T SRR U (1 55 48 B 1R 4R W28 IR 45 10 1E 85 18 4T, I 48 (38 4T AliAR
A ANET R IR 2 B RN B 7 B AR R A T T, AN T AR 2 vk Tk AR
VR B I A TR VT AN AN R BT R SR I R TR A TR T A5 A R S ) A R R AN R A ] R
Bl P AR, 8 95 Y R A TSR — S (1% 22 VR T 90 BB PR TT A 2D b i R 2R 8 U I T 2 R B i R AR S
A BHEERF 7] 355 KRR 3 9 )R S SR L, BRF 7] 2850 246 2 4 SC AR BRAR 3 1) DG . T 9 S 0 3 JLAS B2 3 1EAT BB 4y
AT RIS B LA
3.1 RHAELSH

IEW A £ Bloom Filter [ 5 FH o 42 31 1), 76 BE 0% 75 2R 1R 2 W N %4 1 ,Bloom Filter i@ i /b1
H R IR T AR 2 R CR T 4. th T Bloom Filter 5L B 1R 211X P 7 AN & 51 I LB 2 — A & ]
DA B A7 25 IR Ay Sk — Ik 7 1) SR U, IX S8 LU 47 (B v] R 2 A ILMoe B 1 I, X 512 3 ). 4E Bloom
Filter #2015 hash 8507 A2 (1 45 S50 S BEHLIK, BE & & hash BB K,m J2 bit 25 18] 10 KN n 2 35 BRI 10 G
FHCH AN 70 22 (B0 )4 A b B B G 3R (K T R (%) 4 1)

1 kn k
Pb,:[l—(l—] ] z(l_e*kn/m)k (1)
m

y A RER S B T AR A, W] fE & — AN iR H (false positive). W R FE_F CBF X —ANHT o 2 I o O & AFAE 1
Wi 5 BF J&— A1, ME— M X ATET CBF AT DLPRAT Uiy 4 4 A0 ok 2 149 76 38 60 158 ) 140 s 1ol gt 4 904 o 0 48— IR
AW R U, e T 4 B R HIWT AT ¢ A0 2N SR, L T A X R 9 S5Ok n 9d 25 4,80

kn '
Pcbf_[l_(l_%J ] x (1—eTmnimyt 2

HH U] LU L 7L S HOR B I 45 44 T ,CBF 31378 /N J BRAH 2 T REAR R B8 /N T B i) n—i
FESEIL SR bR B CBF (19— VB8 (g ) (i, X AMEAE A KB I LA RS i 1 R ATT3E
AR )T n G RS ARIC T F R EL B4 CBF Hi# A 2 [FFE AT LU 2 (D) br iR, ROE AR ki, 78 BF H,
XA 3519 (4, T 78 CBF FP IXANME AT R . 7]yl

Yt CCBF H.ykh A T W~ CBF, F i 4 %% Longflow CBF F1 Filter CBF #E4T /- #7.
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Longflow_CBF 3Z 5 & —/NM 18 ) CBE A bR A 2= 4

kn k
1)lang/l0w7512f = [1 — (1 —i) ] ~ (1 _ e*kn/m)k (3)

MAG)TT LLE L FEARIRK IR L 3 1 Longflow _cbf 1,58 MR FIR MK R A 3 A CEBFRIRIK A2
n+ Hash BN k. Hash 250 F A #2819 KN m.

Filter_CBF [ H 285t LU IR B 2 T A XA s 45 4 0 i N R 0 38 2 BEAN TR S IR b 1R, 75 ) T 1 20 2
AT R A A ) A SR A AE I N PR 76 35 R 7 G 35 2 ) — P S 20 IR R 04 (1) R 78 BB S Counter
Bloom Filter A [, /2 J4) 71) 1) 288 B A1 2 AN [A] 1), 158 ) 26 | AR A AN [+

A T VR ) K R A S BB I 7 (R, 7 Filter CBF PR ) B — AN K I A5 7 AE B 3 302 A X AN b
WEIT kA HASH THEA 2 TH AR B R A2 T E v 508 i E AR T BIE j. 25T CBF R A 2, 7R 5
HTE— MR CITARE AR S T — M .

GBS i A Counter #E3 I 7 IR IMER SL b on i ER-6 TG AN 4 I8 A5 B8 30N ,m 2k Counter MO

N5 JFORAL LR AN):
N (YWY 14
P{C(l):J}:( j(*j (1—*j 4
J)\m m

AH i DB KT T IR

nk
Ple(i)> i = 3 Ple(i) = j) )
j=1
R 35 5 B, L) 7 00 R A e JE Y R R B A S T 26—, 7 51
Pic(i)> j) s[”{“jljs(e.""] ©)
j)m jm

AR AL 4 AT 46 Filter CBF 05 BB (A o J, R 07 LU o JEAT m A e, 0 T o
B kA8 BN R T4 T IO T m TS S TR (0, FLAS SO R T T R
SIS 1, 5T A& T B T2 T (O T WA M K T2 T MM AT e, B 25 T3 A e K T2
T REARIY & Y7, ARG & U7, 1351

ki
Rleti)> j]s(ej’;fJ @
BN TR 19 Filier CB 93512, )
K
Priter _car = ( e]nmk ] (8)

M A (8) AT LA B ] TR JE KU Filter_cbf 1,2 m AR A ZR A 4 A SAPTIN IR EL ns
Hash bR 5050 kv Hash 22 6] T oS0 (9 R/ me BLSCI G 52 SCRD 20 B 0.

A G A (B)IX AN A 2 A nT LU Y, R WA A 1) 2 4 DS AL

n: B MARIC I TC A B A 32 B (K AN )L A2 22 K 3) TR Bbn RIS K78 22 S (8) 2 bR K
PRSBSOS PR TR 0 o B o v B 10 BRI LA 0 s b, S ) )X A4S CBF K 5 K 1 —
W IS AL 1922 A A 0 N D 1 1) AL i 25 3 10 18 T, 5 P 4 A 389, TR BB AR TR 31— 5 I 2 e, R B
WA CBF 4%, LLIRAG BN iR A R

k:Hash bR IR B0 XA B RS S35 S B IR 06 200 7 PO, — RS A I 1) R Bl R AR ff P 2 TR B 16 2 AT K &
(KIS AE SCHR 13170 4724 A=In2m/n I, T LAAS S0 d /R 3P 5 0] e 1) o D IDCEL IR o - B (4> oA
C2PARIRIICR DT L mink /T B0 KT IZA S A A 2 T B0 3 T a N A R AR m/n AESLT
BEAT I RE A B 0 AN A, D 0 RE IR A SO AR AR BE AN, IR & 8K, 280 511K Hash pR £ 2ol %2,
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TEASCER 3.4 15 H A )0 2 I, AR S92 1 32 B () FE 7% 0 Hash pRE VA0 DRtk b 19002 3 DAASE ) 2 7 ] 42
20 TR A A

m:CBF &5 1 vh oF 50 (K 55 A B2 56 1 158 4 256 1) SRR DR 35 TR A, 8 40 36 /N s LA P A7 B 0 1)
B 252 B PR AR A0, IR 1Hb o0 20 8 3K AN S5 v A P ) S MR R, AN S BB 3.2 K A5 FEWF S IX — .

FIREANSHAAAE T A (B) % Filter CBF 135 ) 3 7= A= 5 i, J0 4 P15 SO A S92 40 A T ARl 1 Bsp
G JIT I 0 P K 9 52 SCARL X AMELAR A B FH L 6 (AN [0 1 8 a2 Bt PR K, 38 0 256 5 AR 2 e 10 25 e, TR A T
0 8 VRS O, e R 0 e R 1) S I 1) e 2 B e S A

MR PR (14 28 R, 08 ) BR AN 52 380 B2 0 9058 040 552 M, A1 52 380 4 A B 5040 A 1 1 52 1) AR [ (0 e 4k 30 40
R AT —FE, 25 5 805 ) 3R A )R b, 70 A FH % 00 I 3 /N 58 ) 236 A a4 g % 0k 1), L 5 AR I R ) 3R
A R 2 52 0 P P R 22 R S 25 T 4 B2 3 T I R P 7 2 T I 10 D Y T DK R R R AIC.

T AT S EL m ARG S R A D5, LR A DA A U 52 8 B L AR R I S
3.2 AEX/NITCCBFAEH R 2200

AR HF A AT A H Hash 2% 8] 1R /N (U038 18 22 /D) B 43 50 ) T B500E6 PR E IF P A S0 R T LD 30
RS CBF i 0 s B0 H 6 CCBF A3 TR 31 fff 1 (0 5

K — RSO B R G R BB % R C TR S 58 L, R S 2 U v, F L AR B4 45
D9 28 00 55 LA AR AL, T B St B iR S e B L AR B (4 5 ff FH T GNU  Scientific Library 3 (FRAS 1.10).
F SR B IA e TEAR 43 A1 A 53 A1 Mk A Pareto 43 A1 ¥ 75 307= 2 17 R A3 0, e R Bals 4R S B 80 H b 2 239
407 4~

FE S0 W FRATTAS BT 3% Hash 2 [) 5P 1308 10 55 B K45 210 160 3K 2 A 1 0= 5 07 B R 407 A i A 43 A 1)
ST PO LU 1 T v 2 A 1 2 T B

WA H ARG AR ATA y1vaee .y Ho j R BN P ATIEA x71,X72,3, - X WX AN AL 53

1 1 2 0 K 5 5
dy = 205, ©)
i=1
R B 2, 5 5/ ) 2 T

Bl 3 2 AEAN Hash 25 [R] v $as 2 H 0 00 19 21 A0 73 A A0 B 1 6 7 A 2 TRl B 2 110 22
L.

180000
160000
140000
120000
100000
80000
600001
40000
20000

Euclidean distance

21 27 B gl gls gle gl gl g M g gn pn g g p
Number of counters
Fig.3 Effect of the Hash space on the Long flow identification error rate
K13 Hash 2% [0S 15 3 0 52 R
IS 24 LT LA AR B B AT AT 2 Hash 2516 o O o 5] 22(4.2Mb. W) LU,
BR IR 25 A 0,400 4 U, 15 B I 70 A LS i L 58 4 — FE AR S TR KRB B 1,048 — Ml
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Uity (47 18 250, 2 SR AR 4R P 75 SR A AL, T T I UE B A SO0 B S /N T X AMEL AR H AT AR AR B ]
PATA S A BEVEAE R A7 IR 75 SR HEAS KI5 00 ) LR TIE 25 S5 1) 1 A 1k
33 EHENFERHEIZEG TS EMKRRAE L ERMEILE

RS CCBF S R R INDRS 1 55 ARG R 3RS B2 i i 1) MIF BLVEIEAT L%

H T A5 CCBF —#E 4 MF H AN TH 3038 B AT 5715 B0 SO SCH H 880, L Ass i b 50023 4 I A7
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Fig.4 Long flow identification error rate with the increasing of the packet number
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Fig.5 Packet average error rate with the increasing of the packet number
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Fig.6  Packet rate variation in the main process branches
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