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Abstract: To solve the problem of secure location service, this paper proposes a range-free secure localization
protocol—ServLoc localization protocol. By means of authenticating messages, hidden actors passively receiving
localization requests and filtering false location reports, etc, ServLoc localization protocol can defend location
attacks, keep location in privacy and locate sensor node in a distributive way. In addition, this paper also proposes a
voting-based location verification scheme—ServLoc verification protocol and ways to defend actor attacks. The
analysis illustrates that ServLoc verification protocol can trade off the security and effective localization problem of
WSAN. ServLoc scheme can also effectively provide secure location service, even if the WSANs suffer location
attacks.

Key words: wireless sensor network; wireless sensor and actuator network; secure location service; localization
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Fig.1 Localizing sensor nodes in home grid by neighbor/home actors
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oK 2 EE S ok PR I5E, 0 b T PR 855 0] £ R T4 24 45 B B2 . ServLoe. MUK F 58 2 4% 14 O o DAA% Je s 7 o T4
(190 0 08 5 T, S ks T 9 5 [ RS A ) A SR 0 ), S B U 80 AR 408 e 7 i 1 e D R K AR AR 8
A8 ) NG B ES D, A BIREAN DT ) B Rk ER S d, =D, , JH , ,  BLIE— 2D b TR SE B R B
5 7B TG e A 478 P T 0 T 3 S PR P 2 B8 22 B o R 000 T 0 i AR A 61 38 S 17 445 1 e ) B 2D Bk 2
H s IR UG AR MY R D, s =D, x H o (R B 1).

Table 1 Notation for ServLoc protocol
%1 ServLoc WpNFF 5%

Symbol Signification Remark
Ai(i=1,2,...,N-1) Actor in neighbor grids Triangle in Fig.1
Ao Actor in home grids Triangle in Fig.1
L Sensor in home grid g,
SU=1.2,....M) M: The number of sensor in one grid Black dotigifilg.1
HA,S, (i=0,1,....N-1), The minimum hop number between the actor 4;
G=12,...M) and sensor S;
H,, (i=1,2,...,N-1) The minimum hops number between the actor 4, Ao g o sensor mode
and actor 4;
DA,sj (=0.1,....N=1) The evaluated distance between actor 4; 15 and
(=12,...M) sensor j
D, , (=1,2,....N=1) The distance between actor 4 and actor A4;
d. (i=0,1,....N—1) Average distance of one hop between actor 4; and d, =Avg(d ) or evaluation by experience
4 sensor S 0 5
P(i=0,1,....N-1) The position of actor 4;
D(Pupy) Computing the distance between actor 4; and
sensor S,
Dr The unverified position of sensor node
p The verified position of sensor node

PETERLIIER 2 BB, DA 7 1 5 I8 g 0 30 A e R P e ks 2 6, 08 i o B i T ek 22 4 £ 0 A a8 e A TR A 5
P D, BIK SR NI A SN, IR B0 e AT H B A7 T DAE G B ik 17 0L T (2 WA R 23 A IR, D 197 1 e
S ghs (A7 . 6 B 22 B 5 0, 5 T o8 (18 % ) 90 T A B P 4% ). 5K 2 8% 1N TR A% e I 45 SR FH A R ABL SR 2 Al B3 SR =7
R E AR5 ServLoc & AL HEBR T 1 e Al 502 8 5% 22 R ok R 1) S B 8 2 AT AR v (SRS T

£ ServLoc (52 AL AL 6 bR SCHH A8 S IV s KR A A% i 1Y s A WAL B ., U BT B A SRR Y AL B Y B
D(P;,p,), 3k DV-Hop Al S 45 [ W 4 5 i AR AR A D,y o BIE N AWIERID(Pp)— Dy, [<AIBA LN
AN AZ A LA p,. a0 B SRR AT K 2 S B 2 A P AR SRR L. p,.ServLoc A7 B AL S HLHIHE %
BB pep,.

2.1 ServLocZE LMY

N TR PSR, AT LLE L A B 1 Fros K 2 5k A IR I8 5 10 S A, R BUE 2 5 8 A7 10 S L 419
A N A E X ServLoc PRl b L8 25 UL 1.

ServLoc ZE i firif.

ServLoc: Localizing the sensor node S in the home grid.

// nbrs(Sy): the neighbor sensor nodes of sensor Sy

// PBS: Public Base Station

1. PBS—A,,S;,nbrs(Sy): Nonce

//Actor-Actor authentication and coordination by secure channel

//actor work as sensor when estimating d

2. Ag—>*: m={A4y,Py,Nonce,count, MAC(Ay,Py,Nonce)},

3. Ao move to a new position for keeping secret location
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4. A;: receive m /I (i=1,...,N-1)

:compute d, =D, , /HA(,A,.
5. Senbrs(S)—*: m'={S; or nbrs(S;),Nonce,count, MAC(S} or nbrs(S;),Nonce)}
6. Covert A;: receive m' /l (i=0,...,N-1)

z COuntn + COuntS
k
nenbrs(Sy) _ 5

| nbrs(S,)|+1
scompute D, =d, xH g
7. Ai—>Ao: m"={ D, , PL,MAC(D s , P)},

: compute H 4s, =

8. 4; move to a new position
9. Ay: receive m"
: compute p, with Maximum Likelihood Estimators
: Do {
if [D(Pi,p,)— D, 5, >4, exclude 4; for localizing
re-compute p,
} until all [D(Pp,)— D, |<4
/] Niin 18 the least number of actors for localization
2 if Count(A;)>=Nnin, accept p,;

else reject p,

H1F DV-Hop A vt SR S0 5 L5 41 o 100 6 23040 2 8 0, (E R D o s — B T R A S8 B 10— 6. [T L,

ServLoc AL PR H 20 B 6 SR HISCRR[ 13T WL 2 Sl S e NER B o SR b 0 2R

T BTSSR 20 B, w7 LUSE DR A M Ak S
2.2 ServLocfi &5 1Y

fi il i RSSI 2%

7 B AL (K T7VE AR 2K 5 75 4% A IR SN, 5 R A 6 e SR A A B (EURE A T2 5 1.1 1 R 4R B 1R 45280
b, BRIV AR WA T et o 45 2 A8 ) AL A AL A% T B A 0 A SR T R AR T A T I 2 SR ) )

R A BAGZ ServLoc SR AU AT S W 25 2 5 B R PRI A SR A 1RO (07 B4 o

ServLoc #3613
Voting-Based location verification with hidden actors.
1. PBS—S;: Nonce
2. Sy—>*: m={p,,count, MAC(p,,Nonce)}
3. Covert A;: receive m
:compute H 45,
ccompute D, =d, o xH,
IE ID(Pup)- D 5, <A
Ai—*:m'={A,,S,accept p,,Nonce,MAC(A;,Sy,accept p,,Nonce)}
else
A—* m'={4;,S,reject p,,Nonce, MAC(A4;,S;,reject p,,Nonce)}
4. 4; move to a new position
5. Covert A;: receive m'
/] Niin 1 the least number of actor for accepting p,
1 if count(accepted p,)>=Npin
Accept p=p,
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else reject p,
3 RESH
3.1 &l
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I 0k o AR A ) S5 I A S oA 5 R S S s AT 1) A R W S A A, SN s I g
AT E A HOE AR AL PR SO w8 A S A S T AT R T A R 56 P B A /A A
SRS BT ST 2R )AL IR R A 19 By 2 b 20 LU K ARAN A RE X 5 8 8 JEAT s A Bk

A [ ServLoc H AL R3S T 2T JCTE N AR b S5 B 3 (A P 1 T s 1) S I 71 ) B AT A . e e (L ] LU ik
T A AV SR R 19 4 22 B BSOK S IR 1 IR A Y AR AT B B G A b g Al A B B
B O ServLoc WSl AR A 5 s N 08 A5 A A O 4 1 B IR0 A B A R, LR N Bk A 10 B
.
3.3 ServLoc#Z LG HHl 89 R 8E

7t ServLoc K5 HLHI S 15 L B A=0, 415 B P 25 (07 B 403 )l D #2) 0 0,0HL 2, |h T 1 sl B L iR 22 A
SENCALIES 1 B B 24l 515 22 A1 B 2 6 (A2 S AL A 4 400 A% I 85 19 R IE AR RS O B O REZR )N L 2 e
%a,W\UW&%LE'\@EI&&EEIJJ,EME%W‘ﬁ%zj‘J 1. DAL, A B 8 — AN 53 1A AR A, LA ST 48 7 5 A2 B AL 1 A1
FH P 2 AU 9] 2 %

75 ServLoc 1250 AL, A7 1 24 158 22 4 56 W A% 50 L R AR B P 23— SR W R B AL B AR % ervory; 7
—RRAGE RN S AR R N EE B R error, AR IX LER ZE IR N = 140 AT error,~N(O, G;)ﬂ] error ~
N0, 0) JF Bt A=k o Hor ke SN 1IE 52 B0 RIS w7 0 A R B AR IE W o = Jo, + 0, 2N RV A Sl
U5 A% IR B AR FH PR

A=

k
P 1-PHID(Pop) D, <A 1-PHAGD(Pop)- D5 <koy=1=—— [ fie ™ du=1-arf [i] .
J ] T

V2
£ ServLoc XU RN HN AR ASCGEE N2V — AL S AL B 2 D> Ny RO 834252 %00 B
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I, ServLoc A B AU L1252 % A0 B AR A, A S 55 RE A7 (K S W s 20 H - N=9 D], ServLoc A256 A 4 4%
52 A T RE R O B R (B P N

. i & i . jL 9-i
Py =1 ,-=sz9|:erf(\/§J:| |:1 erf(\/z]:| (D
T4 AE ServLoc B2 5 PRS0 A7 B 3K O 0 B ) e A 2R (B 1 2R ) Pmaxy Ky

8-i 9-i
Pmax” = 2nko z C‘(Z 93k0'j [1_ 2.9‘31k0'j ( 2nk0jzcl(2 93k0'J (1_ 2.93k0'] @)

i a
Hra %ﬁ%ﬂ"]ﬁk.

AR ()L

T B BF ARG [ N 2R 2K 2 7 M6 FH 408 s T A N DA S8 SRR 26 53 A o 8 B e s 1 A 30 110 A S A1 R PR K
G 7 K BT R AT B R RS I I A AT D AT R B SRS I SN A R R A SR ) BE A, DR e
ServLoc &R HLH.

T8 S, M A<<a W, B0 O O B AT (B S B O A BRI A A 2K 2 T A L TS M B B B IR
N2 AE U 2 T R TR PR 35 B 5 I8 1A 5 I s, s 5 B0k ServLoe A0 B A5 56 AL I R 2 DI Mg 226 (52 19 1 2% ) ik 3] de
K Pmax’y o A DL

1) Beki & WY 2K I b RS589 B D) 1) S5 R e D26 0 Pax 0t 5 5 PR R0 () A% KA A7 L 7T
J7 g 0 5 WA G T S Y e 78 N AR R r=al2—A 1 AMER r=a/ 2+ AR IR Y (A 18 2 i), S 4 ok 2 £ 1B 24 L
S Pmax;.

a
2n—24
Srin' 2 k
Pmax,=—% ~ % g S A<<a.
grid a a

2) Tl A R AT S R YRS B s N 2 ) IR e KRRy Pmax,, X4 PR
2-1) 0SS A8 7 AR A IR I s [ R T P A A Vn*@(l AINE 12*g(l+ﬁﬁﬁ -G =2argtan(1/2)(l1 &l

2 JToR).JEH,
1)+/10

2argtan| — |——ax2A4
Spngsee 2 an(z) 2 4 293k

2
a a

Pmax, ~ M A<<a.

grid
2-2) St A AT S T A% P R S S R ER 8 A ARk r21=% a—AIME 1= % at+A S J% 6=2argtan(1/3)(21 &
2 JIToR). e,

1)\3
2argtan (fjfa x24
Pmaxz_zz ringsec 32 2 _ 193k0’ /ﬁ; EF‘ ,A<<a,
grid a a

2.93ko

J TRk 5 ¥, % Pmax,=max(Pmax,._;,Pmax,.,), I} Pmax,=
a

7E ServLoc 25 HLHIH B ok 3 B S MR Pmax py A& 30T HR B 32 20 Noi IR0 S5 0 25

HTR G SN AR Y B T I B B D B KR D Pmaxy, =Pmax, i Ci (Pmax,)'(1-Pmax,)* ™,

i=m-1
9 . .
73U, Pmaxj, =(1-Pmax,) Y Cy (Pmax,)'(1-Pmax,)””,

K, Pmax), = Pmax], + Pmaxj, ,
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Pmax =Pmax, Z C! (Pmax,)(1-Pmax,)* +(1-Pmax;) Z C} (Pmax,)'(1-Pmax,)’”,

i=m-1 i=m
8 i 8-i 9 i 9—i
P’ = 2nko 3 C£(2.93kaj (1_ 2.93ko-j +[1_ 2nka]z C;(2.93k0'j (1_ 2.931«;} ’
a o a a a i—m a a
TR, O

2457 ko

a A

9 A

Declared false position

"
A Actor/locator in home grid
a A A A Actor/locator in neighbor grids
N ® L ocalizing sensor node

Fig.2 The attacker guess the verifying actors in the ring or ring sections and disguise itself in the center of home
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