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Abstract: Fast point multiplication on a family of Koblitz elliptic curves in characteristic 3 is considered. Such
curves are suitable for establishing provable secure cryptographic schemes with low bandwidth. By utilizing the
complex multiplication property of the curves and using a modulo reduction and Frobenius expansion technique, it
is shown that there is a fast point multiplication method without precomputation on the curves, which is 6 times
faster than the ordinary repeated-double-add method. The idea of the fast method is independent of the optimization
of finite field arithmetic and the choice of coordinate expression for points of the elliptic curves.

Key words: elliptic curve; point multiplication; Frobenius expansion; modulo reduction; fast algorithm

H E: HE—RE4FIE3 69 Koblitz MR sh &K ag bk SR ik AR KWK LESETRT RN, TR 200 %
FhARH) 45 R B AR XK K6 TR R R R AR A Frobenius A& H37 3X £ wh & LA £ —AF R TS 49
ik &R F ik HiE Fak B REE 6 F S Auie- S ER 6 6 45 9% Fk ) Bk A0 R B2 5 A PR L AR AL A=A B b
KA LATR TR X

KRR A W 45,5 - Frobenius BT XA 290 b ik H ik

HEESES: TP309 SCERFRIRED: A

* Supported by the National Natural Science Foundation of China under Grant No.90104034 ([ % H %k %} 2% 4); the National
High-Tech Research and Development Plan of China under Grant No.2002AA 141020 ([ 5 = 3 AR WF A R 11X (863))
BTN BE01967—), 55 LIRS, 1 b 202, 10 4 A 0, 32 BT o0 U R S e 2 A5 D 4.

© e

http:/ www. jos. org. cn



http://www.jos.org.cn/1000-9825/0000.htm

1908 Journal of Software #RAFFIR  2003,14(11)

B AT A i £ — A e A I i £ S (ECC) Y 5 N 2 A, 3 2 DR D i o faf P 9T Wedl et ek
Tate PR AOXUER PR 7748 3% 44 (1 MOV ZhUURT FR Zh iR K GF(q) B 7 S 15 ih 2k 1 85 oot $ ) i
(DLP)ZJ3k 2 GF(q") b B 506 $i ) 5(1<6), LABEAR 13X 3 ih e #0319 ECC RGER) & 4k AR BT Joux HISGEETE
AR WA IR () T X 02k k7R A A 5 T LA R A 3 A A B 0 . AT IE W %2 4 ) (provable
secure). FE T XWLE MRy hnss . 544 M b Oy =B

BT 5 it Koblitz 48 H T W 70 A P sURAR 00 . IULE [ br 2% A5 2% S0 00Kl Koblitz i 28 1K
fil 21 b TN 7 SR I K Bl R AE 2 (¥ Koblitz #1258 (1) p 32 5745 DL e o i o 121,

RICWFFT—ZFFAE 3 (BT 7 Koblitz M [ 1 28 1) £ e S v x5S il 2 ol FH A A4 38 SCHR[S,6] 1) 25 0 5 ZR 119
JURE MLy — hFiX el | DLP (N4 GF(¢%) b DLP B Ut #i il 8 (7=6),iX 2 th £ 4% Koblitz A A
FE DU A B 25 4 7 1 s B e T 2 R I A i 4 ) AR R v 5, B o P ALY AT Frobenius J& JT B
T3, BATT R R ix S i 2 A7 A —FpAS T T UE S 00 PR R vk, LAz A3 T 2 0 o 1) 2 IR - s N B9 1) 6 £,
T L2 S35 (4 BRHEAA J5  5 BR J S A A RA [2] P 2 o P A b 2 R R R BTG 2%

1 BEMEARERE
Bn 25 6 HARMHES a=1 Bi—1.7% AR Hh £

EIGF(3")y*=x’—x+a, 1
Z ek E (MBR AT G B A0 N 1) n IR AT 2 0L SRS, 6]. 01 E (W 3t iT,E F1F) Frobenius BCGY
D(x,y) (), V(x,y)eE (2
et
(P +3a D+3)P=0,VP<E. 3)

FHAT BRI R AT 01, RIS AT FH S E b O L 2 AT () 1 ) 5 4
B =(Ba+-3)/2 BEBIR *+3axt3 KNSR k BT E M0 EREEP & E B A
KT RT kP k R AN RER o), X1 faep)=Xbxy &—MRBL A A A bh
X +3ax+3 R WAL k=, 0), 0 2 (3).kP=A @, D)P.1H A1 +0) =D O+ DO T 01,0,€E JRAL I F5E,
LA EE]
kP =2 b, 0" P =3 @' (b, P) =3 @' (P), (4)

K, P =" b,@ P BN AR i 15,
J

kP = @' (P)=®(.0O@@(Py)+Py_)+ Pyy)+...t B)+F,. )

i=0

SRBEAR IR W IR P, R LA Z2008 AS (G G R0 ) FAD B T o 5 e R, 4 B SR (5) T 50 kP 75 r AN s ik
B =1 ROINFAE S r R—ANE T IC 5518 jUH) P I
Lh PQe,y) 3o E L MAbs o Ce,) K0 252 pho v 20 ot 2 () B e U R A BRUSRARAE S 3 19 o 5 28 2 4t
(@+a)P(x.y)=P(x’ y’)+aP(x,y)=P(x+a,ay), (6)
(@+a)2P(x,y)=P(x+2a,azy)=P(x—a,y).
HF=P(x,p)=P(x,~y), A L& 5
{0, 2P +( D+a)P+(D+a) P} (7)
AR K AR 7R AT BLH P OZ BIH S Y FRATTLE P A A7), B0E Y b’ BB S
§={0,£1,2(pra).x(pra)’},
MK & 2o O A ﬁ:a,.gof (a;eS)KIFRIE RN - 1L ), LT AT R EL a; IADEFR N 1% - RIEX BN KA

i=0

2R IK KL (BB an=0), W LA EJ7 015 kP ISR FEALY k (1 o208 S A BUSIE He .
ANHER 2 ke BB c+dpif) T8 (e,d BB, L3k JBAR W T T iH 51 cP+d a(P).

© HHEREBAAIGUT http:/ www. jos. org. cn



W& & —% Koblitz # B th & 09tk & 5 1909

TER B, A ICRI o RIE XA M1, B — A o KA AN L o +3a0+3 MAERAT IR R E R T .
E 5 VT B I, N AZ A AR AL - FRIE 3. T F I BRATUE WX — IR crd o, A AEMNE — 1) -2 15 3 A2
a,a;1=0(V0<i<N-1), 3 HIXA> -2 35 (R A R 38 12 - 305 20 HA BT S AR 45 - 2 1% 3UH 55005 W S ik
(UL, HE 505 5 A I b 2k 1) s s S AH B n] LS AN o

AT @1 XIH1 ith 2 (0 71 T 0 2 (e, 3R Tl LAE — 25 23k Bir ] -3 30 A A BE M- S8 T L
RRTT IRV SR B IR — A AL 3 045 XA BE @' —1 L7

2 3E3%#E Frobenius B 73 BUA BRI

it Z[gl={ctdgc,deZ}, s = (1+-3)/2 S'={s'9:i=0,1,....5} . Z[ @] ) G Z AT Me—Hb B 1 c+ds TE 2, 5o ed hy
B HORE 05 5 X etds (78, BN N(ctds)=c*+ed+d? & & — A FEH R 8 1 357 TR 32k (100 4 e A0 o 5 1)
T il T, 25 S iE B

513 1. % uv,weZlg].

(1) W u=ve. L |ul<3,N) veS.Ht— 51, 47 |ul<1, ) u=v=0.

(i) W u,v,weS, W u+rv+w|<3, H|utv+w|=3,24 HAL Y 0zu=v=weS.

(iii) W utv=weH. u,veS, N wes.

5138 2. Z[ @] AN T R BAFAEMNE— MR IE 3 -k 2

5118 3. & zai(pi F Zbi(pi R[N TR - R IE L Za(ﬂ TE B 000, ) A7 A0 M — B 2 1
i—0 i=0
&.,=0,5€8,&,...,eyeSUS [ AT E 0<i<N,b=a:+&_1—&.
ik Eﬂ:@(?ﬁ(ﬁﬁ}ﬁso,sl,...,g]\,. 0

RE L Y ag WS be' BRI TR B o 22 o i R AR 1 5 A A 2 0,
i=0 i=0

N N
> ap MBUNT Y bo' L.
i=0 i=0

UE B 25 A - i A A (KA VKA [ 30, 0T agzbo. BE g, 61, .. 6n, ST BE 3 B 5E . T ag—&0p=bo, 820,115
1 H(0),a020,b020. H - R I8 I HEIE #2110, =0. 280U, tH g5—&, o=b 1, by=0.3% [FIFET7 KT8 apay...ay Rl
JFF boby...by 53 E B T IR A4S agay...ay A FIPFIGTES 1 ML ERAER TG BT 520, AT
i iZZ,'iﬂ:EE b0b1.-.bNB,]§ﬁ i™NY) Tﬁ” B b WDyt ,K}J%’F\E{JT’@J% buio,EﬂiE.iﬁ be,J”JJ a,,+€,,71—&,(020,l"'13:
0a,eS I Hlate, |<1+ 3 51 FL 1),6,68. T & byi=6~ &1 9201 L. O

3 1Rg'-1 4R

AT FRAT VK UE WA o) ke EAT AR o' — 1 299, P LUK 3 1 W5 I kP SR T A R i B — 1%

5132 4. W N K Z[o]'h T u HIAREHE - RIE A JE, I 21ogs(2]ul)-2<N<2logs(2|u)).

3138 5. XMER uveZ[@l,v20471E qreZ[ ol M 13 u=vg+r H N(r)SNW)/3.

TIE BA <M S bl v R v B RS P R

R 1 i 2k 1) Hasse 52 BRUYL E/GFGM B /N T 3142372 T80T 37+ 1565 T- M [ it 2 1ty 35 0 1 37210,
Rt 7n>90. 1 & G5 L E BB N —AN /N S DR BRI AR AR k3™ 51 B 4.k I ARE L o-RIE XKL 20

L v=g'—1, M|~ ¢"|=3"2 51 B 58 & BRCL v B4l r BT 30 D2 i 5 B 4,0 (4R B2 - 1K 50
KT n A —J7 00T E FAEE— 5 P(x,y),

@"(P(x,y)) = P(x" 3" ) = P(x.y) .

RI(@'-1)P=0,] LA kP=rP.3CHER[111 078 T K0 N AR -8 W38 2N/5, KT 3 ik F e (1R
2 - RIE MBI g 4n/5 FUORE] 2n0/5 X REIRATTAG B0 R 52 #:

IR 2. P E I kB g1 Lk EN R Il P A K, IRATIG S B AN R A5 1
ROAREE AZFETH A FUERCP I R 2n/5 A S INE.

© HHEREBAAIGUT http:/ www. jos. org. cn



1910 Journal of Software #RAFFIR  2003,14(11)

FEAT B FATH RO — A R BR kg & FAR r A RIE SR, Nl 3AT1 B a=1 SKInELT
.a=—1 BTG AT i

T o SR ST R ¢ AR R332 kN T 3T 142:37, T B
¢SO T3 1 AT

k= 3(n+l)/2 q|¢n3—n/2sn/2(_1)n +r!
:( n _1)(31/2sn/2 !(_l)n +(3l/2sn/2 r(_l)n +}"’ ,
@ q q

EITI 31/2sn/2:(3+¢)s(n71)/2EZ[¢]’ ﬁﬁﬁ;ﬂ— 31/2Sﬂ/2ql(_1)ﬂ ﬂ‘;u%it 31/2s"/2q'(—1)"+r’%‘|37£ Z[@]'T‘%it 31/2sn/2qr(_1)ﬂ+rvﬂ,(]
1E<312g ) |<2:3"2 4 r gt BT

4 & it

N T VAR SO Koblitz A5 i 2 (BE8Ch GF(3™) i i Tfe kP, 15 5E4% RS 3 T VLR & Bl gi'—1
(K34 2 r, $22 HESCRRL L) SR Y AR 452 - A 3, 14ty it - RAA AR I 2 1 A5 T7 0T 55 P, WA T 75 1 AP
LT A R R 2n/5 A R I, I R A S A —— RN SE G 5 Bnlog,3)2
A R BUIZ) KLY 6 4% (1510g,3/4=6). % SR AN TLH S0, FC DA A0 I B AR T 17 i 2 1 52 3fe 1 o, 5
A PRSI AR ARG [ i 28 A5 A b 2 7S 10 28 BTG % TR b, 45 4 7 B 35 A 1 A0 A D R B 44 F) A b 3 s, B
ATTREAS B AR H A R0 26 _E iR AT,

References:
[1]  Menezes AJ, Okamoto T, Vanstone SA. Reducing elliptic curve logarithms to logarithms in a finite field. IEEE Transactions on
Information Theory, 1993,39(5):1639~1646.
[2]  Frey G, Riick HG. A remark concerning m-divisibility and the discrete logarithm in the divisor class group of curves. Mathematics
of Computation, 1994,62(206):865~874.
[3] Joux A. A one round protocol for tripartite Diffie-Hellman. In: Bosma W, ed. Algorithmic Number Theory Symposium-ANTS-IV
(2000). Berlin/Heidelberg: Springer-Verlag, 2000. 385~394.
[4] Boneh D, Franklin M. Identity-Based encryption from the Weil pairing. In: Kilian J, ed. Advance in Cryptology-CRYPTO 2001.
Berlin/Heidelberg: Springer-Verlag, 2001. 213~229.
[5] Galbraith SD. Supersingular curves in cryptography. In: Boyd C, ed. Advance in Cryptology-ASIACRYPT 2001. Berlin/
Heidelberg: Springer-Verlag, 2001. 495~513.
[6] Boneh D, Lynn B, Shacham H. Short signature from the Weil pairing. In: Boyd C, ed. Advance in Cryptology-ASIACRYPT 2001.
Berlin/Heidelberg: Springer-Verlag, 2001. 515~532.
[71  Verheul ER. Self-Blindable credental certifications from the weil pairing. In: Boyd C, ed. Advance in Cryptology-ASIACRYPT
2001. Berlin/Heidelberg: Springer-Verlag, 2001. 533~551.
[8]  Smart NP. Identity based authenticated key agreement protocol based on Weil pairing. IEE Electronic Letters, 2002,38:630~632.
[9] Koblitz N. CM-Curves with good cryptographic properties. In: Feigenbaum J, ed. Advance in Cryptology-CRYPTO 1991.
Berlin/Heidelberg: Springer-Verlag, 1992. 279~287.
[10] Koblitz N. Constructing elliptic curve cryptosystems in characteristic 2. In: Menezes AJ, Vanstone SA, eds. Advance in
Cryptology-CRYPTO 1990. Berlin/Heidelberg: Springer-Verlag, 1991. 156~167.
[11]  Koblitz N. An elliptic curve implementation of the finite field digital signature algorithm. In: Krawczyk H, ed. Advance in
Cryptology-CRYPTO 1998. Berlin/Heidelberg: Springer-Verlag, 1998. 327~337.
[12]  Muller V. Fast multiplication on elliptic curves over small fields of characteristic 2. Journal of Cryptology, 1998,11(4):219~234.
[13]  Solinas JA. An improved algorithm for arithmetic on a family of elliptic curves. In: Kaliski B, ed. Advance in Cryptology-
CRYPTO 1997. Berlin/Heidelberg: Springer-Verlag, 1997. 357~371.
[14]  Silverman JH. The Arithmetic of Elliptic Curves. New York: Springer-Verlag, 1986. 55~63; 130~132.

S https// www. jos. org. cn




	算法的基本思想
	非连接Frobenius展开式的权的极小性
	模\(n?1约减
	结  论

