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Abstract: A rule-based distributed intrusion detection system NetNumen is presented in Linux in this paper.
Compared with the existing network-based intrusion detection system, NetNumen combines anomaly detections
(detecting the anomaly frequency of packets’ arriving) with signature detections (detecting the immanent characters
of specialized attack and attack instrument), which improves the detection effect of the attack of DoS (denia of
service)and DdoS (distributed denial of service) dramatically.

Key words: intrusion detection; IDS (intrusion detection system), network security; DoS (denial of service); DdoS
(distributed denial of service)

* Received February 12, 2001; accepted June 7, 2001
Supported by the National High Technology Development 863 Program of China under Grant No.863-306-ZD08-01-2

DO T FDEDFOT DT 0 T 50 T FOTD FO T 0 T 50 B S0 ED FD T FD T 500 B F0 T F0D T FD T 50 T 500 T 50 T ST FOT 50 T 50 B S0 ED F0D T FD T 500 B S0 T S0 T DT 5D T F0 T F0 TSI ED T EO T SO EIFOEI DT EDEI KD

© hEE

HOFIFFIT hetps/ www. jos. org. cn




	背  景[1]
	入侵检测方法
	入侵检测系统现状

	NetNumen系统的结构及实现
	分组捕获器
	网络协议解码器
	规则描述语言语法解释器
	入侵事件“判决引擎”
	特征包到达速度判决器
	响应子系统

	性能分析
	相关工作比较
	结束语

