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Abstract: Verifiable secret sharing (VSS) is a very important tool in cryptography and information security. Many
threshold V SS schemes are available in the literature, but only alittle attention has been paid to general VSS. In this
paper, the problem of general verifiable secret sharing is considered. Based on a general secret sharing scheme,
Feldman's VSS scheme is extended to the case of arbitrary monotone access structures. A secure and efficient
general VSS protocol is proposed. The newly proposed protocol is non-interactive, and has the best information
rate. It may have practical applications in many areas, such as key escrow, group oriented cryptography, and
fault-tolerant secure computation etc.
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Secret Sharing™? is a fundamental notion for secure cryptographic design. In a Secret Sharing protocol, the
dealer shares a secret among n participants such that only specified subsets of the whole participants’ can later
recover the secret. In the so called (k,n) threshold model, the sharing is done so that subsets of k or more
participants can later reconstruct the secret, while subsets of at most k-1 participants have no information about it.
In practical applications, ordinary secret sharing schemes have two common drawbacks. One is they cannot
withstand cheating by a participant. A malicious participant may supply afake share during secret reconstruction so
that the other cooperators cannot recover the true secret. The other is they cannot withstand cheating by the dealer.
The dealer may give false shares to some participants so that these participants will never recover the true secret.
Verifiable Secret sharing (VSS) was first proposed by Chor et al.”¥! to prevent cheating by the dealer. It was later
farther studied in Refs.[4~7], and several secure and efficient VSS schemes were proposed. VSS schemes allow
each participant to verify that his share is consistent with the other shares, and hence allow the honest participants to
ensure that the secret to be reconstructed is unique. In Ref.[6], an efficient non-interactive verifiable secret sharing
scheme was proposed (Feldman's VSS scheme). Pedersen presented a non-interactive and information-theoretic
secure VSS scheme in Ref.[4]. Almost all solutions to verifiable secret sharing are threshold schemes. Gennaro
pointed out in Ref.[5] the significance of finding non-threshold solutions to this problem. On one hand, the security
of threshold schemes is based on the implicit assumption that al nodes of the network participating in the protocol
have the same level of security. It implies that the corruption of one particular node is as likely as the corruption of
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any other nodes in the network. This is not necessarily true. On the other hand, by initiating a theory of VSS over
general access structures, the study of fault-tolerant secure computation can be generalized to more practical
situations. In Ref.[5] he gave the first general verifiable secret sharing protocol. But the protocol has the following
drawbacks: (1) it depends on the technique of cut and choose; (2) the verification algorithm needs interaction; (3)
the number of secret shares a player H; holds is (Kn+1)n;, where K is the security parameter and n; is the number of
minimal authorized subset H; belongs to. So the amount of secret information should be stored by each participant is
very large, and the protocol is not suitable for practical use. In this paper, we will concentrate on the construction of
secure and efficient general verifiable secret sharing protocol applicable to arbitrary access structures. Our solution
will overcome the above drawbacks.

We organize the rest of the paper as follows. Section 1 gives Feldman's VSS protocol and a general secret
sharing scheme as our building blocks. Our new general VSS protocol applicable to arbitrary access structures is
presented in Section 2. The security and performance analysis of our new protocol appears in Section 3. At last,
Section 4 is the conclusion.

1 Building Blocks

We will use Feldman’s V SS scheme and a general secret sharing scheme as basic tools.
1.1 Feldman’sVSS scheme

Feldman’s VSS scheme is the first non-interactive VSS scheme without a trusted authority. Up to now it is the
most efficient VSS scheme available.

The parameters are as follows: p is a prime number of length 1>512; q is a 160-bit prime divisor of p—1; gisan
element of order qin Z*p. Thetriple (p,q,g) is public. k is the threshold, and n is the number of participants.

Distribution phase: the dealer D selects at random a polynomial f(x) = ga.xj over Zg such that a=Sis
1
j=0
the secret that will be shared among n participants Py,P,,...,P,. He sends to each participant P; a share o; =f(j) modq
secretly, and then broadcasts the values a,= gaJ mod p for j=0,1,2,...,k-1.

k-1 .
Verification phase: For j=1,2,...,n, each participant P; checks if ¢7= a. ) mod p. If not, the share oj is
I
i=0
false.
Reconstruction phase: when k participants Py,P,,...,P, cooperate to reconstruct the secret, each P; broadcasts

K-
his share o; to the other cooperators, each cooperator can verify the validity of o; by checkingg” :1—[1 a.i mod
i=0
p. If @l shares o, j=1,2,...,k, are valid, each cooperator can reconstruct the secret using the method of Lagrange
interpol ation.
This scheme can tolerate up to (n-1)/2 malicious faults including the dealer, and the secret is only
computationally secure since the value g°=g®mod p is leaked.

1.2 A general secret sharing scheme applicableto arbitrary monotone access structures

We give a general secret sharing scheme applicable to arbitrary access structures. The scheme is the foundation of
our new general verifiable secret sharing scheme.

Let GF(q) be an finite field of q elements with g alarge prime. SSGF(q) is the secret space. The participants of
the system are a dealer D who holds secrets selected uniformly at random from S=GF(q), a set of share-holders
H={HyH, . H,} who receive shares of a secret from the dealer, and a monotone access structure 7-on H who gives
out which subsets of H can effectively reconstruct the shared secret. We denote by 7o={A; A, A} the basis of 7
that is the set of minimal elements of 7 under inclusion.
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Before sharing a secret, the dealer D broadcasts to all participants the set H and the basis 7;={ Ay A, A} of the
access structure 7.

Algorithm of sharing: the dealer D selects at random a polynomial f(x)=ag+a;x+...+a,x" of degree n over
H,. Next, D
finds out a polynomial f;(x) of degree less than k+1 for minimal authorized subset A={H;1,His,...,Hi} € 7o using the
k+1 points (i, f(i1)),(io, f(i2)),...,(ixf(ix)) and (0,s) according to Lagrange interpolation formula, and computes f;(n+ 1)
for each i=1,2,...,t. At last, D sends f(j) to player H; secretly for j=1,2,...,n, and broadcasts to all players the values
fi(n+1), f(n+1),..., and ..., f(n+1). Here f(j) is the share of H; with respect to secret s.

Algorithm of reconstruction: let A be any authorized subset of H and A={H;1,,Hj2,...,Hj} be the minimal
authorized subset contained in A. Each player H;,, broadcasts his share f(j,) to all the other playersin A. When all
shares of players in A; are collected, the secret s can then be reconstructed using the k+1 points (j1,f(j1)),(i2,
(32)),...,(f(x) and (n+1,f(n+1))according to Lagrange interpolation formula. But for any unauthorized subset B of

GF(q), where n is the number of share-holders and ay=s is the secret to be shared among players H; H,

H, it isimpossible to reconstruct the secret since the players in B cannot collect all shares of any minimal authorized
subset.

This general secret sharing scheme has three obvious advantages over the others. Firstly, it is applicable to any
access structures. Secondly, it has a high information rate. Finaly, it has a simple algebraic structure similar to
Shamir’ s threshold scheme.

2 A New General VSS Protocol Applicableto Arbitrary Monotone Access Structures

2.1 Parameters

Asin Section 1.1, p, q are large primes such that g|(p—1). g is a generator of the unique subgroup of Zp* with
order q.

The secret space is S=Z4(or GF(q)). The share space is also Z, .The participants of the system are a dealer D
and a set of n players (share-holders) H={Hy,H,,...,H,}. " is an arbitrary monotone access structure on H and
To={ALA; A} isitsbasis.

Based on the two schemes described in Section 1, we will present a new general verifiable secret sharing
scheme applicable to arbitrary access structures.

2.2 Algorithm of sharing

There are two phases in this algorithm. One is share distribution and the other is share verification.
share distribution phase: In this phase, the dealer acts as in the sharing phase of the general secret sharing

scheme in Section 1.2 except that he publishes the values c,=9 i (mod p), j=0,1,...,n, and dj =g*® (mod p),

j=1,...,n, where 5=f(j) is the secret share of player H;.
share verification phase: every one can check if

IT (retin) (ns1) [T (re1oin)
n i d i=1 d ﬁ(-im) k i ]_k[(i,fim) d
dj =H(ck) (mod p), j=1,...,n, an ghem () H (d, ) (mod p)
k=0 =T

for any minimal authorized subset Ai={Hiy Hi,,..,Hi} €75, i=1,...,t. Since these verification can be executed by any
one who knows the public information of the sharing scheme, we may call this procedure the public verification.

Each player H; can verify the validity of his share by checking d= g® (mod p), j=1,...,n. We call this procedure the
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private verification.

If the public verification fails (that is some of the equations in public verification do not hold.), the dealer is
considered disqualified, and the players will abort from the sharing protocol. Otherwise, we say the public
verification is successful. If the private verification for some player H; fails, H; should broadcast a complaint to the
dealer as well as his false share received from the dealer. In response to H;'s complaint, the dealer broadcast to all

players the correct share 5 such that d,- =g® (mod p). If the subset of players who complain the dealer contains a

minimal authorized subset, the dealer is also considered disqualified, and the protocol stops. Otherwise we say the
private verification is successful. The verification is said successful if both the public and private verifications are
successful. It is believed that a secret s has been shared among the n players over the access structure 7" when the
verification is successful.

2.3 Algorithm of reconstruction

If the verification phase proves the dealer is not disqualified, there must be a unique secret which has been
shared among the n players based on the monotone access structure 7.
To reconstruct the shared secret, each player H; broadcast his secret share 5 to all the other players. Every one

can verify the validity of s by checking d,- =g * (mod p). If the equation fails to hold, then cheating by player H; is

detected. When the correct shares of all playersin aminimal authorized subset are collected, the shared secret s can
be determined using Lagrange interpolation formula asin Section 1.2.

2.4 Correctness

The correctness of share distribution and secret reconstruction is obvious. We only need to prove the
correctness of share verification.

Lemma 1. Verification is successful if and only if the dealer follows the protocol correctly.

Proof. Suppose the dealer follows the protocol properly, then there is a polynomial f(x) of degree n such that
s=f(j), j=1,...,n, and the point (n+1,fi(n+1)) is on the polynomial determined by the k+1 points (i1,f(i1)),(i2,f(i2))....,
(if(iy)) and (0,5) using Lagrange interpolation formula, i=1,...,t, where A={Hi;,His,...,Hi} €75 is a minimal
authorized subset. Thisimplies that

H(n+1 i) (n+1) ﬁ(n+l_im)

s =f(j)= zakj, f(n+) =s™e—+>(f(i)) ]
H(—' ) 7 I B (O™
m=Lmej

Sowehavedj — gf S =l£[gakjk :ﬁ(ck)ik (mod p), j=1,...,n, and

k=0
K k
(n+1) (n+1-iy,)
lm_[ (n+1-iy) + m:l:’[wgl
“ . l—k[ Gy
- i i —im .
) mcime (mod p), i=1,..., t

f(n+1 (C ) m1 H(d”) m=1mj
j=1

On the other hand, if d,- =g% = ﬁ(ck)jk (mod p) for each j=1,...,n, we have s =zn:akjk =f(j) (inZy). The
k=0 —
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k
1_k[ (N+1-iy) (n+1) J] (n+1-ip)
m=1 m=1,m# |
me E
. IIGim _x i IT Gi-im) .
fi(n+l) _ m=1 m=1,m»
equation ¢ fi(n+n) _ (c,) H (dij) Lme (mod p), implys that

l_k[(n+1—im) ; (n+1) [ (h+1-i,) (inZy).
f,(n+l) = Sm:lki_'_ z (SJ m:kl.m:j
H(iim) - y H(ij*im)

Hence the point (n+1, f(n+1)) is on the polynomial determined by the k+1 points (i1,f(i1)),(i2,f(i2)),...,(i.f(iy)), and
(0,s) using Lagrange interpolation formula. This proves that the dealer follows the protocol properly.

3 Security and Performance Analysis

3.1 Security analysis

We suppose a strong admissible adversary'®. That means the adversary can corrupt all but one player in each
authorized subset. The only constraint on this adversary is that at least one authorized subset must remain pure i.e.
composed of all uncorrupted players. Such adversary is the strongest possible.

Theorem 1. If the verification is successful, the dishonest players who supply fake shares in reconstruction
phase can be effectively detected.(This is obvious.)

Theorem 2. The proposed general VSS protocol is secure against a strong admissible adversary under the
assumption that computing discrete logarithm in GF(p) with respect to base g isinfeasible.

Proof. If the verification is successful, there must be a unique secret s which has been shared among the n
players over the access structure 7. According to the definition of strong admissible adversary, for each minimal
authorized subset A;, there must be some shares of playersin A; that are unknown to the adversary. Since computing
discrete logarithm in GF(p) with respect to the base g is infeasible, the adversary cannot compute these unknown
shares. So the adversary cannot use the reconstruction algorithm to recover the secret. Hence he gets no information
about the shared secret except the public information. Furthermore, the shared secret can be effectively
reconstructed by the pure authorized subsets since players in such authorized subsets are all honest and hold correct
shares of the shared secret.

Similar to Feldman’'s VSS scheme, the shared secret s is computational secure since the value g*(mod p) is
revealed as part of the public information.

There is a drawback in the security aspect of our newly proposed general VSS protocol: the polynomial f;(x)
determined for minimal authorized subset A;={H;,Hi»,...,Hix} may have a degree less than k. In this case, less than k
correct shares of A; will be enough for reconstruct the shared secret. How to overcome this drawback is a problem
remains to be solved.

3.2 Performance

First, notice that our new general VSS protocol is applicable to arbitrary monotone access structures. In
practice, the degree of the polynomial f(x) can be decreased to m-1, where mis the largest cardinality of minimal
authorized subsets. If 7"is a threshold access structure with threshold k, the degree of f(x) will be k—1. In this case,
al fi(x) will be the same as f(x), and there is no need for the dealer to compute f;(n+1). This will exactly result in
Feldman's VSS scheme. So Feldman’'s VSS scheme can be looked as a specia case of our new general VSS

protocol.
Compared with Genarro's general VSS scheme!®, our new protocol has the following advantages. (1) It has a
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simpler structure. The structure of our new protocol is similar to that of Feldman's VSS scheme. It is based on
Lagrange interpolation of polynomials over finite field. (2) It does not rely on the technique of cut and choose
which is very inefficient. (3) The amount of data that must be kept secret for each player is greatly decreased. In our
protocol, each player just needs to hold one secret share of the same length as the shared secret. So its information
rate is the best. (4) The verification phase of our new protocol does not need any interaction. Therefor our new
protocol overcomes all the drawbacks of Gennaro’'s general VSS scheme!®. Our new protocol has a low
computational cost since it is similar in structure with Feldman’s VSS scheme which is one of the most efficient
VSS schemes available.

4 Conclusions

We have presented a non-interactive general verifiable secret sharing protocol applicable to arbitrary monotone
access structures. The structure of our new protocol is similar to that of Feldman's VSS scheme. The information
rate of our new protocol is optimal since each player holds only one secret share of the same size as the shared
secret. The new protocol can withstand a strong admissible adversary under the assumption that computing discrete
logarithm is infeasible. The new protocol may have practical applications in many areas such as key escrow!®,
group oriented cryptography'®?, fault-tolerant secure computation®™ etc.

Since our new protocol is only computational secure, our further study will be on finding an efficient and
information-theoretic secure general V SS protocol applicable to arbitrary monotone access structures.
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