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1
1.1
: HTTP B , 'GET  POST.
,WEB POST , 1 HTTP ,
login passwd ,Web (e.g. changxl
,gao123 )

Post http://login.yahoo.com/config/login?dbfsschmg8oun  HPP/1.0

Referer:

http://edit.my.yahoo.com/config/mail ?& 1=IWZkZHNKIXRzZnNydEpidX V 4dSF0Zeq0ZHh4fH

5iu356Y mMNY cnM %3d& .rand=0.926280374566

Proxy-Connection: Keep-Alive

User-Agent: Mozilla/4.7[en] (Win95:1)

Host: login.yoho.com

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, image/png, */*

Accept-Encoding: gzip

Accept-Language: en

Accept-charset: iso-8859-1,* ,utf-8

Cookie:B=csrjmedelft4j

Content-type: application/x-www-form-urlencoded

Content-length: 101

tries=& .srccymé& .last=& promo=& 1g=& .bypass=& partner=& .chkP=Y & .done=&login=

changx| & passwd=gao123

Fig.1 Atypical HTTP pack for request identity authentication
1 HTTP
1.2
1.21
2
S Authentication server
Distributing card Requesting ticket

Sending ticket
» Browser Cproxy
WWW Application
\ Sproy server module
Sending data
, ) , , , . Www ,
Fig.2 System model
2
.Cproxy( ) ,
Sproxy( ).Sproxy )
Web www . Www Sproxy  Cproxy
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122
Cproxy , Cproxy 1 , ,
Cproxy , , ticket,
: Cproxy ( 3 ),
, ticket, Sproxy. Sproxy ticket , HTTP
1 ) , ,Cproxy
Sproxy ,Cproxy ,
Posthttp://login.yahoo.com/config/login?dbfsschmg8oun  HPP/1.0
Referer:
http://edit.my.yahoo.com/config/mail ?& |=IWZkZHNKIXRzZnNydEpidX V4dSF0Zeq0ZHh4
fH
5iu356Y mNY cnM%3d& .rand=0.926280374566
Proxy-Connection: Keep-Alive
User-Agent: Mozilla/4.7[en] (Win95:I)
Host: login.yoho.com
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, image/png, */*
Accept-Encoding: gzip
Accept-Language: en
Accept-charset: is0-8859-1,*,utf-8
Cookie:B=csrjmedelft4j
Content-type: application/x-www-form-urlencoded
Content-length: 101
tries=& .srczym& .last+=& promo=& 1g=& .bypass=& partner=& .chkP=Y & .done=& login
=passwd=
Fig.3 Identity authentication process
3
, , Cproxy Sproxy
( ) , , HTTP
POST , ,Cproxy
13
131
D Sproxy
2 :  — o (authenticated server, AS)
, AS
(ID) (Username) (Password) (NtimeAs) (PublicKey)
ID , , NtimeAS
, ( AS
AS : ' , : AS
, AS )
AS
(ID) (PrivateKey) (PublicKey) (NtimeC) (ASPublicKey)
(3) SP
SP

AT
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(ID) (Username) (Password)

13.2
(1)
AS:
WDS. ;

C: ;

ID:X IP X  ASWDS(C;

IP:X IP X ASWDSCG;

SaltN: (C );

P,: X X  ASWDSCG;

P hX X  ASWDSC;

CERT,:X X ASWDS(C;

NtimeAS: (AS );
LtimeAS: (AS );

NTimeC: (C );
ValidTimeLen: (Ticket_data );

Ksession! ;

H(X1,X5,...): X1,X5,... ;

MAC(X1,X5,...): k X1,X2,...

(X1,X3,...)Key: Key X1,X5,...

2

(1) C-AS: (TICKET _req);

(2) AS-C: (TICKET_req);

(3 C-WwWDs: Web (CERTWDS_req);
(4) WDS- C:Web (CERTWDS _req);
(5) C-wWDSs: Web POST (SHAKE_req);
(6) WDS- C:Web POST (SHAKE_req).

1) .
TICKET_req:{|1D¢,SaltN} Pas,Sign_data,
Sign_data={ H{ID¢,|Pc,NtimeC,SaltN} } P ..
2 IP¢( Socket ), P s IDc  SaltN, Sign_data,
) . ,  LTimeAS NTimeAS,
1 NtimeAS , :
TICKET _rep:{ NtimeAS ValidTimeLen} K, ..q, Ticket_data,MAC,
Krane= MACsamd | Dc, 1P, LtimeAS, SaltN}, Ticket_data= { H{|Dc, |Pc, NtimeAS, ValidTimeLen}}P x5, MAC=
MACKran d{ Ticket_data,NtimeAS ValidTimeLen} .
(3) , Kran=MACsuinf | Dc,| Pc,NtimeC, SaltN}
,  NtimeAS NtimeC, Ticket_data  ValidTimeLen.
2.

)
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(1) CERTWDS req
(2) CERTWDS rep:
RandomSP,CERTyps,
CERTwps=IDwps,Pwps:| ssueTime,ValidTimeLen,{ H{ I Dyps,Pwos,| ssueTime,ValidTimeLen} } P s
(3) SHAKE_req:
{1D¢,NtimeC,ValidTimeLen,RandomSP} Pyps, Ticket_data, HTTP
(4) SHAKE rep:

Sproxy , D¢, NtimeC,ValidTimeLen,RandomSP,
IPc, RandomSP Ticket_data : ,
,Sproxy : IPc  NtimeC ,
Kwos=H{1Dc,IP¢,NtimeC}, IPc g IPc,NtimeC  Kups ,
Sproxy  Cproxy ; IDc SP
) ) 1 , Www
2
(Role_ID) (RoleName)
AS Roles, Roles 64 (
), 512 , , 512 , (bit) 1, , 0.
) Roles ,
(1) TICKET _rep:
{NtimeAS,ValidTimeLen,Roles} K, g, Ticket_data,MAC.
Krani=MACsain{ | D, I Pc, LtimeAS, SaltN} , Ticket_data={ H{|Dc,|Pc,NtimeAS,ValidTimeLen,Roles} } P 14q MAC=
MACx, . Ticket_data,NtimeAS ValidTimelLen,Roles} .
(2) HAKE_req:
{1D¢,NtimeC,ValidTimelLen,RandomSP,Roles} Pyps, Ticket_data,HTTP
3
) ) C/s ,
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Access Multiple Application Servers by Using Once I dentity Authentication®
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Abstract: Various kinds of application service are used in corporation network; which provide security
measures. It isn’'t convenient for users to use and for managers to manage limits of authority. Therefore, a set of
once identity authentication system is designed and developed. The system can be well integrated with every
application service, and it is convenient for users and managers under ensuring security.

Key words:  once pad; proxy; strong identity authentication; re-transaction
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