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Abstract ; An integrative laxonomy [lor intrusion detection technologies is proposed in this paper. which can
specily accurately existing intrusion detection methods. Almirg a1 multiple domain environmenis, a distributed
cooperalive intrusion detection system (1XCIDS) is designed, which implements cooperative intrusion detection
through efflicient, secure information exchange zmong D%es in dilferent domain. The architecture of DCIDS is
described s as well as its four components. sensors analyzer. manager and uscr-interface. Some key issues are alsao
discussed . including secure communication and selectien of detection places.

Key words: nctwork sccurity; distributed cooperative intrusion detection; network management; authentication;

access control
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