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Al=zsend(uval a,uval benc(kpub bnval nal uval a)).
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KB BINMHALA FHFXTFA S BAS CHRBEFDK.
MERHIT A
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CCS-based Cryptographic Protocol Analysis
DING Yi-giang

{Laboratery of Compater Seience  Instiute of Software  The Chinese Acodemy of Sciences Belffing  YHIORH)

Abstract Formal methods and tools are key aspecis for the analysis of cryptographic protecols. In this paper, a
formal language PEP (principals+environment=protecol) for the specification of cryptographic protocols is
proposed. For some cryptographic protacols, their PEFP specifications can be translated irnto finite basic CCS
protesses, 5o it is possible to analyze the secirify properties using CCS-hased fools such as CWR {concurrency
workbench), The advaniage of the mothod propesed in this paper is that the actions of the atiacker can be
imuplicitly specified, and if the potential back door of the protocol analyzed exists, the attacking action trace can be
expliciily found out by model checker.

Key words  Cryptographic protocels, protocol analysis, formal methods, CCS, model checking.
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