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Enhancing Security of RRAM Computing System Based on Trojans
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Abstract: Computing systems based on the emerging device resistive random-access memory (RRAM) have received a lot of attention
due to its capability of performing matrix-vector-multiplications operations in memory. However, the security of the RRAM computing
system has not been paid enough attention. An attacker can gain access to the neural network models stored in the RRAM computing
system by illegally accessing an unauthorized RRAM computing system and then carrying on a black-box attack. The goal of this study is
to thwart such attacks. The defense method proposed in this study is based on benign Trojan, which means that when the RRAM
computing system is not authorized, the Trojan in the system are extremely easy to be activated, which in turn affects the prediction
accuracy of the system's output, thus ensuring that the system is not able to operate normally; when the RRAM computing system is
authorized, the Trojan in the system are extremely difficult to be activated accidently, thus enabling the system to operate normally. It is
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shown experimentally that the method enables the output prediction accuracy of an unauthorized RRAM computing system to be reduced
to less than 15%, with a hardware overhead of less than 4.5% of the RRAM devices in the system.
Key words: RRAM computing system; Trojan; security
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Fig.2 Characteristics of RRAM devices and the structure of RRAM crossbar
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Fig.3 Anexample neural network and inserting a neuron-level Trojan in it
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Fig.6 Overview of the whole system framework
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Table 2  Triggering probability of Trojan in authorized RRAM computing system and the accidental

triggering probability of Trojan in non-authorized RRAM computing system (%)
R 2 REBUH RRAM TR G0 R 1 0T LR R AL ) RRAM 153 48 P AR B A SR B0 8 (%)

%ﬁ(W]Am%%%mﬁz¢%2Wﬁ%3ﬂﬁ%ﬁ34%%ﬁﬂ¢wmw@ﬂﬁﬁ%ﬁ%ﬁﬁﬁ%

2% Hi 0 K 1 s W R K I {5 0 M
TR ORI MAEIES 1 EFC O RDMA LY 2 EFC | ARDMAICIES 1 EFC AR ILIEY 2 B FC
LeNet 100 100 0 0

AlexNet 100 100 0 0

VGG16 100 100 0 0

R EAREAEAZ AU 19 RRAM 155 R 48, i NIRRT 76 Trigger RRAM 8070 Ab 145 130 IR 25 I8 %
5% PO M ARG AR, FR AT T Cifarl0 19 10 000 SRR K T, 3Gt G R AP 47T T B0E IHAI
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TN (1 TR A Af 2R L2 3.

Table 3 Prediction accuracy of models with Trojan not triggered

T3 AR AR BT LY ) T a4

) 245 55 20 T 1 2 (%)
LeNet 65.40

AlexNet 73.57
VGG16 89.51
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7 AN [ LY ARR T, 5 A A5 20 1) 0000 A 1 2. T LA 34
o YR 2 LU, BT R (1 TR ML A 25 52 S (K 5 R /0 XA BRL DA SO TR RS B il 22 TS A RN
o YA 10 R, B IR AR LTRSS 1 )2 FCJZIE 2 2 JZ FC )2, I A BB i) ToUil vt A 22 #5K T 15%, AP
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Fig.7 Prediction accuracy of models with left shifting different number of
bits of the activation of the triggered Trojan neuron
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Table 4 Hardware overhead of the embedded Trojan compared to that of
the RRAM crossbars of the RRAM computing system
F 4 RRAM PSR GE PR B D (AR AF TR AR EE T R G801 RRAM A8 I OGB4 41 fR) A8 A1 4

— AT B PEIF B
e AR MZ G 1 )2 FC(%) RIMZ TGS 2 J2 FC(%)
LeNet 0.0018 0.001 8

AlexNet 3.18 4.38

VGG16 1.86 3.07

FATTAT LA 3, 60T AlexNet Fl VGG16 K it LI 24 AR LI NER BN ES 1 )2 FC JZIE £ 2 )= FC JZ,
Ky 75 AR TR AT L TR PR 45 B i 5 #1) RRAM 158 R 8 h T 75 (0 RRAM A2 SUTT 56 B 51 (1 i 1 T4 44
IX T 4.5%.3% 1% 7%, RRAM A8 XUIT 55 B 41 (T AR L RRAM A2 SUTT 65 51 f RRAM 546 [ 308 Sk Al 1 % T+ LeNet
Sk, BR Sk HE 2800 M H /0, B T LR 45 R 1 RRAM B2 554K S Trigger RRAM .55 1 Payload RRAM .75,
M TE T AA ) RRAM 28 T G BES B 05 . LeNet T (AR B4 1 785 £ 22Kk B SA BLEFT RA B (H2 XA
BEH A TR f7 B> RRAM A8 XIT S BE A1 A T AR 1) AS 2] 1/10000; 5 B4 RRAM TH & R Zi b T RRAM %8 X
T 24 B 41 9 T ARAY o AN R GE BT AR AN B 29024 25 F Bk R 5 BOREE T4 5 RRAM 155 2 48 0 1 AU 2]
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