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Abstract: With the increasingly serious trend of information security, software vulnerability has become one of the main threats to
computer security. How to accurately mine vulnerabilities in the program is a key issue in the field of information security. However,
existing static vulnerability mining methods have low accuracy when mining vulnerabilities with unobvious vulnerability features. On the
one hand, rule-based methods by matching expert-defined code vulnerability patterns in target programs. Its predefined vulnerability
pattern is rigid and single, which is unable to cover detailed features and result in problems of low accuracy and high false positives. On
the other hand, learning-based methods cannot adequately model the features of the source code and cannot effectively capture the key
feature, which makes it fail to accurately mine vulnerabilities with unobvious vulnerability features. To solve this issue, a source code
level vulnerability mining method based on code property graph and attention BiLSTM is proposed. It firstly transforms the program
source code to code property graph which contains semantic features, and performs program slicing to remove redundant information that
is not related to sensitive operations. Then, it encodes the code property graph into the feature tensor with encoding algorithm. After that,
a neural network based on BiLSTM and attention mechanism is trained using large-scale feature datasets. Finally, the trained neural
network model is used to mine the vulnerabilities in the target program. Experimental results show that the F1 scores of the method reach
82.8%, 77.4%, 82.5%, and 78.0% respectively on the SARD buffer error dataset, SARD resource management error dataset, and their two
subsets composed of C programs, which is significantly higher than the rule-based static mining tools Flawfinder and RATS and the
learning-based program analysis model TBCNN.

Key words: vulnerability mining; deep learning; static analysis; attention mechanism; code property graph
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int foo(char *str, size t n) int foo(char *str, size_t n)
char buf[BUF_SIZE], *ar; char buf[BUF_SIZE], *ar;
size_t len = strlen(str); size_t len = strlen(str);
if(len =»= BIJF_SIZE) return ERROR; if(len »= BUF_SIZE) return ERROR;
memcpy(buf, str, len); _________ memcpy (buty str, len);

Copy Succeeded"); !
ar = malloc(n);

Jif(lac) return ERROR; ________________

s printf({"Memory Allocation Succeeded™);:

(a) IEAHICHD (b) it {GHY

Fig.1 An example of the buffer error vulnerability.
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Fig.2 General framework of vulnerability mining method based on code property graph and attention BiLSTM
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Fig.3 Simplified code property graph
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Fig.4 Feature tensor of code property graph
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Fig.5 Structure of the neural network model
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Fig.6 Feature tensor embedding process
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Fig.7 Structure of the attention module
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Table 1 Amount of data in the dataset
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P 5T B 5 B AR IR A L ) s &5 SR MK B S 56 B R R L AR VAR SARD 8 X A R B in 4
F1 SARD # 5 45 BRAR A EIE 42 B RBLE BT Flawfinder A1 RATS, HoAE AN 42 1 F1 20 %00 5lis 2
T 82.8%F1 77.4%,3F HiRH A WAL T 554X EE LA

Table 2 Result of comparative experiment with Flawfinder and RATS
% 2 4 Flawfinder Fil RATS BEAT S LU 5250 1) 45

iR TRk IR (%) TIRE (%) 4 2(%) AHEZE (%) F173%(%)
Flawfinder 56.6 44.8 55.2 39.9 46.3
SARDZE M X 45t RATS 68.7 313 68.7 40.5 51.0
AT 14.3 14.6 85.4 80.4 82.8
Flawfinder 40.7 58.4 41.6 34.1 37.4
SARD %4 Y51 45 FH A it RATS 33.9 63.8 36.2 35.0 35.6
A J7 14.1 18.5 81.5 73.7 77.4

ARSI T IR MR BEAT T 20 M7 Flawfinder A RATS 3 i % 5 5 XACHS IR A 20, O F 30 i i73E 20 M 78 H b
F AR v St s T AR A A 2 A7 DG A 17 42 488 s I, AFL T S PRI ASE 2 oy o — L ¥ DU 5 52 2 22 700 FF) LS A
S B0 WA 2R PR A9 L, memepy & C/CHAR — AN A I AR 2 o 50, L S B MU P A kR 4
BEIFURHE ULETAS T8 H AR ARk % R 3UE A 3 NS ECA I8 B Ak . 35 ik R DU R AR
Flawfinder "% memcpy i FH A& 75 44 s 1 1032 48 8] W 45 0 T 54,24 memcpy IS 500F 3 A HinHilikh 2
YA ) &3 54 Bt ik 8 2 1% DL B 1 R A ) sizeof 3KEXIN Flawfinder #3452 % memcpy i FH A4 sl . w]
PLR I, Flawfinder {38 ik 1F ) 235 300 i oR 301 25 BO3EAT A0 25, R 25 B2 R 7 HP 1A B0 A0t s 47 o0 40 0 2 1 S
DL WU VRO R R A sizeof BRI ARAE N SCRHAT T I EAS 20, 30 A OB AR e . b3 J IR 1 92
ST Flawfinder FI RATS 5T 0 ] (1) Y5 A i s T 425 408 1B 1) 4 e 2 PRI

WA 7 0, AE R AR A J& P P 25 S 3 0 A ST I IR g 17 A A R o 2 T 8 A 2R Y R i)
LSTM i AR AL rf 1) 57 i) J5 A6, 5 5 1N I T2 T AL o e o] AR A I I AR 8 I 2 S /N I ) L T 3k
JE R, A T 922l S M B R 7 A O s T 42 i 0 A 2R AR B T e bk

FRARSCIE I TBCNN  AE 4 Je 24 5 (R 17 3 M i 3k 42,45 AR O i — e A D S 36 X R JEAT X6 LG S 56
TBCNN J& — Bl L T IR B 2 ST I3 20 A 20 HCRE P A A ol 5 B V0B, R i R 90 At 5 A V248 1) &5 44
RN RS RIEAT BT W8 (0 25 AUR It AL 45 VB AN T HEA TR AIE 41l 52, SE X R e AT 3 2K

1T TBCNN H T T B V5 A A 44 3 1l 548 V0 1) T L PyCParser {X 37 £f C & = I 7, IR % T TBCNN
(15256 76 FH SARD 2% M X A iR Ul 5 A SARD W858y BRAT R BB 46 b C 18 & YRR P M B T4 Bk AT L7
S5 S B DL K G 5 F5 AR R ORI AT bR SRR LR 3.t RS T TR Joern JCVEAN A — Se R {1 1
AT IEWAAR AT, 5 S0 0 J5 00 R AR I D 1 0 2 Hh I S - 3
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Table 3 Amount of data in the sub-dataset composed of C programs

R 3 CIE TR N 5 Bl 4 v i e e

EISInES YRS IR I R AR
SARDZE M XA R CIE 5 W FE /7 T4 4264 4242 6 669
SARD % J§ & FLAS R Il 5 YRR PP 42 3116 3033 6550

[ FE 1, A SC L 6:2:2 1R He A 43 008 7 B AR R 43 R B . S IE AR R 4E. 3% 4 2 TBCNN FUA Jy VAL
SARD 2z X A5 1R H 4 £ F0 SARD U 45 BRAS R B A v, B C v 35 VR R /3 A4 B T AR I U AR E gk AT 0] b s
36 (0 25 SR N L 512 56 B0t om0 AR 7 AR AN B AE BRI I AL T TBONN, I AE P 3 45 1% F1
B MIER T 82.5%F1 78.0%.

Table 4 Result of comparative experiment with TBCNN
F 4 5 TBCNN BEAT X L 925G 1 25 2R

it 4k THoI% RBIE%)  WiE%) BTER%) ["HEER%)  F143(%)
_ . ] TBCNN 25.2 414 58.6 60.9 59.7
oy H: S O 2y (=] L
SARDZLM B AU Ciff = IR AE 1R AT5 i 7.06 223 77.7 88.1 82.5
TBCNN 3.02 55.5 445 87.7 59.0
VR A T A B O 2y [ =

ASCEE X TBCNN FSEREAT T 73 A TBCNN A8 il G 185 3244 0 e Py R AT S B8 (H 2 I A 77 sUA 5 2 T e
J 1 AT VR G AL BT R PRI« B e S5 0 33 T DDA 9% R DR 3R AT 5 4 e A, TBCNING FR SCHRE il 5 T 124
(7 2 TR DAy 4 PR I A, AN DA ot R Py v AR P P 5 8, SO A T X 2R 1) 22 S/ IR 90 R AT 55 1S
FBUAEE, B x0T 40 Bl 22 59 10 s 1 4 G L5 A S T AR 3R 4T 02

BRA T3 1%, AR FIACHS g A DS R P 30 AT A0, o ) I 458 7 R e R TR R S5 M R R A B i 3
ot ] U R S )4 6 9 ELAS T 3 AR RS A B v 160 i 7 9 e A i A P e i D A A 7K 8 I, R Kt
BT AR Je P T R R A B A R T SRR HEAT 2 21 A AT R R SN IR R LA 2O A 3R TR AR K R
(1 S B A7 G, A JLAE T SR IR] 22 5 /N 1) 23 S e i I A7 AT R4 (R R L.

s, I TUE R I WUIAE AR T i (9 L UE W RO AU AR A Rk A SCRE B 1(b) PR (R Ry I 5K
AFILE SARD Z2h DX A R B 4R 1IN 58 HR AR 22 I 26 TP JF 3RAS 1 T8 0 J2 i Y B8 R 0 B A R B A
A R R 1) R IO AR A B R T JH e, T B M R 7S A% 1Y b RV R 0 A P R [ xR AT
FPRRAL IR 5 R AL 8 i B EE e ) A

Fig.8 Visualization of attention weights distribution

K8 FEEIBE AL

EAE P memepy g B HO P AEBOCE BT #5 UL, 0 B H BRI AR AN 2 DL A R I 2 R
A 22 i XA R 12 Y IR T DAY T80 2 R A5 AR (R bl 4 0 T 2 U R S A A Ak, AT S BT S A A e
AT Z IR 2 i memepy 5URK R B8 £ R DL B A B B W ) rh AR A B2 BT R BN 8 AT DUR I R
B A AE memepy FT malloc 55 8508 22 b B, 71 HAE buf. BUF_SIZE Fle27 4 A B a e B IR T
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X LSTM B 78 70 IS 21745 s JA b 30, DR b J D B e PR 19 s S B TR SRR A B P v
AT U A BRI RO A AR, CFG ™15 /5 9V T ) B 3 . ASTT 45 s 9 Ji B T A SCrp A
f10 it 2 b 22 KA 0 TR TR PR P RO AN AR 5%, 1 B 22 M AR BILAE. AST 4% i B AR F) 400K S8 AIE v, LA A Y
20 HINORTE AST 9 s v A AIHE 2R A, A AE AR P05 AEAS B S (R ). ot 3 B3l v e g AL 3 A AR B T A [+ 4
s L IR PR DRSS A B mT e ARE — 2D 4R 0T R N AT T 1B &2

4 ERSRRETH

AR S HF B 1A 5 A5 TR TR A2 1 5 ¥ A0 32 40 T YRR A0E AN W 308 190 s VI I A 29 < 5% 114 ) S8 AT 9 O S R
TR R AR JE v R = R LSTM 1) T 298 J5 vk 12 7 V20 T2 e VAR B3 38 7 e A GRS S 1 18, 9 4 TR
B 1% G A 0 A7 XD Jo A 1) g ) Ay R ket 07 T AR O 7 U1 2 2 Y 50 A 28, 1 5yt 2 S AR [ 9 ) 45 =X
FEFI A I 2556 He AR 2R T I ARFE e A A2 75 U IR A SCTE SARD 22 i X i HY AU 4 - SARD % U A B A i
B UL EAT] C V8 R R0 T4 AT T B SR, I vh AR R AE B 4 AN BRI FL 2B ik
BT 82.8%FN 77.4% LA K 82.5%FN 78.0%, AH LU 4k HAT 8 3 (W4T 0F B T AR U7 2T LA R b vy 7 A U U R
U AAE AN B S5 1D 95 VIR I P A A 6.

AL S AR JE 1 P R i T 0 A ) LSTM FA IR 4230 U7 v e 8 4 R R3] A ok b 2 A5 (7 A
T I, FCATY EL A — 5 ) Sk 2 R) 55— A 5 vk DA B BRI B AT D R RS I, 8 2R % 52 FH 1Y) b S i R Ay
o0 e 5 A 3 38 A R, 1 S R D R BT A A U TR D0 0T % A A e B A TR U A e R I L B LR
T3 R R R 2 YRS R 3 2 1) R (0 A0 34, o T 425 0 ) R A — A 43 288 ) 80, DA A 5% b 000 s W 134 A7
PR G BURE TN b 5 2 A LA IR, AN T B U T 2 A IR, T R R B AT U T DR L e B
HRAEAE Z AN TR TR IS RS 0 8 00 A B8 R AR DI 2 o A X6 DA A ] AT A 5

References:

[1] Dwheeler. Flawfinder software official website. 2001. https://dwheeler.com/flawfinder/

[2] Secure software solutions. RATS software website. 2001. https://code.google.com/archive/p/rough-auditing-tool-for-security/

[3] MoulL, LiG, Zhang L, Wang T, Jin Z. Convolutional neural networks over tree structures for programming language processing. In:
Proc. of the 30th AAAI Conf. on Artificial Intelligence. 2016. 1287-1293.

[4] ZhangJ, Zhang C, Xuan JF, Xiong YF, Wang QX, Liang B, Li L, Dou WS, Chen ZB, Chen LQ, Cai Y. Recent progress in program
analysis. Ruan Jian Xue Bao/Journal of Software, 2019,30(1):80—-109 (in Chinese with English abstract). http://www.jos.org.cn/
1000-9825/5651.htm [doi: 10.13328/j.cnki.jos.005651]

[5] Zou QC, Zhang T, Wu RP, Ma JX, Li MC, Chen C, Hou CY. From automation to intelligence: Survey of research on vulnerability
discovery techniques. Journal of Tsinghua University (Science & Technology), 2018,58(12):1079-1094. (in Chinese with English
abstract).

[6] Darwin IF. Checking C Programs with Lint. O’Reilly & Associates, Inc., 1986.

[7] Viega J, Bloch JT, Kohno Y, Mcgraw G. ITS4: A static vulnerability scanner for C and C++ code. In: Proc. of the 16th Annual
Computer Security Applications Conf. (ACSAC 2000). 2000. 257-267.

[8] LiZ, WulZ, Li MS. Study on key issues in API usage. Ruan Jian Xue Bao/Journal of Software, 2018,29(6):1716—1738 (in Chinese
with English abstract). http://www.jos.org.cn/1000-9825/5541.htm [doi: 10.13328/j.cnki.jos.005541]

[9] Chen H, Wagner D. MOPS: An infrastructure for examining security properties of software. In: Proc. of the 9th ACM Conf. on
Computer and Communications Security. 2002. 235-244.

[10] Henzinger TA, Jhala R, Majumdar R, Sutre G. Software verification with BLAST. In: Proc. of the Int’l SPIN Workshop on Model
Checking of Software. 2003. 235-239.
[11] Sun HY, He Y, Wang JC, Dong Y, Zhu LP, Wang H, Yang YQ. Application of artificial intelligence technology in the field of

security vulnerability. Journal on Communications, 2018,39(8):1-17 (in Chinese with English abstract).

© TEBREEEEIEDT  htp/ www. jos. org. cn



Be F R TR A BGEE SR8 LSTM 8 iFAZHE 7 ik 3419

[12] Yamaguchi F, Lindner F, Rieck K. Vulnerability extrapolation: Assisted discovery of vulnerabilities using machine learning. In:
Proc. of the 5th USENIX Conf. on Offensive Technologies. 2011. 118-127.

[13] Feng Q, Zhou R, Xu C, Cheng Y, Testa B, Yin H. Scalable graph-based bug search for firmware images. In: Proc. of the 2016
ACM SIGSAC Conf. on Computer and Communications Security. 2016. 480-491.

[14] Xu X, Liu C, Feng Q, Yin H, Song L, Song D. Neural network-based graph embedding for cross-platform binary code similarity
detection. In: Proc. of the 2017 ACM SIGSAC Conf. on Computer and Communications Security (CCS 2017). 2017. 363-376.

[15] Li Z, Zou D, Xu S, Ou X, Jin H, Wang S, Deng Z, Zhong Y. VulDeePecker: A deep learning-based system for vulnerability
detection. In: Proc. of the 2018 Network and Distributed System Security Symp. 2018.

[16] Duan X, WuJ, Ji S, Rui Z, Luo T, Yang M, Wu Y. VulSniper: Focus your attention to shoot fine-grained vulnerabilities. In: Proc.
of the 28th Int’l Joint Conf. on Artificial Intelligence (IJCAI 2019). 2019. 4665-4671.

[17] Grieco G, Grinblat GL, Uzal L, Rawat S, Feist J, Mounier L. Toward large-scale vulnerability discovery using machine learning. In:
Proc. of the ACM Conf. on Data and Application Security and Privacy. 2016. 85-96.

[18] Kim J, Hubczenko D, Montague P. Towards attention based vulnerability discovery using source code representation. In: Proc. of
the Int’l Conf. on Artificial Neural Networks. 2019. 731-746.

[19] Russell R, Kim L, Hamilton L, Lazovich T, Harer J, Ozdemir O, Ellingwood P, Mcconley M. Automated vulnerability detection in
source code using deep representation learning. In: Proc. of the 17th IEEE Int’l Conf. on Machine Learning and Applications
(ICMLA). 2018. 757-762.

[20] YuH, Lam W, Chen L, Li G, Xie T, Wang Q. Neural detection of semantic code clones via tree-based convolution. In: Proc. of the
27th Int’1 Conf. on Program Comprehension. 2019. 70—-80.

[21] Pham NH, Nguyen TT, Nguyen HA, Nguyen TN. Detection of recurring software vulnerabilities. In: Proc. of the Int’l Conf. on
Automated Software Engineering. 2010. 447-456.

[22] LiJ, Ernst MD. CBCD: Cloned buggy code detector. In: Proc. of the Int’l Conf. on Software Engineering. 2012. 310-320.

[23] Chang RY, Podgurski A, Yang J. Discovering neglected conditions in software by mining dependence graphs. Trans. on Software
Engineering, 2008,34(5):579-596.

[24] Yamaguchi F, Golde N, Arp D, Rieck K. Modeling and discovering vulnerabilities with code property graphs. In: Proc. of the 2014
IEEE Symp. on Security and Privacy. 2014. 590-604.

[25] Chaudhari S, Polatkan G, Ramanath R, Mithal V. An attentive survey of attention models. arXiv preprint, arXiv: 1904.02874, 2019.

[26] Vaswani A, Shazeer N, Parmar N, Uszkoreit J, Jones L, Gomez AN, Kaiser L, Polosukhin I. Attention is all you need. In: Proc. of
the Advances in Neural Information Processing Systems. 2017. 5998-6008.

[27] Xu K, Ba JL, Kiros R, Cho K, Courville A, Salakhutdinov R, Zemel RS, Bengio Y. Show, attend and tell: Neural image caption
generation with visual attention. In: Proc. of the 32nd Int’1 Conf. on Machine Learning, Vol.37. 2015. 2048-2057.

[28] Xiao T, Xu Y, Yang K, Zhang J, Peng Y, Zhang Z. The application of two-level attention models in deep convolutional neural
network for fine-grained image classification. In: Proc. of the IEEE Conf. on Computer Vision and Pattern Recognition. 2015.
842-850.

[29] Jaderberg M, Simonyan K, Zisserman A, Kavukcuoglu K. Spatial transformer networks. In: Proc. of the Advances in Neural
Information Processing Systems. 2015. 2017-2025.

[30] Wang F, Jiang M, Qian C, Yang S, Li C, Zhang H, Wang X, Tang X. Residual attention network for image classification. In: Proc.
of the Computer Vision and Pattern Recognition. 2017. 6450—6458.

[31] Zhao B, Wu X, Feng J, Peng Q, Yan S. Diversified visual attention networks for fine-grained object classification. IEEE Trans. on
Multimedia, 2017,19(6):1245-1256.

[32] Mnih V, Heess N, Graves A. Recurrent models of visual attention. In: Proc. of the Advances in Neural Information Processing
Systems. 2014. 2204-2212.

[33] Scarselli F, Gori M, Tsoi AC, Hagenbuchner M, Monfardini G. The graph neural network model. IEEE Trans. on Neural Networks,
2009,20(1): 61-80.

[34] Choi E, Bahadori MT, Song L, Stewart WF, Sun J. GRAM: Graph-based attention model for healthcare representation learning. In:
Proc. of the 23rd ACM SIGKDD Int’l Conf. on Knowledge Discovery and Data Mining. 2017. 787-795.

© TEBREEEEIEDT  htp/ www. jos. org. cn



3420 Journal of Software #2152 4& Vol.31, No.11, November 2020

[35] Ryu S, Lim J, Hong SH, Kim WY. Deeply learning molecular structure-property relationships using attention-and gate-augmented
graph convolutional network. arXiv preprint, arXiv: 1805.10988, 2018.

[36] Lee JB, Rossi R, Kong X. Graph classification using structural attention. In: Proc. of the 24th ACM SIGKDD Int’l Conf. on
Knowledge Discovery & Data Mining (KDD 2018). 2018. 1666—1674.

[37] Shang C, Liu Q, Chen KS, Sun J, Lu J, Yi J, Bi J. Edge attention-based multi-relational graph convolutional networks. arXiv
preprint, arXiv: 1802.04944, 2018.

[38] Lee JB, Rossi RA, Kim S, Ahmed NK, Koh E. Attention models in graphs: A survey. ACM Trans. on Knowledge Discovery from
Data, 2019,13(6):62:1-62:25.

[39] Veli¢kovi¢ P, Cucurull G, Casanova A, Romero A, Lio P, Bengio Y. Graph attention networks. In: Proc. of the 6th Int’l Conf. on
Learning Representations. 2017.

[40] Joern. 2014. https://joern.readthedocs.io/en/latest/

[41] LiBX, Zheng GL, Wang YF, Li XD. An approach to analyzing and understanding program—Program slicing. Journal of Computer
Research and Development, 2000,37(3):284-291 (in Chinese with English abstract).

[42] Ottenstein KJ, Ottenstein LM. The program dependence graph in a software development environment. ACM SIGPLAN Notices,
1984,19(5):177-184.

Mt B 32 5 %5 Sk

[4] KA, 5K, K IF U RE 5K, T4 R 2, 52 S0 A MR IR, AR ST, 8 2 R 0 T F 8 g K AP 27 41,2019,30(1):80-109.
http://www.jos.org.cn/1000-9825/5651.htm [doi: 10.13328/j.cnki.jos.005651]

[51 ABALEL,5K ¥, ST, B 4 88, 2% S B BR R, 06 4K N 1 300 A B0 B8 A - 200 U T 42 90 R B i 9 A K 28 22 4R (B AR B2 D),
2018,58(12):1079-1094.

[8] ZEIE, SEHUAL, 28 WML APT {8 H A St il JBURIF 5. 301 24 41,2018,29(6): 1716—1738. http://www jos.org.cn/1000-9825/5541.htm [doi:
10.13328/j.cnki.jos.005541]

[L1] Pty o5 e 58, e 5% 3 00, 2 S IS, 6 489, 5 T 0 N 38 A B AR A 22 4 s IR 400 170 1 P L3845 %4 4%,2018,39(8):1-17.

[41] ZF05 A0 58, F 250, 245 B 2R — M 43 T A R AR PP 1K) 7 vE—— R e D) U SEHUIT 9T 55k Ji¢,2000,37(3):284-291.

FRB(1997 —), T3 8+ A=, 3= BRI 9% Ak
TR, R A

AR (1990 —), 75, TR, 36 B 57 45008
hy TP WA 22 4, 22 A I A SR I, N T
B4

RBIAE (1982 —), 5, M+ B BT 5, 5
WE ST g R G e, I A9 B )
k.

RIEZE (1979 —), 95, 1 L 0F 58 03 LR
SU,CCF w2 23 by, 25 BT 58 48 35 142
RENBE RERM, R w4

B RXBE(1990—), B3, TF2 )i, = TEAF 53 4 4%
T B A R G A o B AR s T2 38 T

fat 2 2
BRE A

© PEBEERKCEIFR  htps/www. jos. org. cn



