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Table 1 Evaluation results for real-world vulnerabilities

F1IET RS VAL 45 2R

CVE ID Affected Affected Vulnerability | Tested Vulnerability | Result without Result with
program version type version location DANGDONE | DANGDONE
CVE-2003- Double server.c: Application Exited
0015 CVS before 1.11.5 free 1111 981 crash normally
CVE-2004- cvs 1.12.x-1.12.8 and Double 112.7 Server.c: Port Exited
0416 1.11.x-1.11.16 free iy 5164 created normally
CVE-2007- PHP before 4.4.7 and Double 521 session.c: Segmentation Exited
1521 5.x before 5.2.2 free ~ 1579 fault normally
CVE-2007- PHP 5.2.0 and Double 591 session.c: Segmentation Exited
1522 5.2.1 free - 850 fault normally
CVE-2007- PHP 4.4.5and Double 445 session.c: free(-): Invalid | Segmentation
1711 4.4.6 free A 535 next size fault
CVE-2016- PHP before 5.5.33 and Use-after- 552 wddx.c: Segmentation Exited
3141 5.6.Xx before 5.6.19 free - 1030 fault normally
before 5.4.39, 5.5.x zend_ . .
CV2E7§315' PHP before 5.5.23, and Use;—rzgter— 5.6.1 execute.c: Segrrflsglttatlon Segn;:ﬂlttatlon
5.6.x before 5.6.7 801
before 5.4.38,5.5.x zend_ - -
CV(I)E;ng— PHP before 5.5.22, and Usef—r:feter— 5.6.1 execute.c: Segn;:SIttatlon Segn;;esltftlon
5.6.x before 5.6.6 801
CVE-2012- Double gnutls_ Application Exited
1663 GnuTLS before 3.0.14 free 3.013 pcert.c:91 crash normally
CVE-2009- Double pk-libgerypt.c: | free(-): Invalid Exited
1415 GnuTLS before 2.6.6 free 265 511 pointer normally
CVE-2010- 1.0.0a, 0.9.8, Double s3_clnt.c: Double free Exited with
2939 OpenSSL 0.9.7. free 1.0.0a 1510 or corruption code 01
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Table 2 Evaluation results for real-world cyber-physical systems
%2 LT CPS RGMITAL 4R

Proiects Project Project Injected Bug Vulnerability | Result without Result with
) version description bug type pattern location DANGDONE | DANGDONE
ardupilot ArduPlane- Unmanned vehicle Use-after- Struct system.cpp: Crash Exited
P 4.0.0 autopilot software suite free pointer 531 normally
Flight control Double Struct bl_update.c: Exited
PX4 v1.9.0 solution for drones free pointer 152 Crash normally
A distributed grid
intelligence manages Use-after- int psocket.c: Exited
FREEDM 201 power transactions and free pointer 262 Crash normally
physical devices.
. Master Internet-of-Things Use-after- Char iotgrid.c: Exited
loT-grid : . Crash
branch power and energy grid free pointer 359 normally
. Master An Open-SOUfEee POVEr Double two-level | stackInfo.cpp: Exited
GridDyn transmission simulation . Crash
branch free pointer 156 normally
software package
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Fig.7 Overhead for the SPEC CPU Benchmarks
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Table 3 Pointer coverage and compilation statistics for the SPEC CPU Benchmarks
%= 3 T the SPEC CPU Benchmarks H 45415 1575 55 S8R0 4 i3 500

Programs Transformation Dyn.Cov.(%) Compilation
#m_ptr  #m_ins T Orig. (s) DANGDONE (s) Overhead
astar 38 246 79.7 3 3 0.00%
bzip2 7 190 71.4 <1 <1 N/A
gobmk 58 736 62.1 11 11 0.00%
mcf 9 602 66.7 1 1 0.00%
hmmer 322 12 395 86.5 5 5 0.00%
xalancbmk 6119 37142 83.9 211 226 7.11%
lbm 4 39 100 <1 <1 N/A
h264ref 182 12 998 95.9 4 4 0.00%
sjeng 22 990 100 2 1 —50.00%
povray 905 35732 57.8 20 21 5.00%
namd 1298 14 117 99.9 2 3 50.00%
milc 118 2932 80.2 2 3 50.00%
gcc 8290 199676 52.7 31 42 35.48%
libquantum 24 1007 100 1 1 0%
omnetpp 538 3542 99.9 32 41 28.13%
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Table 4 Performance of static analysis for the SPEC CPU 2006 Benchmark
F 4 WASNTEALE SPEC CPU 2006 Benchmark - f) 4 A

1 000 ASTs 10 ASTs Ep
Programs | #ASTs | KLOC | Loading Analysis ~ Memory | Loading Analysis  Memory | #Warnings rate
time (s)  time (s) usage (Mb) | time (s) time(s) usage (Mb)
astar 10 43 <1 <1 66.1 <1 <1 62.9 7 71.40%
bzip2 7 5.7 <1 <1 61 <1 <1 61 0 0.00%
gobmk 67 157.7 5 <1 340 80 8 210 47 65.90%
mcf 11 1.6 <1 <1 100 <1 <1 80 3 0.00%
hmmer 57 22.7 2 <1 235 10 4 90 308 33.30%
xalancbmk | 738 | 266.8 94 3 4012 1 066 183 372 295 40.90%
Ibm 2 0.9 <1 <1 53 <1 <1 53 1 100.00%
h264ref 42 36 2 <1 140 9 4 40 182 12.50%
sjeng 19 10.6 <1 <1 80 <1 <1 70 20 33.30%
povray 100 78.7 10 <1 580 86 27 133 90 33.30%
namd 11 3.9 <1 <1 87.9 1 <1 85.5 405 11.10%
milc 68 9.6 1 <1 133 3 1 80 36 0.00%
gcc 155 | 386.1 18 4 1080 297 73 163 44728 22.70%
libquantum 16 25 <1 <1 24 <1 <1 22 4 0.00%
omnetpp 85 26.6 6 <1 701 52 12 144 209 40.90%
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