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Survey of Research and Practices on Blockchain Privacy Protection

ZHANG Ao, BAI Xiao-Ying

(Department of Computer Science and Technology, Tsinghua University, Beijing 100084, China)

Abstract: Blockchain-based distributed ledger aims to provide consistent and tamper-resistant transaction records by integrating various
security technologies such as asymmetric cryptosystem, P2P network, consensus algorithm, and smart contract. However, as each node in
the blockchain system shares a copy of the public ledger, such data sharing mechanism also introduces vulnerabilities that hackers could
exploit to attack private information. Privacy protection of blockchain systems thus gains wide attentions from researchers. Various
techniques have been proposed to protect users’ identity, address, and transaction information from security threats. This study
investigates blockchain privacy threats. It made a comprehensive survey of state-of-the-art privacy protection technologies which are
categorized into three mechanisms including address confusion, information hiding, and channel isolation. The paper introduces the
principles, models, and various implementations of each mechanism. It finally discusses the challenges of performance and scalability in
practice and future technology advancement directions.

Key words: blockchain; privacy protection; coin-mixing; information hiding; channel isolation
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Fig.6 Mixcoin protocol and the Blindcoin protocol
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Fig.8 Model of decentralized coin-mixing
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Fig.9 CoinJoin protocol and CoinShuffle protocol
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Fig.10 CoinParty protocol™
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Fig.11 CoinSwap protocol
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3 Else
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5: End If
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Table 3 Comparison of address mixing technology
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DR] b, 28 1 HRE B B 7 B AL 3 N T g k.
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3.1.2 FHAMPUEHA

Ty W3 AE 28 B 2 2 40 R AIE B (zero-knowledge succinct non-interactive arguments of knowledge, f&j #% zk-
SNARK)H; A AE EAT 1 30 F ARAE W IE W 5 AR (W 3 fth 2 B AT AR A0, CR RR B AT E P 16 RN gk 2D 773k B K /N
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2013 4F,Parno 45 NP4 11 T 5281 zk-SNARKS ] Pinocchio F 45, 1% R 2 e W v 514 20 b —Bi e v 24 o 2%
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FOEEAZ S m] LU 4 H % 7=t AR R FA 2 (L 8] 13 JITR).

\ B
A CEPS TS P ity
3. Hith 3 5 AGEIE AR
BB SRS
1. RIEHLER
BEBS | XBewV I FEAFIIS
A it FEAEFF p
2. A iE FE AR
ERAR AR

Fig.13 Construction of mint transaction in ZeroCash
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(fast reed—Solomon interactive oracle proof of proximity)HriSCiE B 22 10 =X (1) /185 a2 {H.zk-STARK iR — 5
T 3 TR ) B B o Wk AN T AR AT A5 (R B 46775 55— T T /b T Bk Uk W 75 AR IR TR) 42 71 T B il
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Fig.17 Creation and update of revocable sequence maturity contract
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