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Improving Adversarial Robustness on Single Model via Feature Fusion and Ensemble
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Abstract: It is an inevitable trend to use deep neural network to process the massive image data generated by the rapid increase of
Internet of Things (10T) devices. However, as the DNN is vulnerable to adversarial examples, it is easy to be attacked and would endanger
the security of the loT. So how to improve the robustness of the model has become an important topic. Usually, the defensive performance
of the ensemble model is better than the single model, but the limited computing power of the 10T device makes the ensemble model
difficult to apply. Therefore, this study proposes a novel model transformation and training method on a single model to achieve similar
defense effect like ensemble model: adding additional branches to the base model; using feature pyramids to fuse features; and
introducing ensemble diversity for training. Experiments on the common datasets, like MNIST and CIFAR-10, show that this method can
significantly improve the robustness. The accuracy increases more than fivefold against four gradient-based attacks such as FGSM, and
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can be up to 10 times while against JISMA, C&W, and EAD. This method does not disturb the classification of clean examples, and could
obtain better performance while combining adversarial training.
Key words: Internet of things; feature fusion; ensemble diversity; model defense; robustness; adversarial example
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[ RE 6 45 b e o 7 sV 3 R i B4, % b F+D B AR AdvT+F+D B[ 57 4 2 3.

3.2 KEEIE

ARSI PR T (5 CPU B 50y Intel i7 9700k, {8 1] i) &1 TR AL B 4% 84 504 Nvidia RTX 2080Ti, #:4F R 504
Linux 18.04,Python Jii A4 3.7, WL 822 3] -4 & Tensorflow v1.12B% L & Keras v2.4.
PEN GRS 2 1 AT B SR AR AR AT T A — AT AL 2R K G IR I SRR AR 8 — 16 21 0-1 Y& I 9. TR I,
Shy 325 80 54 0 YN 5 555 R O B AT DI et R I R 2R (0 s 40025 8 DN e e v A P T S B R ke s s
BREAR S AT AT B . AT PR RS B P BAE A TR B A R & 0 SH 7 i S 13 45
S B R 1) BRI Dl YR L BR 7% 4 2% Resnet-32, & HUFEAR S5 1 I 2(a) s, & 00 5% 3 213 T # ik vk 16,32,
64 R ZEHAE 1 AUk 25y 5 MR Z MR S5 2 0. 45 3 4R ZE It 1 AN BB 25 e 4 A A5k
22 L ) b S Bk 2 RO A ke 22 e 1) 222 5l A B v R 2 93 SR A MO R A T LA BRUBR 22 B 25 O R AT )
BRI 70N, DT il AL A5 B BB R A B R ST 40 /I B 75 SR 3R 3 AN B 2 B I AR 1 R ST 430 o 32,168,885 )l ik —
ANA R A 10 2 L.
F RO 4 gt B 2() i, 'E /e AE B RS IERE b 7E58 1 LRSS 2 415k 258 2 J5 0 I NGB AN 43 3,55
RO, B JE A B AE 3 AN O AR AL A i N RRAE 4 T, SRR AE Al I Ry 3 2B
o R 3 AFRZEHINFFIE B FORAR IS A 2 5 58 2 41k 25 HL O REAE 1R RSE, B R R 1) 3
7955 2 1 R AE IR il
o 2N 1 D18 BN RS SR AE B AR ORAE 2S5 1 Ak 2 B R B R RS R GEEAT R AE
RE A Rl A S R A /NS A LACRAIE 3 3 43 A1 1] ) e 4 — 38
o ISt 3AN O SCHRIEAT N TS A B (KR HE s 406, 48— 7 B 88 JU 128 i [ AR P& 4% J ket L3 AT
AR TG, AR IR 1x128 [ 1A, A A o A E R R AR SRR 1) 10 4r ST (6 2 softmax AR k), i
LA L 3 A TR 45 S 8.
D B 45 B 2(c) TR, RIREAE B AU 1 4URIE 2 AUk 2=y /SISy 32, 5 F RERR R
(12 8 IR 23 5 48 AN H VB R PR R P AR A il 2 1 e Ll i A 2 2 19 30— 10 2R T & SR oh T
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HI YR = 22 ) s ) A8 0 225 R PR 45 A 0 S BN 5 AN T ), AT TR 0 T 48R 2 FE T SRl T — AN
B R 20 5 A8 SR SR ARAIE T 45 43 S 10 TOUIU A ff 22 AR 11 1093, vk B A AR IR I B 130 A 26
3.2 TR B R N 22 4y SOOI R AR 2 PR Lep HITHE A SO M 45 RN I T 2384k 2 i v E &, A b i
S A 53 3Bk 1R 0.01.

F+D R (g5 Mt B 2(d) s, B 48 & T F A5 D AR [ T8 o v, X6 485 H 10 4 R P e T e e i
GG TN BT 2 A 3 A 10 40 8T AL L8R5 % 3 A Hh B IR 45 AT B Ak 2 R TH L S 4
WE Y D B ADVT+F+D B 2544 5 F+D B — 8,2 5 F+D B I X 3 RAE T 2R BR 3 A A=
BT BUREAS A Bl 37 2%, U B FORE AN IE 3 AR AR 0 LB D 101, 1 SRS 280 2 s B 10308 22 i ke PO RE A 38 25
1 PR AR 22 BNk

5*Res16 5*Res32 5*Res64 FC10
5*Resl6  5*Res32  5*Res64 FC10 \_—J‘-"ch
FC10

(a) BHEL FC10 AVG
(b) PR
5*Res16 | 5*Res32 | 5*Res64 | FCI0
5*Resl6  5*Res32 ~ 5*Resé4  FCI0 [
FC10
FC10 AVG FC10 AVG

FC10

(c) DFEZY

(d) F+D#R

Fig.2 Four models used in the experience
2 SIS RE I 4 R

1 R B N G R R BRI 46 22 2 3 o BN 0.001. 38 5L Il By, B 43 44 1l 2 1 14D I [ 285 1 Ao
FE B FIAR 1 5 B L (R R W L. T AR be 5 TR 5 AP K e AT v B A N BN EL L, g BB 0.9,5
WE N 0.999.7F MNIST YZifE ERIINZREeE0h 40,0 7R 20 52 ) K 2 ) 2R A IR 1+ 5r 2 — B2 %
F| 107 Hr & 7E CIFAR-10 $u¥a4E L4850 180,7 HI4E 80,120,160 %2 Ji BRAK 2% > & M Al — I %I i1+
2 — HZEMEF 10e $E 4% & (batchsize) ¥ B 128. 4041, B T 76 I 2 142 v 53 2% B B3R 7R IR 22 AN T
A2 0,45 H B, ) MR A RS R o L T, B DR AT A 77 28 T 360 A 3 v A 26 P RS 2R CRAZ AL .

SE6 o SRR A AR S FHAEZE 4 cleverhans v2.1.08%Y cleverhans &4 3k F Tensorflow JF % #4214 T K
2 BT R HUREA A 7 30 Bk il Rk o) B Bk () 5 28 1) 45 440 cleveerhans 42 BT T Bk 7 VA R0 & e IR By
T35 AR ORI PR B3 Ik BN SRR R A S B A R BORE AR B 4 52 56 P CIFAR-10 4 48 F FGSM #3071
B4 0.01~0.04;BIM %5 3 PRk A8 i3 8) )7 BE #31h 0.01~0.03;JSMA #4130 J1 8k 0.1, M Bk 2 i b e
b 5%~15%;C&W X ili J1 8 4 0.001,0.01 Al 0.1;EAD F,L1 1E N #8224 0.01, %5 418 4 0.1,1,5.MNIST i
£ |, FGSM #3071 %4 0.1~0.3;BIM 45 3 Fik AR Jr vt 8h J1 )& ¥ 7124 0.05~0.15;JSMA B vt-$t3h J1 24 0.2,1
Wb 2 55 o 10%~40%;C&W T /1% Jy 0.1,1 1 5;EAD F,L1 IEMI\#E 2% 0.01, % 11 4 1,5,10.
33 KEERAM

331 X TXHUAEAR AL B G

S lEl ) B 1 A B 3,7 S64E CIFAR-10 23R 4E 71 MNIST $dE 4 Bk B 5 8, F 48, D Bl K
F+D B0 7 Bl FARPURE A AL B v 3 S B (B A AR g e b B 7 v P sl B 80 e 2 A IR B
BIM,MIM F1 PGD ixX 3 #hBas A Hh 10,4 B C&W F1 EAD B i kARl 1 000, H.2% =) %4 0.01.
S A RO RAER 1.
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Table 1 Comparison of classification accuracy against adversarial examples on CIFAR-10 and MNIST (%)

Fz 1 CIFAR-10 Fil MNIST Zdli 4 EX) TR HUAE A 0 R IE A R LR (%)
LG e Yridi g Yz B 4 F s D F+D 7

£=0.01 20.62 33.28 46.51 64.32
FGSM £=0.02 13.64 24.21 32.52 60.28
£=0.04 9.84 19.25 18.12 49.44
£=0.01 6.5 9.35 18.79 42.26
BIM £=0.02 5.76 5.74 10.46 32.42
£0.03 5.75 5.48 8.95 27.58
£=0.01 75 10.98 24.74 47.82
MIM £0.02 5.8 5.84 11.47 38.07
£0.03 5.76 5.52 8.93 32.33
£0.01 7.78 12.01 22.82 43.96
CIFAR-10 PGD £=0.02 5.37 5.8 10.43 3157
£0.03 4.84 5.01 7.47 24.14
4=0.05 11.1 18 38.6 45.3
JSMA 0=0.1, »=0.1 3.1 7.8 17.2 32.4
»=0.15 2.3 7.1 8.6 26.4
¢=0.001 38.2 28.3 69.05 66.3
C&W ¢=0.01 5.75 5.6 48.75 47.9
¢=0.1 5.5 5.4 23.1 30.8
c=0.1 73.7 36.9 88 89.9
EAD =0.01, c=1 5.55 4.75 61.8 69.2
c=5 2.3 2.75 15.65 37.15
0.1 49.69 71.61 26.11 94.84
FGSM &0.2 13.21 20.68 11.03 65.46
=03 5.42 11.65 9.77 20.68
£=0.05 91.4 95.42 80.18 95.76
BIM &=0.1 21.99 54.6 15.67 87.8
=0.15 1.28 10.88 7.47 72.84
£=0.05 92.46 95.7 84.41 96.38
MIM &=0.1 32.84 62.83 17.68 90.89
=0.15 43 17.84 9.41 79.84
£=0.05 91.74 96.31 69.02 95.98
MNIST PGD £=0.1 7.31 51.02 7.17 75.89
=0.15 0.18 8.04 1.82 38.61
»=0.1 714 78.2 54.2 86.8
JSMA 6=0.2, »=0.2 30.6 52.4 32.4 62.7
y=0.4 15.6 28.8 16.2 30.6
¢=0.1 60.9 89.4 93.1 97.4
C&W c=1 0.55 2.8 30.05 87.55
c=5 0.55 0.8 3.25 38.35
c=1 771 82.65 98.3 98.8
EAD =0.01, ¢=5 0.65 6.45 69.35 95.35
¢=10 0.55 2.4 36.55 93.5

X 1A 13450 M LE CIFAR-10 344 b (f) e 45 31

B HAYTEIX 7 Aty 2N o R A2 B T AR K 5 ), R PR S R AR I 15 L T M4 2 K T B
LBl B G 0 AR R 2 AT MUK

F BCANTE FGSM Il ISMA IX AP Bk J7 U, 70 2 HE A 28 W% A S8 T (R T oAt 1y it g =X, By A
BORIHAN R AE C&W FI EAD IX A A LA AH A ¥ e 75 5K HEA R T RIS S 28 T B A
D A5 2 AH Lk 1w AR LI 5 6 T SR BN BURE AR A S AR 7 R B Oy N HEM R T B
B (R £ LB 3L 6 JISMA F1 C&W Zi [ B A R IR T T 3~4 £5 % @ #i 3l ¥ EAD Bk B 3%
FREBEET BRI T AL

B g — A 3 T N AR SCHE HY 10 SASE R 5 s 8 T S T B F+D SR I 97 A 4 SR A T 4 B B
JIVETN AR HEAf 28 A0 T T D BERLESA A (38 = IR I, 3 A AN RIS AE IR 1) T B B oz /T D
RS 3 R B U7 U T IR IR I SE S 46K T D BIRL K3, JSMA Rl EAD B T, 6 & F bt 3
O — 2538, TH 6 EAD Wbt sh Bk 1 40 ki 3 s 2 A 31 T B AR 15 5 LA 1% C&W Hi /ML
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BB AR IS 22T D B AR S50 b K B s NI T RO, 3R W] F+D BRI S B = i 4
RILI T B A L7 22,
F1PEE 2 85 h MNIST Hdln 48 F 5280 45 B AR AT BG4 SEUR I, F T MINIST S04l 48 B RE A 25 0 LA
] B, LA &R Bty K R 3 Ve 42 T CIFAR-10 #4482 B KRR &1, S AR BN C&W 112 > 2 AT ¥
S U6 AR [R) A2 T ok R AR Bh T TR R
o BRI R HURE AR IR 43 S A AR AR T B R AR SE S O AR 1 B A 2 Rk (E ), LT 3~4
FEE BT R AE C&W 1 EAD XA HARIN B Jr 2R, 248 w3 Bidi o 18 4 B e % N
B2l T 1OLE,

o FASERA B AL T 5 Rl Mok 7 2 #AT BCHE T R S 2 TR B0 B AR A I, B A B AR T
28,105 % C&W H1 EAD W FAE AL i 119 917 A1 2 T 3 A s Aol 1

o DAL FGSM %51 5 it HUAE A (14 9 1 22 W B AR W o 1~ BASEZRY K1 LL F RS S 1 B I 1 C&W R
EAD PR Bt T 20 R4 30 T S [ FE TP By

o MIARILHAFRIN F+D BIBAE T Buik R B R LR 2 T AR KR, 2 A B N R
DL T 60 A A A E C&W Fl EAD IX Wk B A2 S ILAR 22 (A5 B0 T, J LT PR FF T 0 JRIG AR A
1) 43 LT 2, S (R PE B 5 T (04 o 44, 5 1 2.

WG LK 3R R DL THI N C&W FI EAD By, B 44 2 % 2 m] LABR 418 58 407 (R 97 A8 SR 1T FGSM %581 5 R Bt 7
) 25 52 FUREAS 5 2R BE (K55 M0 ZEAH R S 2 1K) CIFAR-10 B84 b 2k 2 REVE T A IR TH i T R E fl i
FEARGT TR MNIST R4 b R A ml A 45 38 (00 58 2 1) 385 B AR SO v 45 G e AR 2 N B Ak 2 e 1 B 504 3
T 141 KF 2 RS R ACEEA LI, — E R RR R 0 B R 0, 58 SR T ) 3.4 W R IR AR T AT %
4 FRERLI A AR ST b B TR 1, UE B AR SO R Y U 2 R DK B A (R 0 R R
BEA Tk 7 238 T A B .

3.3.2 X TFHREA M AL B A
A1 ) 2,586 VAL T B AR, F AL, D AR DL K F+D AL T AR AR b Y AN, a6 45
SRAERR 2 AL,
o B A MNIST Hil CIFAR-10 RS 7351 4 99.59%F!1 91.17%, 1% 1) T LA VA FE #2019 45 73 25 4%
PIFEAR KT

o FRERIZEPIANBIRAE b5 2UET R ) & 99.65%F1 91.41%, 1] LA AR fiF fil &5 18 74 5 4% 43 25 v] LA
I 2% FS T SR E AN 1 R E AR 2R B ) T AT R R

o DRI N RIA, RS T R BEPE (B TR — AN Y 554 S 2 A SR T2 T LTI,
Iy VR R L2 B S T, B 22 45 R 99.53% F1 89.14%, th 754 Tl 18

o F+D HEMAE R A ST VEBGH IR I A 7 CIFAR-10 $U3R 4 104 K UER 214 3] T 91.05%, Lk D
B RIITS 0T B R B AR A HERG 10 T B JEZR 7 MNIST Bl g B RILEIL T F #7,
BT 99.7%. bk gh e W1, AR 37 ek I I G AR AT (i LR U ) SRS AR AR 1) 43 28K B

Table 2 Comparison of classification accuracy on clean examples from MNIST and CIFAR-10 (%)

F 2 MNIST #l CIFAR-10 | T ke A 73 it % L (%)
LS B 57 F A5 D i F+D A
CIFAR-10 91.17 91.41 89.14 91.05
MNIST 99.59 99.65 99.53 99.7

O S i R B AR 2 RERE (K ROCR, SRR AT BN T A B s A A 1) T-SNE AL T-SNE A1 ] 2 1 B s At
ABLAE: A P AR A8 D11 i, vl 8 v 2 2 A1 P IS U 2 22 ) v, W 0 e Sk 2t i N PR SRR L. P B 3] T % B )
4 iR d 2t AE AR LR 1K) 70 AT A D0 P o g — PR Bl 2K, 52 56 4 CIFAR-10 K iiE£E(10 000 9K) |
HEAT, BT A E K H D 10, AT HR mT DU Y 2 ) ) s o 1) 25 2 Al B 19 i, 2R 7R T 8 2 2 2K i 11 80 4
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DRk AR S 36 B N2 SR FE AR RT LAt P R PR R O D B B 3(a) 2 B R A A i 19 T-SNE AL B, AT LU i
KRN3R BAT SE R IARAE I, AT MR T A AR A A B, B AR A A3 AL JC B, S AT LRI T AL
fil, AT AT BLAA A B ARG X TR AR R 75 45 1 SE 36 (K 4 2R P 3(b) it PSS 2R it (K0 L P, T DAt A ]
I M T T8 SCRRAE AN AN 507 A2 S5, 2598 B CUIR SRAR AR R HE AR L2847 1 50a AEUR AR IH A7 AE AN ) 2R 58 3L
), 7y B R AN AL 6] 3(c)it D At AL B, T DA 8 2 SR (B 2T T 20 18 A 54 B % 1 it W)
0 AERR T AR P DN 90 SCAFAE SR LR 2 PR PR RN AT BE RGN T UG, T LAHER R AT BT R
ekl 3(cl) Dl AR S 75 32 S I I R PR R R ) B 5 LN T AR AT < B A e Py A 22 A AT B T i LR () & 2R,
[ 2 ) PR SR AR LA 1 T MO 1R 38 ot ELAS [ S T AT WY A (4 20 88 A R 1) sl B A AT 1Y I 75 2R 2 R IR sk
060 25 R IXAR I IRV REE W] T A S5 VR R B vy 1R () 85 e 1, O LI AR AT 5% M B R X s A A ARG 2.

(c) D ##Y (d) F+D # 2

Fig.3 T-sne views of the final output from each model on CIFAR-10
3 CIFAR-10 Jll U4 b & R 2 HH 1) T-SNE #L1&

3.3.3  HXPUINGR vk A Al R IR AR

B 4, T F+D BB R AN T XTSRS 4 AdvT+F+D #5284 7E 52 B AH R Mok B 4 2
1Eff 28, 45 Rl sk AR 3 . .CIFAR-10 F MNIST _E 15t i B4 il 2 #4848 F PGD Jy v, Wi Il 2ol #2 v, CIFAR-10
ByEde N 3E PGD M3t 4 0.01~0.05 FEHL KA, MNIST $# 45~ ¥ & 0.05~0.2 BEHLRFE. B & IR T 51
A AH R S0 FGSM,BIM,MIM H1 PGD X 4 Fif Bty S5 56 45 B 3% B AL AF FA X Pl Gr 2 5 A5 2 1 9y A 2 L 3k
—Biw LR A PGD A AU (4 2% 5 U 32 B W B CIFAR-10 F ERI e #3271+ T 1 f%5;1
MNIST R, %+ 0.15 $sh Bk, /1T 3 % 1042 5. BIM F1 MIM BREEA SR BEAH AL, 5 PGD RIREAL AT 4% Jr ik,
DR By R AR — e R .

o MNIST T JEAE R T M T @ FEA IR KEFGSM By B 560 T P RN R 30 sh 17 B0 80 32

o (HRZFEI7E CIFAR-10 I MNIST T % 45 3 R K HE 2 tH IR AERA 2 T B D0 AT T AR EE Tk AK
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(Xt 75 30, FGSM 7 K P 3l T % R R A 1 A6 7 0 1 4 ) PGD Bk 75 2 BORT St Il 2, LA
2] (0 AR 2 LEBGE A R AR FEAA (17 DL
SR B ARSI G I F IR KA TR AE 6 I 2 i i 977 08 4 AT $58 5, AT UE WA SO kAN S5 6 el o 5%

Table 3 Comparison of classification accuracy against corresponding adversarial examples

before and after using adversarial training with PGD (%)
3 PGD X HUIZRTT o X AR ST AR IR 43 28 1E i %2 1) LU (%)
SRS B B2 F+D #i! AdvT+F+D 7
£0.01 64.32 75.82
FGSM £0.02 60.28 62.79
£=0.04 49.44 46.17
£0.01 42.26 75.17
BIM £0.02 32.42 58.81
£0.03 27.58 45.62
IFAR-1
¢ 0 £0.01 47.82 75.53
MIM £=0.02 38.07 60.23
£=0.03 32.33 48.33
£0.01 43.96 78.4
PGD £=0.02 31.57 66.33
£=0.03 24.14 54.61
0.1 94.84 98.89
FGSM &=0.2 65.46 97.59
£0.3 20.68 12.36
£=0.05 95.76 99.05
BIM &=0.1 87.8 98.85
£0.15 72.84 98.16
MNIST
3 £=0.05 96.38 99.05
MIM &=0.1 90.89 98.85
£0.15 79.84 98.2
£=0.05 95.98 99.09
PGD &=0.1 75.89 98.96
£=0.15 38.61 98.69

4 FRERE

ot 0T I 55 o4 22 T 0% 55 T K B AR 1) U 5 4 i, AR SR T P R T AR A e R A 2 R ) R
F 3 T 5 10 % 5 1 52 A R 7 0 A5 RO T SRR (1 0 R AR 4 S I 5 R v 2 I mT DAGA BB 1 T
TR 2R B, A8 I B0 Lk I A4 1) 43 SZBEHOLEH B A5 280 2 SR ) st £ 40 S 2 TD I N R A il 5 5 IR HE
G F B IS IS I (1) 22 4 S¢S R R S A S R 1 4 B I 4, DL vy S 2R 8 e A0 D LA R A 1 I A
7). J8 A MNIST F1 CIFAR-10 5 Ff 43 45 1 (19 52 56 45 T 9 WH AN S 5105 el b 5 V11 2 PP A 2 9 1 0 SR B 35 ol )
PUREA 1817 18 B8 ) LU B0t i i JE B B 7E FGSM 45 4 ML T-#A BE B0 N 5 £ DL B85, JSMA,C&W LL K&
EAD Hiohi Tl ik 2] 10 £ B4 T R BT P00 T R AR 14 4 R B2, 55 6 B I 5 7 VR AN ALy, ] LAIG 548
SR T 1 577 40 255 TR I W T AR SO R I B TR e T 1 T AT HLAT A e A, S R R R I AR AN R B A B
(A AR b AR A R 5 R R A 22 5 4 R 1) 8 e Pk R W S TR)L 75 A Jig 1) A o AT 4 00 b 7 TR RO N (90 9, A
BOHE AR ST Y 09 T 2, 3R AR A R AR

References:

[1] Lueth KL. State of the 10T 2018: Number of 10T devices now at 7B—Market accelerating. IOT ANALYTICS. https://iot-analytics.
com/state-of-the-iot-update-q1-q2-2018-number-of-iot-devices-now-7b/

[2] Dourado Jr CM, da Silva SP, da Néobrega RV, Barros AC, Reboucas Filho PP, de Albuquerqu VH. Deep learning 10T system for
online stroke detection in skull computed tomography images. Computer Networks, 2019,152:25-39.

[3] Mookherji S, Sankaranarayanan S. Traffic data classification for security in loT-based road signaling system. In: Proc. of the Soft
Computing in Data Analytics. 2019. 589-599.



2768 Journal of Software k2 4% Vol.31, No.9, September 2020

[4]

(5]

[6]

7

(8]

[9]

[10]

[11]

[12]

[13]

[14]

[18]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

Rodrigues JD, Rebougas Filho PP, Peixoto Jr E, Kumar A, de Albuquerque VH. Classification of EEG signals to detect alcoholism
using machine learning techniques. Pattern Recognition Letters, 2019,125:140-149.

Zhang Y, Li PS, Wang XH. Intrusion detection for 10T based on improved genetic algorithm and deep belief network. IEEE Access,
2019,7:31711-31722.

Athalye A, Carlini N, Wagner D. Obfuscated gradients give a false sense of security: Circumventing defenses to adversarial
examples. In: Proc. of the Int’l Conf. on Machine Learning (ICML). 2018. 274-283.

Lu J, Issaranon T, Forsyth D. Safetynet: Detecting and rejecting adversarial examples robustly. In: Proc. of the 2017 IEEE Int’l
Conf. on Computer Vision (ICCV). 2017. 446-454.

Metzen JH, Genewein T, Fischer V, Bischoff B. On detecting adversarial perturbations. In: Proc. of Int’l Conf. on Learning
Representations (ICLR). 2017.

Carlini N, Wagner D. Adversarial examples are not easily detected: Bypassing ten detection methods. In: Proc. of the 10th ACM
Workshop on Artificial Intelligence and Security. 2017. 3-14.

Liao FZ, Liang M, Dong YP, Pang TY, Zhu J, Hu XL. Defense against adversarial attacks using high-level representation guided
denoiser. In: Proc. of the IEEE Conf. on Computer Vision and Pattern Recognition (CVPR). 2018. 1778-1787.

Pang TY, Xu K, Du C, Chen N, Zhu J. Improving adversarial robustness via promoting ensemble diversity. In: Proc. of Int’l Conf.
on Machine Learning (ICML). 2019. 4970-4979.

Teerapittayanon S, McDanel B, Kung H. BranchyNet: Fast inference via early exiting from deep neural networks. In: Proc. of the
IEEE Int’l Conf. Pattern Recognition (ICPR). 2016. 2464—-2469.

Lin TY, Dollar P, Girshick R, He K, Hariharan B, Belongie S. Feature pyramid networks for object detection. In: Proc. of the IEEE
Conf. on Computer Vision and Pattern Recognition (CVPR). 2017. 936—944.

He KM, Zhang XY, Ren SQ, Sun J. Deep residual learning for image recognition. In: Proc. of the IEEE Conf. on Computer Vision
and Pattern Recognition (CVPR). 2016. 770-778.

Ranjan R, Sankaranarayanan S, Castillo CD, Chellappa R. Improving network robustness against adversarial attacks with compact
convolution. arXiv preprint arXiv:1712.00699, 2017.

Miyato T, Maeda SlI, Koyama M, Ishii S. Virtual adversarial training: A regularization method for supervised and semi-supervised
learning. IEEE Trans. on Pattern Analysis and Machine Intelligence, 2018,41(8):1979-1993.

Kurakin A, Goodfellow I, Bengio S. Adversarial machine learning at scale. In: Proc. of the Int’l Conf. on Learning Representations
(ICLR). 2017.

Kurakin A, Goodfellow I, Bengio S, Dong YP, Liao FZ, Liang M, Pang TY,Zhu J, Hu, XL, Xie CH, et al. Adversarial attacks and
defences competition. In: Proc. of the NIPS 2017 Competition: Building Intelligent Systems. Cham: Springer-Verlag, 2018.
195-231.

Samangouei P, Kabkab M, Chellappa R. Defense-Gan: Protecting classifiers against adversarial attacks using generative models. In:
Proc. of the Int’l Conf. on Learning Representations (ICLR). 2018.

Guo C, Rana M, Cisse M, Van Der Maaten L. Countering adversarial images using input transformations. In: Proc. of the Int’l Conf.
on Learning Representations (ICLR). 2018.

Lamb A, Binas J, Goyal A, Serdyuk D, Subramanian S, Mitliagkas I, Bengio Y. Fortified networks: Improving the robustness of
deep networks by modeling the manifold of hidden representations. arXiv preprint arXiv:1804.02485, 2018.

Goodfellow 1J, Shlens J, Szegedy C. Explaining and harnessing adversarial examples. In: Proc. of the Int’l Conf. on Learning
Representations (ICLR). 2015.

Kurakin A, Goodfellow 1J, Bengio S. Adversarial examples in the physical world. In: Proc. of the Int’l Conf. on Learning
Representations (ICLR) Workshop. 2017.

Madry A, Makelov A, Schmidt L, Tsipras D, Vladu A. Towards deep learning models resistant to adversarial attacks. In: Proc. of
the Int’l Conf. on Learning Representations (ICLR). 2018.

Dong YP, Liao FZ, Pang TY, Su H, Hu XL, Li JG, Zhu J. Boosting adversarial attacks with momentum. In: Proc. of the IEEE Conf.
on Computer Vision and Pattern Recognition (CVPR). 2018. 9185-9193.



FEE F AR IR RO A BUR S AR MR ST AR SR 2769

[26]

[27]

[28]

[29]

[30]

31

Papernot N, McDaniel P, Jha S, Fredrikson M, Celik ZB, Swami A. The limitations of deep learning in adversarial settings. In: Proc.
of the 2016 IEEE European Symp. on Security and Privacy (EuroS&p). 2016. 372-387.

Carlini N, Wagner D. Towards evaluating the robustness of neural networks. In: Proc. of the 2017 IEEE Symp. on Security and
Privacy (S&P). 2017. 39-57.

Chen PY, Sharma Y, Zhang H, Yi JF, Hsieh CJ. Ead: Elastic-net attacks to deep neural networks via adversarial examples. In: Proc.
of the AAAI Conf. on Artificial Intelligence (AAAI). 2018. 10-17.

Maaten L, Hinton G. Visualizing data using t-SNE. Journal of Machine Learning Research, 2008,9:2579-2605.

Abadi M, Barham P, Chen J, Chen Z, Davis A, Dean J, Devin M, Ghemawat S, Irving G, Isard M, Kudlur M. Tensorflow: A system
for large-scale machine learning. In: Proc. of the 12th USENIX Symp. on Operating Systems Design and Implementation (OSDI).
2016. 265-283.

Papernot N, Faghri F, Carlini N, Goodfellow I, Feinman R, Kurakin A, Xie C, Sharma Y, Brown T, Roy A, Matyasko A. Technical
report on the cleverhans v2.1.0 adversarial examples library. arXiv preprint arXiv:1610.00768, 2016.

FHE(1996—),F Wi L /E CCF & i,
BTN R E 2 2] 0 UREA G 1

PR INET (1982 —), %, 1 Il #04% ,CCF &
b2y Gy, 32 BT AT b 5 SR AR, E Ak
J5 i

X% (1994 —), % Wi+ 4= ,CCF 227k 4

= E#F1987—), % ¥4 EI##Z CCF &
B FTAIIR N T g e A

Mk B3, 2 BT A 2 A AL, 2
RE A AL 2.

o
ES
Il

BB BB #1(1997 —), Z Wil - 4 CCF A4
B EF IR R A >

PRERAR (1982 —), 0 1 £ R [l 4
Jili,CCF i s 54, 2 L 700 5 A
HR e RSB A, TSP R 45,
PIBERHOR T A T5 75

X X (1988 —), % 1 +-4:,CCF A& i,
T B A B AR B S AR i RN
KRG NAF .



