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Abstract: In the era of big data, a rich source of data prompts the development of machine learning technology. However, risks of
privacy leakage of models’ training data in data collecting and training stages pose essential challenges to data management in the
artificial intelligence age. Traditional privacy preserving methods of data management and analysis could not satisfy the complex privacy
problems in various stages and scenarios of machine learning. This study surveys the state-of-the-art works of privacy attacks and
defenses in machine learning. On the one hand, scenarios of privacy leakage and adversarial models of privacy attacks are illustrated. Also,
specific works of privacy attacks are classified with respect to adversarial strategies. On the other hand, 3 main technologies which are
commonly applied in privacy preserving of machine learning are introduced and key problems of their applications are pointed out. In
addition, 5 defense strategies and corresponding specific mechanisms are elaborated. Finally, future works and challenges of privacy

preserving in machine learning are concluded.
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Fig.1 Privacy leakage of centralized learning in predicting stage
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Fig.3 An example of model inversion!
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