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Abstract: Software defined networking (SDN) is new network architecture. SDN separates control layer from data layer and opens
network interfaces to realize centralized network control and improve the scalability and the programmability of the network. But SDN is
also facing a lot of network security threats. Abnormal traffic detection technologies can protect the network against malicious traffic
attacks. This paper presents a comprehensive survey on the abnormal traffic detection of SDN. The possible network attacks on data plane
and control plane are overviewed. Abnormal traffic detection frameworks on application plane, control plane, and intermediate platform
are introduced and analyzed. The mechanisms of abnormal traffic identification, load balancing, abnormal traffic traceback, and abnormal
traffic mitigation are discussed. The future work direction of SDN abnormal traffic detection is pointed out at the end.
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Fig.2 Communication between the controller and the forwarding devices via OpenFlow protocol™!
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Fig.3 Abnormal flow attacks on the data plane
B3 B3PI i e i R

B T W] RE 52 B 1R ) 48 Mok AR R

(1) SDN 14

it J5 P SDN - F21 i OVl MR DT e At 78 R0 = D e 7 o 7 B ) ) A 7] A 4 445 D T = B s 2 ) 45 2 5k
SDN/OpenFlow 22 #e /L, F 1R 45 4545 3] 1) VT BE 5 B gt — 5 %o 42 ) 38 A0 A8 e ML AT By i A 75 2 M pe Bl s
B E SDN Tl &5 18] B AR 2 L B8 5 R0k (A — Sk 38 A [R] 52 BOAE I 80 B, 0 R b 5 A B0 A, 10 e 52
B )38 21 R0 K0S, SDN 421488 2% B8 o Sk 3, 75 6 52 4 1

SDN 34 I B AFAE: By SDN 434 32 22 474 Sk dnk, T AR 48 4 Bk A4 40 00 A S I 1] 7+ 3045 22, TR b, A
o EAERE LA (8] BON 7 — 58 B IR A IF) — LS 1] A2 i, HLIX TUAN I T) B B I (8] 5829 AH [

(2) ARP T

T S5 B b HE A BT 3 (address resolution protocol, G #% ARP) X i M1 — i 1] 4y ARP 32 Mt B 1 ARP K
Y it SDN HHfa ~F- 11 ) ARP 92 0 ifi o 4% Mook 2 1 1o 1) 52 e AL A SR 98 D % K3k KR ARP RO, 15
ACHNURIAVE F P JG Ik IE G845 .SDN 5040 1 11 1) ARP K B /2 1 BUidi & P it — R HU R 19 MAC(media access
control address)Hitik{5E &, 44 45 1% 1 MAC Hiutik Bl 5 215 12 W BR B CHBAIE (Internet protocol address, ##% 1P), %4
J 15 R — S [0 2E W) A0 T T A L R IR BRI ARP R OSC A AS e ML TG VE R AZ TR Y MAC Mk (5 2., 1T 0
VEIEH TAR. 53— 77 1, B0t # U mT DUdE i iR T B B 2 MAC bk 5 6351 1P shlik it S8 5 5 #F &7 M
JOR RO, U % F A B A ) %

© TEBREEEEIEDT  htp/ www. jos. org. cn



~

rEA MR RE T R AN TR 187

N

ARP Bl (i BARFE D 1SR LTE % 5 Gk 7 AT I A5, 0 2 _E T e B KB ARP (K3 R AT
W55 — T3 B O T B RO, U AT AL 1R P R A2 AL I S R ARP RO

(3) W4 M ik

ety Ji B D00 26 95 B it 1) AR — o2 MO 4% 1 RATRE 1 T SEHL,SDN (K% /7 3 PC WL 2 A 25
et i B B G e Bk U 1 0 e et ) AR O R Bk AL AR 1P i O AT M BRI, i
MUk ) FEALATAE 1% AP bk, W0 1 1812 S LR 75 17 £ I T 20 SRA7 R IR T, DU % S DL B SRR AT % e L.

IR 248 995 2 A ol )AL B R AT < AT Dy et 2 B SROMTL 75 27 AR KB 1 1Pt bk AT PR30, AT M 1 — S B 13 P9, el
FITE SN2 7 A K 1 19 24 e, 5 L3 4 o 6 A B A R 2 2 6 A Tk 6 e 6 7 A s £ T S AL
BB TR — A 11, DU K6 — e T B A 2 12O R R — 1P ik SROHL B K B O

(4) ZHHIFE

Bradi A T WAL % KR T4 B U5, OpenFlow 3 f 3% S48k 1 A2 AR AR 25 00, 24 2 A A feT 47 41 SE T e
il B A PSR R 55 LA BHL 1 T T A i AR 3K b R 0 T AR XSG A P R RS 9 46 AR 55 At e e O
FENBUBUA 0 40 R B 2 mT DA 2 RO R 55 R 4% 587 TR (0 A2 HebL oy 11 AE S 4L Bl 45 1L 7 o, el 4 S )
FA e ) A\ T POA G5 BB AT 3 BHLAEE HHE 5 . MAC M hE A 1P Mk %545 8 48 5 1 F s O VA J A A8 4L
TARIEH TAE, Z 5 ¥ B O i) MAC #5450ty A HALES 1P Mk WS 17— 568, 1 P s 42 o) 34T 30T i
AAIE, f5¢ J5 5 % Pt S HUEAT B e, T IUCA B 9 52 L. S0t 2 T DA Bl 455 A2 1L LA 5 B I 446 15 10 i
3% S AT FE J3 35K X 245

SEHALE F (10 0 B 1 19 4 b A K ) 30 R N DA R S AL 2 S LG 32 9, T % S AL
I 190 4 5 ) % 2 1) 60 A9 0 Y L e
22 EHTFEREEM

2510V T 22 4 b, 3 SR R DA 2% v 42 ) 38 O E BRI 4 i ) P 4 R BB A L SR A
AL TP P A AT DK 2 ) 5 46 2 4 U K 22 #0 SDN 2 S AE BT AT A 2 41, £ E R 2 M
4% Y 1 VR R 4% ) ) L T A 4% ) 2% 150 2 A e R0 R R0 T P 2 22 4 ) S T 4% ) 88 R A PR SR S
R 22 1) 2 5 B 22 NS, AR T R A FE T 5 2 11 2 A B B I 5 R L A 42 A 4% T T TR IR 46 ) 5
A D O 45 L, O 5% 1) ALk B e A P TED 01 222 4 R T O 1 T A R R ) DR b, e 3 R e HE 4% SDN
o 2% 47 11 i ol T DA B M AE X 2% o R AT B AT N

FAL AT
! 7/
1 /

! //
jrer=z I P
pelac1 HhI#C

\ ~

N

2
~
~
~
~
\ E
~

— T P
|@ﬁﬂ9| Sehlss | BRI

RBIT

~
-~
~ -

jl . I\ﬁzﬁ%‘
Ji/PC ﬁﬁﬁz Jil"PC3 fiyipca JiiJPC5

Fig.4 Abnormal flow attacks on the control plane
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Table 1 Comparison of frameworks of SDN abnormal traffic detection
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Table 2 Comparison of abnormal traffic identifications in SDN based on machine learning
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