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Multi-node System Abnormal Log Flow Mode Detection Method
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Abstract: With the increasing number of logs produced by nodes in CNGrid, traditional manual methods for abnormal log analysis can
no longer meet the need of daily analysis. This study proposed a method to define the abnormal log traffic pattern: The orderly
arrangement of log types in the same node and at the same time slice represents a log traffic pattern. Based on this method, a log traffic
pattern detection method was implemented, which was applied in automatically mine of abnormal log traffic pattern. The method starts
with system log and classifies automatically according to the text similarity of log content. Then, the frequency of each types of log in the
same time slice is taken as the input feature, and the anomaly detection method based on principal component analysis (PCA) is used to
detect the abnormal input, and a large number of abnormal log type sequences are obtained. A distance metric based on the longest
common subsequence is used to cluster these sequences by hierarchical clustering method. The clustering results are used with the
adaptive K-itemset algorithm to get the deputies of the abnormal log flow modes. The above method was used to analyze the logs

generated in the national high performance computing environment CNGrid in half a year according to different time periods (morning,
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night, midnight), and has obtained the abnormal log traffic patterns and their relationships in different time periods. The method can also
be extended to the system logs of other distributed systems.

Key words: abnormal log flow; principal component analysis; hierarchical clustering; longest common subsequence; adaptive K-itemset
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Jun 25 08:01:04 15120064000  Nodel Connection closed by (IP) T
Jun 25 08:01:08 15120068000  Node2 Accepted publickey for usrl from (IP) To
Jun 25 08:01:08 15120068000 Nodel Received disconnect from (IP) Ts
Jun 25 08:01:20 15120080000 Node3 Received disconnect from (IP) Ts
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Jun 25 08:02:28 15120148000  Nodel Connection closed by (IP) T
Jun 25 08:02:30 15120150000  Node2 Connection closed by (IP) Ty

Jun 25 08:02:31 15120151000  Node3 Connection closed by (IP) T
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Table 4 Comparison results of the longest common subsequence
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T, +1 2 +3 +3 +3 +3 +3
Tu +1 +2 +3 +4 +4 +4 +4

T, +1 +2 +3 +4 +4 +5 +5
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4 A 812 4 FEE 5 d =G+§j :%:

2.4.

3.4 ETHEMNKIENREHRHITEREE

JE ORI  FRATT R 0 S R O e TE B 4 H AR 2R AR A R B B (AR R A B AR
A1 R SFF 3] i) 8 243 0] SX A 3 T vk B SR AR 282 4 14 L AT oo 45 30 oD B 1 H RSB R 41 R b AT e
LA 1 R Ak B 3K A )

1 R 220 )7 51 A DL 7 9 R 00 Seker™ VAR AR FH 5 %5 H DG it 4509 DU T N 44 b 3 3o 356 P A 44 Hh iy K A A
R BB 10 7 R TR G oF S 2R A A RN A4 1) DG R A vy A A AL g R SR I e H R SR
PO R W VA I Y RSN Y (v = 1 R A e R R b A R == e W ol T Sl B N OB Bl AU
1P BB A 2 e i s i A X ) v D B A T R A R O B R 0 H AR SR B 4 I, 2% 8 B H R 41 38
R 2 B0 o3 AT AT 50 (R o5, DRI AS 3 A5 T DG S v i KRR 0T e B HEAT A A0 S B FRAT 148 s — b B
TN K AR A SRV SN )2 0 A5 v B ISR T S 28 9 R B R AT B, T X R AT R A 2K
HEH K PR T A

K=CountIf(AverageNum,>AverageTotalNumxThreshold),x=1,...,n.

AverageNum, fR2 2 x 287 H 78 1% 57 5 H A i 158 20 b il BB - 34, Average TotalNum X 3% it 3 28

B H S % H AR LA B E 2 AL Threshold 4838 5% 71 40 bE BB AE S2 PR E I, AT s

Threshold Hifti % ﬁ SRR P DRI 7 0 B I JRAT TR S 01 D R MR B g HTN, B T 7 2

X%@%H%%ﬁﬁ%%@ﬁ%ﬁ%ﬁﬁkTFﬁmmh&%mmmmzéNﬁ%E%ﬁH%ﬁKﬁﬁ@

KUY HBERESDBET 1 £ FAWR—FRBEOHEREMET 14 ER A ERM HEHE BT 1
SAEI R

AverageNum, > AverageTotalNum x Threshold > HTN x H'er =L,

LEAE KBS, BT AR 1 4 90 55 4% HS R R 91 5 O YR 22 ) B 0, 5 m AN H G R 4
L 2 IR A R
d, = ZiK:1| AverageNum, — TypeNum,; |,
o, AverageNum; AR5 i R H G752 H G R A4 & bt BUECR 1K1 248, TypeNum, AR5 m A5
FIrR AR R0 H AR I A0 AR R 2 K A R BB T B R S K T e B S d b A5 R R /N
Fe SR R iz A S5 1 U B R AIE P 914 R
BB LN REFEE m B RH HERER T (YUY LY m KR HRR R Y
) H &I P A AR A ok {S(™, 5™, SSb, W) [ I die K K TOUAE SV LA D 3R A
B BHCE w R HERERN AT H SRR IES Y = {5,818
%2 gt YRS A SRR (T, Twase o Tut)s
FE3 IEREBIE AT :mxThreshold =me;
nw nw HTN
S 4 HREET K RIS H G T, T, LT e T Tupseo Tur b AR T (X = 1., K) ZEEE S YW 1
) H SR A4 b IR BT BE AT,
s RAEAd, =3 " | AverageNum, —TypeNum,, | #5545 51 {S™,S{™, ..., S\ X I A B 85 (d),
dy,....0nw};
SIE6 43t /NIE RS dy=argmin{d;,d,...,dnwt XTI P F1 Sy B % 538 H SR B NM,;
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AT REDVER 1 IFES, AT RE REE NMNM,,.. ,NM;,
4 FKWERSHITIEM

ANTRATHE 3 A5 B K P R v SR BT AR S0 S B AR b A (0 AR 4 H G P BT T
HARGH G secure F5) HEAE A Fdhi iy A\ AE HE ST T 2017 4 7 7~2017 4 12 7 #9 HEBEAT 702K,
FHENT 84 PR H 3575 18 2 H G AL RER AR M I 18] B B K 57 5 H SR B AN [F], R 3R A H 35 4

J7 A5 2 A HEBEIF AT WA
4.1 BESFEENFIEIZE D TIEN

AN BRI S 3.2 1 A 2K T 3 1023 2 W 1) S R U B A S H A AT AR I, A5 1) 25 I )
(K] Q {EL I L5 W 2 (1 B EL Qa2E AT LS, M T A5 28 7 3 IS 1) . 38 AN IR TR 1 Q {EL AT B Q1 18 3 s,

4000 100

3500 Ce Q
80
3000
%)mu u 60
£2000 ®
- -
Z1500 & a0
1000
20
500
P L Cop sl e T e SL B B et f T
i) A ST S PSSP S 31 SR U U S A S L1 P L i} s i P o aull i - ? i
] 5000 10000 15000 20000 ] S000 10000 15000 20000
time/s timeys
(a) HMAE (b) Jaiif Kl

Fig.3 Q-value and threshold Q,, figure of secure logs
3 Secure KA HER ARMA Q (MBI Q, -

MIEL 3 AT LA H S SRS T R 349 2 1 93 A1 5 A 1 6 F5 0TI 1) P AR 0 44 380 B8 5 I ) 1y, B AT T T B
ek iE . I R AN R 2828 R oh S B 22 e 0 0o SR A3 BT, S G TR IR ) R P T R SRR I o A 5
ZEAE N 1 IEAT D73 RIVAT Ik BIAR B (K 0o g8 ORI 12 22 5 BATTHEAT T 58 1 Dk vk 20 2 D vk A 2 T i
TEUE, 5 B Y I B ATTH AL A % HTN=10 B[R] A BUAR 4 1y sk i A0 L AR 3 P 4 U 1B AT 5 0 i, e A5 Y
(R BT AT S i M LR 5.

Table 5 Number of abnormal flow and its filtered

®5 AWUESLES R
B WEABRES RWRESBE R OMES EERE AR ES E4E (%)
EPS 22665 2997 66 646 2659 96.01
e L 13 607 1965 43 754 1662 96.20
R 18 150 1964 43 488 1512 96.52

HIZ% 5 AT LA o e FATT PR St e 00 75 3 R I R A 7 K P e e Bl s 4 7l /b i ) 2
F A, KR BRI T S8 93 A RO .
4.2 BERRBEMAELRBPGER S ITITM

AT B/ N AR BN R H SR SR IS 3.3 5 1007 IR AT R R R K A O SE 5 AR )2
RSN AT P A B 2 M B S AN IRV B 2 1) P B 8 P58 75 2, R AN [ A 2 ) ) B 10 R 73 AN T
B 2 19 (1 0 e SCRRATTHL AR 3.3 745 v o 2 A B 18 2 SCHEAT V55, T AN [ A 1) B2 2 P32 075 06 AT 2 AN [
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TG AT S5 b, FRATY e A AN [0 A5 1) PE 2 B8 £y R AT UE AR AR S AR A & IR T A L 0T ) 2 P A OC R 4
(cophenetic correlation coefficient) > KA PPAY 3R AH 5 R HOB K, 32 WK LT T A 14 F 245 secure JE 78 H
A5 M B AT B, 75 BUAS 7] 90 75 1) B 88 T S VA I ) S AT O R B ML 6.

Table 6 Cophenetic correlation coefficient obtained by calculating

the distance between different clusters

R 6 ANFRRN) R T S5 A9 B SR G R A

% A B S T vk JERMK R
V34 ¥E B bR HE 7 v (average) 0.55
/N BE B AR UE T i (single) 0.26
e KB 25 b UE 7 ¥ (compelete) 0.50

MR 6, T A0 P 5 T - 249 (0 B s A 7 3 0 AT A% ) B PO o 5, B A 32 90 I 1 G SR AH O AR 4
NI KAH 0.55. 5 2453 B J2 IR RN 4 Fros.

Fig.4 Hierarchical clustering of the secure logs’ daytime sequence

Kl 4 Secure KM H E A RFIINE IR ELE

T 4 0] UE B A SR R AR AR O 1~3 YR FLRE SR AR, 2 5 TR e TRk, R B SR TR SR 2R W
T30 R FR) A A 5O A X 65 v 8 7 A S B T SR FRAT TR P R BB N 3.5 40 P i AR HEAT J2 TR RAT 2 ) 2R
G SRBE AT LLORUE S B 20, SCAT AR A3 AN /N30 ) SR AR P2 B vy A% EOZ B AL, AR 4R 1 secure H S
LM BB AT R ORI AT B H S R SR A e 4. 2 R AT ER 3.4 71 rR TR R K N KOIUER (K5 1%
HEAT I e, 5 31 3 AN I 8] DX T) Py H A5 SR Py 51 ) AR 4 R4S 21 AT K 00K ) A~ 24 (i LA K OR 1 T K

H A 7 Hovb B U b B ) H A5 5 S B 91 BRI 3K HL A AN 7 2/ 1.

Table 7 Table of secure logs’ sequence
Fz 7 Secure H&KM)FHIH
Akl KAH I K IR 78 Fe 51 0 iy LA el

Do 4 11:7.58,7:5.34,6:4.85;12:4.77

D, 6 11:49.20;6:37.00,7:30.60;1:26.20;4:19.00;5:19.00
D, 4 7:5.40;2:3.58;0:2.69;16:2.53

Ds 6 1:2.66;11:2.33;2:2.00;38:1.33;6:1.33;12:1.33
D, 2 1:6.00;28:5.00

My 4 11:7.83,7:4.94,6:4.93;12:4.58,4:2.65

M, 3 7:4.09;2:2.61;1:2.00

M, 4 21:3.33;1:2.00;11:1.67;20:1.33

No 4 11:34.80;7:27.20;3:17.80;6:14.40

N; 4 11:6.59;7:4.22;6:3.66;12:3.64

N, 4 7:4.95;2:3.56;0:2.44;16:2.27

H13% 7 AT LA A 45 secure RO H AP R SR P SRS (IR BE_EATE R BIZE R T 54 30 3 3K
K50 P A0 BATTPRIX 11 40573 3 PP AU AR EL AT IR UCR R, G R W 5 s ARAEZ I T LU Hh 1 R B
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AT IR 2> BRI B AR AR AR AR ALK BT SR AR AR AR ) T TS T, ISR 0 7 R Hs

TR L 8.

Do~ D+ Dyv D3 Dy No AT B 22 i B TE R 2241 ok, 45 R0 1 6 i,

60 1

209

N

M1

Do MO 04 M1 D2

D3 M2 01 WO

Fig.5 Hierarchical clustering of type sequences of secure log in day, night, and midnight

K5 Secure KM HEMHR. Mo L MERACKRRFH 2 X FEKE

Table 8 Table of sequence type of secure logs
# 8 Secure H&EJFHIKAK

SRR TS HEFPFRE
NM, Do,Mo,N;
NM] Dl
NM, D2,Mi,N;
NM3 D3,M2
NM, D,
NM5 NO

AR 6 KK HERERKX NMg. NM;. NMyo NMs. NMy. NMs Fe it i il H G R R AR SR

N T I -1

Do Dl D2
60 &
50 5
E 4
an 3
0 b
)
| | 0 1 !
[, I AN 1 " Al 1 1 Ll
20385346324040535027 16633441 3330301352 455073 3 446031 JU3E5246324080 535031 1663 3841 332030 1352455003 3 436031 2OZUSALITADA0LILOLI Lok ST 12HILLL00E B 26021
D3 D4 No
3 n
£l
15
0
? 25
15 20
15
1
w
. 1
I | |
1 | | 1 o ) 1 L M 1

H0I854463243405359 37166334413130191352455073 3 416031

FD3RTA4637 4940535937 16633441 3330390357455073 3 446031

Fig.6 Type number trapezoid diagram of secure logs
6 Secure B! H &R B H i BT 18]

AR el 7 BATTRT LA #7 LA 7 i B 5

557 O:UR P 21 v o 4 Y iR L A

HRME

1 40453814631118 8 53205573373950 4 47 5 2344331752 7 32

Ty (failed password for invalid user 0000 from
(IP) port (PORT) ssh2)#il T,(pam_unix(sshd:auth): authentication failure).i% P 7 H & ¥ Ak 20 3% 0, 11t
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I (] B PN AT e N HEAT 28 00 A 5 14T 0 5

o iR LWEFYIF R e Em I 1 H B E T, (A E)F Te(pam_unix(sshd:auth): check pass;
user unknown). 1 5 H Rt EE A8 02 W, G I [R] B A H K 2 8 sk AT O 0 Bl i 7, B B R
2000 0] e 2L B

o Mt 2UETAIT e R I B LG R H AR R AR TR BRI Ty(pam_unix(sshd:session): session
opened/closed for user). 1A i [ 25 U B A6 20 W IS i) B A 25 5 B SRR I 22

o fim WEPHIR R E R EELERHEHRAE Ti(connection closed by (IP)Fl T(failed

T AR B AL AT
o Mt A ETA S R L H AR AR T (A _B)FN Tog(usrl: TTY=pts/0; PWD=(PATH);

T i & SRR 2 5
o IEE SAURF I A S e L E A H AR SRR T (A ) A T k). iz b S H AR A
fi 5 1 AR TR R H A B0 L 5 1 s thAR 2.

A R T VA A A0 H RS SR B oL il B 20 BT A5 S A 3R R AR OO, T AN S 1)
TAZIN ) A R T S B T ARVEAT O R G A AR A A AR T AL B A S IR AT 5 N A A
ITIE T LA B4 /N S HR DU LI T AR R Mg TN T A P Y AR
43 BEMEFEH SN

AN G AT HE R A SR AR R L e YRBOX 3 AN A TR] B AN [R5 A o 8-S 22 BR P T 11
IS TR), 508 45 RBEAT 73 M55 08 L. _E 3 st i v, 145 1 RS s 8 A ) I ] Bt A7 e 00 I 8- i B BT I Ik 1 DL
%9,

Table 9 Time spent in each stage of the test in different time periods

RO ANIFIIN Ta) BeAE FEAT G I £ 2% A B B P D (i)

WEEL | Wb | P A | S R | R UCRT | FOAERE | ()
O | om | v | o | sais | iov | 220088
ek iﬁj tIEJ((nj: ) 128.4589 56(? ‘7887 68576. '1085 2; '5962 750.43
o .[?tlij((j)) 235.6105 563‘.3035 78371.'3715 25'3165 838.10

H13% 9 FATRT LMt 1 4518

(1) JE 3o I TR PR 20 i ok B B ATT AT DA I, AR S 2R G AR AR B 1 2R 7 A 1K) A2 0 P P ) I T ) A 22 T e
AN L X U] A RO, R U R R BE T SRS I N B 2 AT IR B R A )
LS H L

(2) T IEAFRE I B AR 1) 0 EEFRATT AT BLF H )2 U SR S0 R G (1 I TR0 2 22 IR A J2 U SR SR BE A &
(¥ I ) 52 2% B O(nlogn) (X LI n AR AR ST 1 1A B ), ) e, AT 206 496 £ B 0 o e B T B K
Hep e B S, ST 15 81 7 P K RE, e 7 Mg H B KA 38 7 e 81 LI TR R 2% B2 O(min) (X
HLy m A 23 5 AR A B K P A P 91 (4 ) MR LA L 73 B AT AT DU S R SR e b PR
Hotls i 52 2045 23 M H & RO BOR: LSRR TR 7 41 94 B 58 W R T B R R b J2 R RS
b Lt AT DA H 2 S N TR BRI (1 R ), J2=2 SR S BT YIS TR )y Bl 25 2K

Tt L IR 2 BUR AR SCAY 1 10 D7 VR AE T S IR A B0 I L 2% 75 0 i A 10 S i 030 T DA A 31 5

SRR (R %D TR T W R SR A S A RV AT A5 B % b S R S BRI B AT R df
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BT BT R AIE S TR 2 10 R R SR AT R B, AT R PR 3 BT L A I e A LA ST
{1 57 A1 . DR 0, i 8 T SR K — NI T, SRR 2% U5 i A5 2 0 R B T dE T T S £ ) SR
WU A

5 REEIREE

KN ET — AT S5 R 72 B 30298 & 40 H G s B R s, A Ml vk mr LA A 3 $k 3
FRGEH & ) 5 R B R e I TR BE N AN /)75 5 i) H S I 91 A S0 T H RSB e AR i H &
B, BT B F 5 B AR AL R AT )2 R I8 R R FR v 1T L4 B B A5 B 55 0 S 400 58 28 45 AR Ol
H &AL 1) P 015 20 5 T AW ) o H G A AT 2% R gt B 5K RE v SR B R A= A
MRS secure FEH H KT MG, B A4 3 6 P H R i SR o0 AR SCHE A 28 H 3540 2RISR 2 -4 H Bl
BOE T U R b R B, ASCIT s 2L H S # AT L 8 3 HEAT 40 28,88 i R RT 4 A7 1 [ 1) A s il 4 e 1)
HEREAT 5 S IR S A D Ak SRR SRR A v AR DT VAN T B ARTE T SO R B H RIS A (R B H RN A
T H N — AR T, 5 T 4328, 6] T Al 1 20 1) H AR A AN — R (19 i tomcat [¥] access log).

AR E N B — H AR R R T LR IR R AR, AR R IR 2 AE A G T AL A SR I T AE
BEE T LU JUAS T 100K 12 57 5 A AT 1 45 SR da AR e PR R s R Tl b i 5 VR T AN [ Rl 2 H 2l
ANTRFPE H & 0O OC R AT 73, LA B BE AT i) e o H AR A58 T B SR A S A M JE AT B 2
) 4 5 1) H 25 23 8 5 YRR, B RSS2 3 470 1 G T 43 B 45
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