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BlockchainDB: Querable and Immutable Database

JIAO Tong, SHEN De-Rong, NIE Tie-Zheng, KOU Yue, LI Xiao-Hua, YU Ge

(School of Computer Science and Engineering, Northeastern University, Shenyang 110169, China)

Abstract: With the rise of a series of crypto-currencies, such as Bitcoin and Ether, the underlying blockchain technology has received
more and more attention. The blockchain is known as the characteristics of decentralization and immutability. Ethereum utilizes the
blockchain technology to build the next generation decentralized application platform. BigchainDB combines blockchain technology with
traditional distributed databases, and uses the federal based voting to improve the traditional PoW mechanism and finally improves the
system’s scalability and throughput. However, the existing blockchain system mostly stores transaction information with a fixed-form.
Although there are data fields in each transaction, the existing blockchain system cannot directly query the specific details within the data
fields of the transaction data from the blockchain data. To query the specific details of the data field, it must query the transaction first
with the hash value of the transaction to get the complete information of the transaction, and then retrieve the details in the transaction
data. This mechanism has a low operability of data and a lack of query functions of the traditional database. This study first proposes a
framework of blockchain database system, which applies blockchain technology to distributed data management. Then, an immutable
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index is proposed based on hash functions. According to the index, the data in the block can be quickly retrieved to implement the query
processing in the blockchain. Finally, experiments are designed to test the database's read/write performance. The experimental results
show that the immutable index has good read/write performance while ensuring immutability.

Key words: blockchain; database; blockchain query; hash pointer; immutable index; retrospective
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o IHUL 20 WA AL key (E /N T% 1 5 key B, FRATTN %A B PR 3 N B0 S A0 B2 R O 1
AT A% s e % — 8 AN O T LR N R R I FRATT T g — AN T AU RO AN B (ke
value) Bd 2R J5 B el — AN 20 3210 o, OGO Rrdl N YT AL key, ZEBX T BN T LA TN R
SR SE R I 2 F5 1 AT s R A 3T N AN g a1 6(b) iR H b BB RSy SN R B R OR;

o TEUL JURAHEANEHE key H KT AT HAK Y A £ A U L E i R T
o HoE SO Ay SV A ST RS R W E 6(c) T,

o IEN AWIRAREANBIE key (T AL HAZAT AUA PSS FRATT B A A B,
SR JE BT 43 ST A5, 0 ST BRI O R A N B key B 5 R0 SO A T key (EH BNE ALt
FARIENEEE 5 IR 3T RGBT key HB/ANE AT ABRKE AW KA RS SCW RUENG
g5 L1 ] 6(dl) T .
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K6 da— 20301 s A bl
Bk L BNk
B ONCHRTY Ah T OB key, 48 N\ Bl (E value;
i AT AL

1. Node put(Node h,Key key,Value val)

2. if (h==null) 123715 1

3 insert_1(key,val); 1135 AR DL L s N1
4. if (key<=h.key){

5. if (h.left.left==null),insert_2(key,val); IR JRAE B 2 95

6 else h.left=put(h.left key,val);} T I #3)

7. if (key>h.key){

8 if (h.right==null),insert_3(key,val);

9 if (h.right!l=null && h.right.left==null),insert_4(key,val);

10.  else h.right=put(h.right,key,val);} AR Ji#%3)

11. if (isRed(h.right) && lisRed(h.left)),h=rotateLeft(h); TI JIV AT FE B T 2 )

12. if (isRed(h.left) && isRed(h.left.left)),h=rotateRight(h);
13. if (isRed(h.left) && isRed(h.right)),flipColors(h);
14. h.lefthash=Hash(h.left);
15. h.righthash=Hash(h.right);
16. return h;
o BN LIIEE 2470 B 3 AT HUN AN M 4G 4 A A
o A 44T~ 6 AT U key fH/N T AT key AE I, WX AT ARG — )20 3T AL R IR
B DTRG0 2 47 N Bl ; 75 D0, DUZE 217305 100 2 A0 0 A 4 N 8
o TAT~HE 10 4T R A key {H KT key {HH:
> IR T A AR R R 2 03 SN R R R T 3 4 N H R
> WURAZ AN A, Hoddw i — 200 3C1 i, WA G 00 4 1l AN 808 75 0, DUR #2778 24001
b EECEAN €/
o BB LLAT~HE 13 ATV AL PR AR T I, R AE A% R €SP
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o B 144T. B IS ATHMIT MG A E.

EiAiN 25 FRATAE BT ST LR B = SR TR ARG A5 (E /D Hash(lefthash, righthash,key)
SC5E AW S — Ak TS A5 AN AT BL R 51 B0 2 565 AN B A7 DX, 2 A A7 DCHROR N BT — 5 B,
WU 1% DX BRI 5 N 380 B i v 4 S 2 118 MerkleRB Index A7k 21 k-v 20308 7 b B 12 vh A i % =X

k=Hash(lefthash,righthash,key),v=(lefthash,righthash,key).

i TAEFFLAR, 7T LA R MerkleRBIndex % — 4> map 44 mapMerklelndex.

(2) Fdn A $R A%

H s 2 AT B i 2 5 | AT AT DABR A — b5 DGR key IR 2840 /5 v, IF HARE Merkle A% IR1RE 1k, &A1 6T Y
TR U A SR R0 UE R A, A A B % P g T DU AR A D R 2 R UE A 0 4 R E

AN KRB key I, SSAEWAE X BRPRL R, WURA RAE], BN kv Bl R B X
MerkleRBIndex %751, FIIH; 22 $IHZHHE T 8l AN AF A %0 3R U AR X B b RS R (W) 4%, 15 %6 AN MerkleRoot
T STFUARL 2R, W R H bR OCHE TN T 45 TR ROCHE 7, WA mapMerklelndex 1k k 4 root.lefthash ) H 3%,

ST H bR OB 0 A 90 B 0y 75 U e SRS A AR A X B,
BiE 2. MUl ik EIL
N SBEE key, 2 5| map(Hash(lefthash, righthash,key),(lefthash,righthash,key)ymmap;
A H Y A A DL R SRR 4% Vector((hash,key))path.

1. Vector{(hash,key))query(key,merkleroot,txhash=0)

2. hash=merkleroot;

3. while (mmap[hash].lefthash!=0) { 1A T k2R E A
4, if (key<=mmap[hash].key) { IELES key

5. hash=mmap[hash].lefthash; ITSE B RORIEGAIE #5412
6 path.push_back({mmap[hash].righthash,mmap[hash].key));}

7 else {

8 hash=mmap[hash].righthash;

9. path.push_back({mmap[hash].lefthash,mmap[hash].key));}}

10. if (mmap[hash].key!=key) IS 2R 745 A

11.  path.clear(-);

12. else {

13.  path.push_back({0,key));

14.  txhash=mmap[hash].righthash;} 156 BT A8 by W A (i

15. return path;
o BVE 2 M 2 AT WAL 4T A $R hash {E 4 merkleroot;
o BB AT~ 9AT I FAL R E B a8 A 447 ~28 6 AT 2 W0 SR H AR key {H /D TR T U AT R 51 I key
AR, DU TE 397 28 5 | T A 4 T 2R 5 00 ) 2 P A X B 1R 2 5 0, I 4 A i A RN 2R 51 key B AR A 72 40 AIF % 17
WS 7 AT~55 9 476 N H b key (KT 41T R 5] key (H KIS 0L;
o S 104T~5 14 AT RAT K AT UR A S H AR key {H: 0 SEANLE, W 25 56 0F I 42 W R AR WS 37 A 5
WA A5 L, I FLKE 122 Z0URT IS [ 6 0 V25 0 1 58 F o 7 .
e 5 B (r) MerkleRBTree H i F B o key=10 [ A5, T 25 Hog FFUGR AR IR A Hyo,Hg A1 Ha, 36 1IF %
124 path={(H,,12),(H7,8),(H,,10),(0,10)}.
AR SCHE R 5145 BENE LR 51 A FRAS I ZR 511 1E A Ik R e 8 vk AR DXCER Py AR R B W Bk R e X
mapMerklelndex 1T map WL I RE. 1% map A2 R RS 224 MR 5115 B B F 43 L g 575 21 19,
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B — A4 H#OZE FLAS b 19,2 A g T00 3 45 1) 1 R 2R 1) IR, B LR RE A 28 B 44 i R 5 | I AE TR 1715
H R AR R LR i A map TANELE R 4% B DU AT DA 2 R LR Ok B B A B

(3) Hdmieir Sk

AN A A1 R DA U PR I 0 38 2R 5 | ) LA N S A T HLH P R AT AR R B B A R
Jo R AT WY REAT B A 28 2 7 Ak H T s A AT R YRR B R Yk 24 AT MerkleRoot i, 7 RS 8 2 g 45 R
RV UE % 4%, XoF I A7 ) VP VP s 7 2 1 1 &5 R0 2K MerkleRoot i, H A il i UG 2 R 5 B CARTE )
X 3k A1) MerkleRoot {ELAH [, M T 56 31F 7 0 (1 104 1 1 L o B A 1A K B X B 38 ) A A R o (1 R B2
XF A N ANSE G 1 DB AT = A Z) 2 i i 42 K B O 1ogN, T L 5 10 5 4% (199 A 256 A7 1R e 5 {1, 36 1IE 119 47
ER AR Y ANTINER=TE VS

HiE 3. Ml sL.

By NAE A5 L oG IR IE R 45 path, MR IS 75 merkleroot;

%y i :true or false.

1. boolean Verify(Vector{{phash,pkey))path,merkleroot,tx)

2. hash=Hash(tx);

3. while (path.empty(-)){

4 if (tx.key<=path.pop(-).pkey),hash=Hash(hash,path.pop(-).phash,path.pop(-).pkey);

5. else hash=Hash(path.pop(-).phash,hash,path.pop(-).pkey);}

6. if (hash==merkleroot)

7 return true;

8. return false;

S 3 INER 2 AT W EAT 5 W A (B 58 34T~ 5 AT AR R BR A, MAZ A & Tk 1) b F 37 A B ST A 0 5 R
FRAR TS A5 6 47 ~55 8 47 LUORT AR 4 46 UE K A% 25 B R AR Y B 5 AR b DR AT RO ARTY A A, 2 SR A [, D 25 A

5 X I

S R R 2R 38 2 Intel (R)Core(TM) i5-6500 CPU(3.2GHz),RAM 4 8Gb 1) PC #L,#:4E % 25 & Windows10.
& Bl Bitcoin (1) FF 954 v0.1.0 WUAHA £ T — AN X BB g, SE 40 b = ZHE 20 T Bitcoin (12 B 45 74, G 45
A Gy A R A R e 28 5y I A U 20, FE P28 s a0 e O S T — IR I 08 s 20, 28 2 I A B U FR
Merkle 20 % MerkleRBTree; ff 8 T JEXF BRI B A LU & UTXO [ AR, ZS B Bitcoin (1 A8 5 FAH I A &5
A TG AN E A 3 30308 AR S G R A BH AL B IR A 45 6 T ROBCHR 1416 e 0 a8, 3 EUR) A 028 HEAT B0 S 0. 5
T B ) AR S T B AT R T X BB 1 R 5] VR AN B R 4% L R SRR WA S iR L
HEAT IR, 4 FL U8 A RS A8 5 (G V22 0 A A58 B A N B DX e v 22 DX R /N a2k 38 il IUH A X B
AF N AL AE AT BRATTBE V22 4 S0 AR AR ST BT 38 R AN AT B i 2R 5 | 1A P i, s 36 o 1) 8 e b o SV )
BAT I IR, A STVE AT IE AT 30 YR AT 348 s SR BV IS AT I 1),

o SZI% 1:MerkleRBTree H 1 g It

76 A T AR B X B I, 75 B0 A B PR P R A5 43 2 MerkleRoot. 4% 3 A5 B fole MerkleTree 5 #te i
MerkleRBTree, 773 1| MerkleRoot [ [ I 4= je et i 1128 51 B ATT e - 52 36 R 17 7 X Az 5 By 28,27, 210 i
of N (122 5 A6 2 PR I LA R A 2 1) 7 97 7% :MlerkleTree i MerkleRBTree [ 2 A8 4 Bt 25 58 S H 1) 18 o iy 2% ek 1
A 76 AH I (R 1 B U0 B AE T4 2 (A Y SE L T 2R 51 A A, 19 N T A i T B IX L, MerkleRBTree  [F1B ) 4X
% T MerkleTree IS [ AXAY, 32 B B A 7R EAT WA A5 B VR IS, Merkle Tree RE MG A5 4 A A PR ANME, 40 0 R 2 4
T W5 45,75 MerkleRBTree H B IR WG A5 R4 24 3 /MEL 430 4 7640 T W A FUWT 2 11 key {H.

o SIS 2(X HUK/NRETAL 5S4 5NN IR LA K AT RE (9 5
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