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General Side Channel Defense Schema of Motion Sensor Based on Laplace Mechanism
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(School of Cyber Science and Engineering, Wuhan University, Wuhan 430072, China)

Abstract: The privacy issue under the motion sensor-based side channel is a fundamental and critical research topic with many
challenges. The existing solutions do not solve some significant problems in practice, for example, the protection mechanism should
balance user experience with defensive effectiveness. Moreover, extra settings should not be required. As an effort towards this issue, the
common pattern of motion sensor-based side-channel attacks is analyzed, and it finds that the key step of these side-channel attacks is
learning the mapping relationship among user behavior, device status, and sensor reading. In addition, a protection method is proposed
which applies differential privacy scheme and injects random noise to sensor readings indiscriminately to reduce the effect of learning
mapping relationship. This defense method is implemented in system framework, thus it is transparent to both users and attackers.
Moreover, the mechanism of proposed defense method is analyzed theoretically to demonstrate how this method decrease the attack
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success rate and prove that this method can work for any other known and unknown motion sensor side-channel attacks. Finally, the
proposed schema is evaluated by conducting experiments against 11 typical motion sensor-based side-channel attacks.
Key words:  Android; motion sensor; side-channel attack; privacy protection; differential privacy
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Fig.1 Common pattern of motion sensor-based side-channel attacks
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Fig.3 Value changes of time domain features of linear acceleration in x direction

under different levels of translating obfuscation
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Fig.10 Interference principle of data obfuscation for tracking side channel
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Fig.13 Impact on the distributions of skewness and average deviation by translating obfuscation
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Table 5 Impact of learning model on experimental input side channels (%)
5 SLIGIREE T A SR N 1 R 5 e (%)
T 2 ) R
wANEE SUM JORM WOAME KA LS L
Accessory 40 53 63 34 55.8 61.7
Signature 17.6 54.3 68.4 43.7 34.3 45.8
Pinlogger 18.2 53.1 64.6 40.2 28.1 43.7
Textlogger 64.1 58.1 68 48.3 63.4 75.1
Tapprints 28.8 59.1 715 55.4 63.7 71.8
Taplogger 29.3 23.4 26.9 29.5 23.6 32.6
Input-extraction 45.6 47.9 64.6 59.2 45.8 61.1
Practicality 12 92 94.5 43.9 10.3 19.7

R 5 Bk Practicality {538 &b, vHERA 5 2 2R S TE I 10 8 i o (i B (BT 8 0~9) I S TN 175 20
Practicality il & Xl 65 5 b 58 B N 7 51, DR PR HE S 30 2 7R 0] 10 Fift 6 A7 1 B2 Ay A2 41 8 F1 T T 45 2R
£ 2 F R AR T, 12 58 0] ) B B Bt WL AR MRS 2R F) S B AR 0 AR X 2, #4823 iy N D007 38 o k-NINASE 82 4 g 3k )
AL e PR UM AE A

© hFFeE

P EAFIFATET  httpy/ www. jos. org. cn




2408

Journal of Software #kf+% 4k Vol.30, No.8, August 2019

N 25 R TR TR 0] A s TR G B SR AT A5 5 TR, A P BELE IO 2R 48 5 MR A2 3R AT 50 YR 42 K
Ll LB G SRR TR, BRATE I L3R 6 Ry IR p R I UT Y 4 SRR
SNK9iE 8 Fiig NS TE .2 6 b 25 H A MIAE 18 43 0 75 3 BB+ £€{0,1,2,3,4,5,6,7,8,9, 10} I T B VR I T HLIK AT
ol OO 7 Aff 236 03 A 175 L.

36 S 0 25 R A 0 de

Table 6 Results of defense experiment against input side channel by translating obfuscation (%)
FT 6 CTRIRE PR G E LR A R (%)
&

MAWEE 5 1 2 3 4 5 6 7 8 9 10 SRR

63 59.5 56.6 52.8 48.4 47.2 47.1 43.8 40.7 40.9 39.3 Fifl LA BR
Accessory 53 50.1 49.2 45.9 43.8 42 40.1 38.8 37.3 36.3 34.7 YRt
34 32.7 32.2 30.1 29 27.7 26.9 25.1 25 235 22.5 k 4B3E

61.7 57 54.3 51.8 50.7 49.4 48.1 47.1 455 44.6 57 % 0] )5

68.4 60.6 57 55 51.4 55.1 52.6 50 52.1 50 48.5 Fifl LA BR
Signature 54.3 49.8 47.2 46.1 44.6 44 43.3 42.8 42.7 43.2 428 YRt
43.7 39.5 38.4 36.7 36.2 35.9 34 335 0.32 31.1 31 Al

45.8 438 438 432 43.1 428 425 422 41.8 411 41 PR IA) )

64.6 59.5 58.2 56.1 51.9 51.1 49.8 50.3 50.4 48.7 47.8 Fifl 1A% bR
pinlogger 53.1 48.9 47 45.6 44.6 44,5 435 43.4 43.3 43 42.3 V)
40.2 39.4 39.2 39.1 39.1 39.2 39.1 39 39.1 39 38.6 A

43.7 431 43 42,5 42.1 41.6 41.2 41 40.9 41 40.8 poaiAE DR

68 59.5 56.9 54.8 53.2 52.3 51 50.9 50.7 50.3 49.3 Fifl LA bR
Textlogger 58.1 53.5 50.8 475 45.6 435 42.8 40.8 39.3 37.6 36.5 V)
48.3 39.1 36.2 33.8 30.9 28 26.8 24.4 23.1 21.2 20.2 k A8 T

75.1 68.1 66.1 60.6 59.8 55.3 55 55 52.7 51.4 48.3 xR

715 63.4 60 57.3 54.5 52 50.9 49.4 46.8 45.2 44.4 Fifl HL % K
Tapprints 59.1 53.5 50.5 482 45.4 44.4 42.6 41.6 40 38.1 37 YA
55.4 53.1 51.8 50.1 48.2 45.6 46.3 43.3 42 41.1 38.3 k 4B3T

71.8 65.2 63.3 59.9 55.1 53.7 53.1 51.3 50.4 49.9 48 A e

26.9 24.1 23.9 21.3 19.6 19 19.3 17.6 17.2 17.1 15.5 Fifi HL AR #R
Taplogger 23.4 22.5 19.5 18 16.7 16.4 16 14.9 15.1 14.3 13.6 TR A
29.5 27.5 23.7 21.4 19.3 19.5 18.9 17.1 16.5 16.2 14.1 k 4B3iT

32.6 32.4 33.2 28.6 25.2 24.9 25.2 24.9 23.8 23.5 19.1 k= ACI) 5|

64.6 55.8 535 54.9 50.4 48.4 51.3 48.7 50.4 48.7 49.6 Fifi L AR BR
Input- 47.9 471 46.2 44.7 43.6 42.4 42.2 42 41.8 40.9 40.9 YRt
extraction 59.2 488 48.7 48.1 47.8 46.8 46.1 45.7 45.2 45.1 44.9 k 4B 3T

61.1 55.3 52.7 50.2 48.3 46.8 46.5 45.9 44.6 44.7 44,5 1% 48 1) )4

94.5 94 91.5 90.3 90.8 86 85 85 84.6 82.3 80.5 Fifi L AR #R
Practicality 92 90.2 89.5 89.2 87.9 87.7 86.1 84.7 83 82.1 81.4 YRt
43.9 39 37.1 33.8 29.5 29.1 28.8 28 27.4 26.5 25.4 AT
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Table 7 Impact of learning model on experimental tracking side channels (%)

F T SEIIFEE T A I BAL T 0 ER A T 1K) 5 (%)
. 2 )RR
B it - = = v
e S T T A L T
MobileTracking 10.8 98.2 96.4 85.2 11.5 20.2
TrackingExploring 12.3 98.4 99.3 85.8 12.5 17.2
AccelPrint 9.9 97.9 98.8 66.4 11.5 12.6

KT IS R B AR STE A B AL AR MO ) B 3G 54 8 TrackingExploring 45 1& 5 AccelPrint {ll{i
T8 , 1R SR AR TR B 35 A A4 4t MobileTracking {5 8. T — 20 38 1k ST B8 YR 3 X A% s B0H s I B ML g 75 TR TR
F£e{0,1,2,3,4,5,6,7,8,9}, 7 A HHBEMLAR AR« S SR FIT k-NIN B R4 3 3 i B3 45 3, S 56 45 1 L6 8.

Table 8 Results of defense experiment against tracking side channels (%)
F 8 IBEAMIMEEX P AR (%)
S A &
1B B IE 0 1 2 3 4 5 6 7 8 9 2 3

96.4 918 92 917 914 917 91.6 90.7 903 91  BENLAM
MobileTracking  98.2 881 879 878 87 87.6 875 871 87 87.8  fim
852 866 87.2 862 867 8 864 864 862 86.9 k Ak

99.3 929 926 924 921 926 923 926 921 92.1 KENLERHM
TrackingExploring 98.4 869 862 859 862 857 85 844 849 844 R
85.8 86.8 865 867 863 869 863 864 855 843 k A3

98.8 763 762 761 772 772 767 777 764 7164 KENLERM
AccelPrint 97.9 746 749 756 761 758 756 76.6 756 761  yiFEk
66.4 642 643 641 655 669 637 61.6 628 61.8 k 483
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Table 9 Impact of number of device on defense against tracking side channels (%)
F 9 EEEMIAE TN RICR 52 A B 5 R A 10 (%)

&

0 1 2 3 4 5 6 7 8 9 B
MobileTracking ~ 99.1 923 922 922 915 914 91.3 913 912 906  5Ek
TrackingExploring 99.9 955 955 951 952 95 948 945 943 94  BENLAM

AccelPrint 995 98 98 97.8 97.8 976 977 97.6 975 97.4 FHNLHM
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