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Truncated Impossible Differential Cryptanalysis of Midori-64

LI Ming-Ming, GUO lJian-Sheng, CUI Jing-Yi, XU Lin-Hong
(Information Engineering University, Zhengzhou 450001, China)

Abstract: The security of Midori-64 under truncated impossible differential cryptanalysis was studied. Firstly, by analyzing the
differential paths of Midori in encryption and decryption direction, it was proved that the upper bound for the rounds of impossible
differential distinguishers in single-key setting for Midori is 6. And the 6-round truncated impossible differential distinguisher was
classified. Secondly, based on the classification, a 6-round distinguisher was constructed. At the same time the impossible differential
attack on 11-round Midori-64 was given to recover the 128-bit master key with a time complexity of 2'*'* 11-round encryptions, a data

260.8

complexity of chosen-plaintexts, and a memory complexity of 2 64-bit blocks.

Key words: cryptanalysis; lightweight block cipher; Midori; impossible differential cryptanalysis; truncated impossible differential
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Fig.8 6-round impossible differential distinguisher of Midori
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Fig.9 1l1-round impossible differential cryptanalysis of Midori-64
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Table 3 Complexity of 11-round impossible differential cryptanalysis on Midori-64
% 3 11 % Midori-64 SIEA W G2 73 73 HT AR

IR I I 52 2% R TP E I
1 _ 2n+71><9
2 2n+71X26.2 2n+63x(9+13)
3 2Me3, 08 216x2" 33 (4+(n+63)/4)
4 916,955, 54 212><2n+47><(6+(n+63)/4)
5 PRANGLI O] 212><2"+39><(8+(n+63)/4)
6 2405 M395 08 216%™ (12+(n+63)/4)
7 236%™y 08 22452 5 (4+(n+63)/4)
3 980, H+IS, A4 28X2n+llx(n+63)/4
9 288X2n+ll 28><2”’13><(n+63)/4

M 3 FTELRT 9 AN HT A0 B8, HL I ) 42 2% K 2 0 2986 Y 11 % Midori-64 553235 % 745 10 25,78 88
ELr AN BT R 6 2" P AN SO N 0.5 58 (I ) B2 2% g 2%8%212x2" 3% 0.5%2/1122"™ ¥k 11 #& Midori-64
AN 2 e R I e B AR IR £ = 21 s (1= 27%)" " R4y 40 b s AT 97 28 W A 3 S ) ) A
e b ex2%. n=24.8 B, 11 % Midori-64 HVAA T fE 2 43 S HT R I 0] 5 A4 FE Oy 2°0:6724:84283.9724.8, 9100,
(=277 x2%0x0 1214 Yk 11 e Midori-64 S 1185 B0 5 i Jhy 2008 AP W S0 AR AR BE 20 2°58x(4+
87.8/4)/16x2°%° /> Midori-64 R 7.

5 % 8

ASCUFH] T fE 34T Midori BB AT REZE X AR E L 6 12,375 6 FBMI A geZE 4 X
o A5 AT 53 25 LU Midori B92: 6 $eR WA T B8 25 40 X 43 85 1 43 3G T — NEBHAR K 6 481X 7r 4%, 3045
T 11 % Midori-64 535 AT B 22 40 0 A S 1) S 24 E g 21214 H0ii 42 % R Oy 2908 A7 il A BE kg 27071445 R
HKULALG T — AT 11 % Midori-64 5LVER) 4347 4 T Midori-128 522 15 ] AR S Midori 577% 6
SRR AS T 8 25 40 X 43 2% 1) 43 M 1 AR 0 DX 4, LAAS B AN T BB 22 4 0 BT 5 R IX R FRAT T — P 2
2 R 11 )

EFE  ASCEIATT 2018 4 4 H 24 HEE] CHAFAMRD 118 30 A% 30 M S H AR B TRE K 22 S5 ik
ENCASCER —AF )15 51 2018 i (2018 4F 12 J3) 5V AYRIF ST A2 4 B B (AR SCER — A ) ROt = 247 18 5 (e 2
BRI HB A SIEA T BEZE 73 2 HTEF0) AR R B — 80 e e B .

References:

[1] Knudsen L. DEAL—A 128-bit block cipher. Technical Report, No.151, Department of Informatics, University of Bergen, 1998.

[2] Biham E, Biryukov A, Shamir A. Cryptanalysis of skipjack reduced to 31 rounds using impossible differentials. In: Proc. of the
EUROCRYPT’99. Berlin, Heidelberg: Springer-Verlag, 1999. 12-23.

[3] KimJ, Hong S, Lim J. Impossible differential cryptanalysis using matrix method. Discrete Mathematics, 2010,310(5):988-1002.

[4] Luo YY, Lai XJ, Wu ZM, Gong G. A unified method for finding impossible differentials of block cipher structures. Information
Sciences, 2014,263(1):211-220.

© TEBREEEEIEDT  htp/ www. jos. org. cn



2348 Journal of Software &/ 4% Vol.30, No.8, August 2019

[5] Sun B, Liu M, Guo J, Rijmen V, Li RL. Provable security evaluation of structures against impossible differential and zero
correlation linear cryptanalysis. In: Proc. of the Advances in Cryptology (EUROCRYPT 2016). Berlin, Heidelberg: Springer-
Verlag, 2016. 196-213.

[6] Bogdanov A, Knudsen LR, Leander G, Paar C, Poschmann A, Robshaw MIJB, Seurin Y, Vikkelsoe C. PRESENT: An ultra-
lightweight block cipher. In: Proc. of the CHES 2007. Berlin, Heidelberg: Springer-Verlag, 2007. 450-466.

[7] TIzadi M, Sadeghiyan B, Sadeghian SS, Khanook HA. MIBS: A new lightweight block cipher. In: Proc. of the CANS 2009. Berlin,
Heidelberg: Springer-Verlag, 2009. 334-348.

[8] Dolmatov V. GOST 28147-89 encryption, decryption and MAC algorithms. RFC 5830, IETF, 2010. http://tools.ietf.org/
html/rfc5830

[9] Gong Z, Nikova S, Law YW. KLEIN: A new family of lightweight block ciphers. In: Proc. of the Int’l Workshop on Radio
Frequency Identification: Security and Privacy Issues. Berlin, Heidelberg: Springer-Verlag, 2011. 1-18.

[10] Guo J, Peyrin T, Poschmann A, Robshaw M. The LED block cipher. In: Proc. of the CHES 2011. Berlin, Heidelberg: Springer-
Verlag, 2011. 326-341.

[11] Shibutani K, Isobe T, Hiwatari H, Mitsuda A, Akishita T, Shirai T. Piccolo: An ultra-lightweight block cipher. In: Proc. of the
CHES 2011. Berlin, Heidelberg: Springer-Verlag, 2011. 342-357.

[12] Wu WL, Zhang L. LBlock: A lightweight block cipher. In: Proc. of the Int’l Conf. on Applied Cryptography and Network Security.
Berlin, Heidelberg: Springer-Verlag, 2011. 327-344.

[13] Borghoff J, Canteaut A, Giineysu T, Kavun EB, Knezevic M, Knudsen LR, Leander G, Nikov V, Paar C, Rechberger C, Rombouts
P, Thomsen SS, Yalgin T. PRINCE—A low-latency block cipher for pervasive computing applications. In: Proc. of the Int’l Conf.
on the Theory and Application of Cryptology and Information Security. Berlin, Heidelberg: Springer-Verlag, 2012. 208-225.

[14] Banik S, Bogdanov A, Isobe T, Shibutani K, Hiwatari H, Akishita T, Regazzoni F. Midori: A block cipher for low energy. In: Proc.
of the ASTACRYPT 2015. Berlin, Heidelberg: Springer-Verlag, 2015. 411-436.

[15] Lin L, Wu WL. Meet-in-the-Middle attacks on reduced-round Midori64. IACR Trans. on Symmetric Cryptology, 2017,2017(1):
215-239.

[16] Guo J, Jean J, Nikoli¢ I, Qiao K, Sasaki Y, Sim SM. Invariant subspace attack against full midori64. In: Proc. of the ITACR
Cryptology ePrint Archive. 2015. https://eprint.iacr.org/2015/1189.pdf

[17] Chen Z, Wang XY. Impossible differential cryptanalysis of Midori. In: Proc. of the Int’l Conf. on Mechatronics and Automation,
World Scientific. 2017. 221-229. [doi: 10.1142/9789813208537_0028]

[18] Cui JY. Research on cryptanalysis based on meet-in-the-middle [MS. Thesis]. Zhengzhou: Information Engineering University,
2017 (in Chinese with English abstract).

Mt B 35 % SRk :
[18] HE3E— . FE T~ v 118 JEAR A B0y J7 92001 9 [ 2 437 38 0] 8 M oA 8 D82 K 2%,2017.

ZERA AR (1995 —), 55, Wl 7 7 BH N B, 3
TERF ST AR 43 240 20 (B 5 0 4T

EFT—(1992—), 9, 1 LA, E RS
h oy LB K e vk 5 4 A

SRR BE(1972—), ), 1 -, iR, EEWE T
DR SAEEPSS e o A LN

BARE (1995 —), 55, Wi+, T TR ST ATR
S QBT BT 4 AT

© PEFEERK IR s/ www. jos. org. cn



