A2 1SSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn
Journal of Software,2019,30(6):1614-1631 [doi: 10.13328/j.cnki.jos.005739] http://www.jos.org.cn
O R Bt A0S T RAUIT A7 Tel: +86-10-62562563

Y(E R TRE K rE 4FJ 450001)
2O TR S S E R TN 90 = R A8 450001)
WHAE#: 788, E-mail: 18033023@qg.com

#H E: YBEMPHESHIERLRP O EERIEL IR P o LTI N 2) A 5B R TR G RAE
SRR ARREREWIKNIRE Z AN DI M LA AME LI E S T HHER S S HIEFH P4
AR AR T A T R IR F AR S IR G B A EIB A6 WK AR 53R T AT RRE Y B2 R Rk 4
T — A T IR 09 3D A SIEFRAVEIRAL R AT T 5T A S B M B R AR SRS T 108 4R 4E S ARaR
AAF SR HIR 64 B, 30E F R BIRAIEE LT A 03098 T TR 7 £ EABGRMRARTH B E . TRKE
B &K B ) BB AL BE 3T B W 2 A 5035 69 ok, Pk S AR ARG 1 4RAE, LA BT 69 AL R A
KEEIA: ADIAPY;3h A HIE IR AL IRELAE % S ARAR

HhEASES: TP309

RSC | A R TR R, IS O 0 SR B ) I I 3 A 0 B R AL R 1 2% 31, 2019,30(6):1614-1631. http://www.
jos.org.cn/1000-9825/5739.htm

5| F#%30: Qiao R, Cao Y, Wang QX. Traceability mechanism of dynamic data in Internet of things based on consortium
blockchain. Ruan Jian Xue Bao/Journal of Software, 2019,30(6):1614-1631 (in Chinese). http://www.jos.org.cn/1000-9825/
5739.htm

Traceability Mechanism of Dynamic Data in Internet of Things Based on Consortium
Blockchain

QIAO Rui*?, CAO Yan'?, WANG Qing-Xian*?

!(Information Engineering University, Zhengzhou 450001, China)
?(State Key Laboratory of Mathematical Engineering and Advanced Computing, Zhengzhou 450001, China)

Abstract: The focus of dynamic data security protection of 10T (Internet of things) is to reject tampering of unauthorized users,
meanwhile, to realize the process in evidence and track tracing of the dynamic data operation of l1oT. In order to solve the problems such
as secure storage and sharing of dynamic data generated by a large number of 10T devices, firstly, a mathematical model for the security
of dynamic data storage was established, as well as dual consortium chain structure is proposed to realize multidimensional authorization
and dynamic data storage of operational entities. Then, a consensus algorithm based on VNL (verification nodes list) was proposed. After
that, an optimization scheme of dynamic data traceability mechanism based on consortium block chain was put forward. Finally, through
open experiments and performance analysis, it shows that when the eigenvalue of the operation entity authorization is 64 and the number
of 10T operation entities is less than 10° the succeed probability of the attacker is almost 0. Meanwhile the proposed scheme can
effectively avoid potential attacks on dynamic data, such as double output attacks, replay attacks and hidden attacks and so on. Thus it can
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effectively prevent the attackers from unauthorized manipulation of the 10T, such as tampering or counterfeiting under approved accession
mode. The scheme has good application value while ensuring the dynamic data storage security.
Key words: Internet of things; dynamic data; traceability mechanism; consortium chain; multidimensional authorization
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Fig.1 Schematic diagram of dynamic data operation authorization
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Fig.2 Strong DAG of dynamic data operation track
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Function validate_block(C,B)

B<«V(xc)
If CA(B=¢) then
do {
(Num,Type,Code,Len,S)«(TX;eM)
i++
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} While (ValidTX(Type;,Code;,Len;) A(Si=1)A(i<Max(B)))
If (&' (n,m)=1)A(i<Max(B))A(p==1) then
C"«B|n(tail(C))

Else
B« False
Return (B)
End if
Return (C)
Else

Return (Error)
End if
End function
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