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Privacy Preserving Algorithms of Uncertain Graphs in Social Networks
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Abstract: The rapid popularization of the social network platform is causing growing concern among users of personal privacy
disclosure in social networks, and due to the characters of social network which have the large number of users and with complicated
relationships, the traditional privacy preserving method cannot be applied to the social network privacy protection which have a number
of users and complicated. Graph modification technique is a series of privacy preserving methods proposed for the privacy preserving of
social network data. Uncertain graph is a privacy preserving method, which converting a deterministic graph into a probability graph. In
this study, the edge probability assignment algorithm is mainly focused on in the uncertain graph, and an algorithm for assigning the edge
probability assignment is proposed based on differential privacy. The algorithm has a double privacy protection, which is suitable for
social networks with high privacy requirements. Meanwhile, a different algorithm of uncertain graphs’ edge probability assignment is
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presented based on the triadic closure, which achieves privacy preserve while maintains high data utility and suitable for simple social
networks. The analysis and comparison show that the algorithm for assigning the edge probabilities of uncertain graph based on
differential privacy can achieve a higher privacy preserving which was compared with obfuscation algorithm, and the algorithm of
uncertain graphs’ edge probability assignment based on triadic closure has higher data utility. Finally, in order to measure the distortion of
the network structure, a data utility measure is proposed based on network structure entropy. The algorithm can measure the similarity
between the uncertain graph and the original structure.

Key words: social network; uncertain graph; differential privacy; triadic closure; network structure entropy
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R IR 9 2% B 1) = S REA T I BN, P LA T B A 2% 10 0 9% P s i b i AR R

4 SIS HE

0T RS [ B AL CR AP 7 5 R B AL R B AT PR, T TR P AN 58 T R a0 B 245 8L, 5 ) N 20 00 SF 4 i BT i AT
AN P B FA DR RR 52, 3 LA S PP AN < 475 £ 2 490 117 B R A JSE 10 788 175 0. TR B, 2y 77 300 I B0 %0 478 11
WA VERE AR RE, SO LT — L0 SR R A ok 1 B AR SO B B 1 AR S R Python i 7 AR =7 Thfig
A, NetworkX S AR SCEREIEAT 57 S R R 7 B0 52060 S50 50408 0 A WA 40, — 8 40k B S B 48, — 3 20 5 ik
Hod S EL I HU Aok H T Karate A1 Dolphin 4R SR 38, & oot 8843 5l 24 200 F1 500 15 £ 3E MR 00 0.2 (1B
B2 L0 T A L, S 30 34T T 10 YOBLRLECF 34 {A.
41 BAEER
FEMEGRRTHTEEFEEN —MYE, — N RAEBEAT G EMHBIGRZ, — N REHBER
L, 15 S0t B 7R AN 0 T B A R B v, bl T AN TR P R A R SR PR B LA, FRAT T 5 1 N5 Ente ST 12 KL A
LR 25 AL AR 0 P A i 5 2, A7 P U0 0 R 2 A A VT P S A e, B A A o TR D s R 1) B RA R 4 R
AN e VR TR 2 SO AR A SUpT 7R
I, =—p(&)xlog, p(e;) 9
b e €G! p(ei) /& & S AL M %
Ent,= > I, (10)

eeG’'

o Enty AN 5 PR I20005, Ente (5 8RR, 26 7R AN 52 1] 1A AN 5 R R A, %o 2 G A R 7 7 72 1) B FA R 20 A
e/
42 HEYAME=S

AR SCHR[L5, 18] 4 H 1A 48 b o B A3k 1 Bl I v JE b NE. RIS B s 1 A4, AD s B by
ST Y DV K B rpoys s 0 g

7B E s B AT dy,da, ... Oy SKFRZR BT 2508 17 4. H T AN o P b AR 4R 0 AR R 1 71 X e B,
DAL b AT A 136 T P A s P R 0 1 B R 3R s AN I R 4 5 ) S8 ARG s TR R 40 5 B2 )7 471 g, g, O S
S AR i TR R T A5 BT B SR A AR AN S P P S B AR T AT R T A ve VT A v
B S 5 e M A R R LS K (11).

d, =>p(i j) (11)

EARAD) P IERATIE i=v 83 j=v H i#j.

JRAg Bl NE AD I LA (12) & (13), A Bl b NE' AD' w5 L A X (15) . 23X (16), 34+, DV
FE 5 P 5 AN s P b i oE B 5 250 2 5K (24).

1
NE:EZMAV (12)

1
AD:HZMAV (13)

DV=%ZMAQ—AMZ (14)
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NE =23y T PO =2, PCE) (15)

2
AD=2Y T PUN =2 S, P(e) (16)

4.3 BRFAES IR

AT XA SO T VAR O 5 5 i B RA R AT & — R FRAT IR T A2 00 £ AR A 155 10 K it P R A TR
B 12 UGDP SE R 7840 1% L, 3R 2 Jh = 7o AL v P B 1R A0 A% 00, 3R 3 O (K, &) - T B33 Fh 120 405 11
AL DL

T2LIRG /2 FH R S 58 VR VR AN 8 P S, 20095 11 R 3 Y TR F AN ff e PR BE R K 3R 1 R 12 UGDP ikt
20055 TR A A 50, WA 7 A R 8 o, 220 095 A x2S A TR R AN A E R A O, B IS R PR 4 R
U tHT UGDP S5 JE 556 72 45 B A 19, AR 4 22 43 IR RA T AR P T 2601, B A YU GEE el /N, D) I RA R 4 2 5 o (LA
FER T UGDP S04 1 5 181 A oy AN A s LIS S0 M8 4 80 Wt 3 A 7 2 o 30 93 A1, B AT — 5 PR RE AL 181 0, 12299
AR A B B AT BEBLIE, 55 2 70 B oRL B B AA DR AP R A — 08 S8 AR AT, AL U, B AA IS8/ IR (A — &
K.

Table 1 The changes of edge-entropy in UGDP algorithm
F 1 UGDP SHh i i A2 s 5t

L TR &
AN £=0.01 £=0.1 &1
34(Karate) 28.59 27.78 27.41
61(Dolphin) 58.97 57.86 57.65
200 2128.27 2122.26 2112.45
500 8927.23 8912.71 8 990.46
T = I0 A I AN 1 5 B2 M 2R 40 0 B30V 7 A2 AN A e TRl 1 e 2 o o) Dt BTk AT s R JE R I R O 1) =

TG IR T BERAEAER 2 0 BEAE T B0 380, 15 2010 ANl R P K 320005 the A5 35 In, 2 B4 [] 20 Ol 3 X b
S T BT B FACR AP (0 R BOR BT, R I UE B T = Je P Bk RE e S DL FACRY B FLE me Ol ANAff g 0 2R
Bt AR S SEAS I IL ¢ T A B R, SEBRAS I A ECA m-c.

Table 2 The changes of edge-entropy in triadic closure algorithm
F 2 UL IR AR A B

ity m
W AN c=0.2 c=0.5 c=0.1
34(Karate) 5.71 13.66 28.31
61(Dolphin) 6.46 16.83 33.49
200 40.31 102.50 204.41
500 106.94 266.94 535.68

(K, &)~ VL V0o A R e S AN T s I T A R A £ i 280 e 01, T S i B B () B R AR
RORE ASCHR W I SR 0EAT BT L, T TR LR R AT B A B 3R B Db (K, &) - TRV B3 P I A i A2 A
00, o T RS IR ANAS 3] 2 B A BAT (0 2 FhaT BEVE, T 1 2 81 (k, &) -1 98 S 10— P TR R 5l W B AL R4 AR,
[ A I A B8 B 1) 2 S MR I 00 K R ECAE 2090 24 10 A1 20, JLAt 2 %03 53 O 6=0.1,6=1,0=0.01.

Table 3 The changes of edge-entropy in (k,&)-obfuscation algorithm
F 3 (ko)-TRIE LI AR L

RV k
AN k=10 k=20
34(Karate) 9.92 8.46
61(Dolphin) 17.09 17.65
200 626.74 619.24
500 2535.95 2541.95
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Wit 1 N 3 A b, SRR FH 345 ok 8 B v i) B RA T, T UGDP SVE7E B FA (R P AR B LA T (k, 8)-TR
VR T LIk B I 1 B R AR PP S R 2 R 3 NS L, (K, ) - TRV VA T = Je B AL 5 v, ] LIS S5 4
(]S RPEA
4.4 FIEMAMES

FERAACRY I I, FR AT NEL AD DV 4 $odl R PEREAT T 008, W3R 4~3% 7.3% 4 F13% 5 41 UGDP
SRR B ST P A2 4 v x50 1) 8 00 2801 B 6=0.1 I UG DP B39 A J i ANl e P 11 Kl 2 kA
TR EE, T BUA Y UGDP S92 1 s A PR ALK, [l I, 3% B o i I AS [T BEAA TS & 1 O B0l 24 T 1 fiox B, 3
A4S H R TS e, A R 47 e PR 22 Bk 28 P P AT B e P 538

R 6 5 = o R B BOTE AR 6 rp i = o PR AT B A AN E 1115 Jt 1B BT DAAS-
FEER bR NEAD o Bl T Pk Ok R AN AR, 3 1t W, 308 o 12 79k A5 21 B AN 2 1T L 1 50l A P T
DV £ ¥4 2% Hh B Sk 85 1,3 U B, 0F Jit P AT A8 50T 5 B B R 2R T AR Ak

Table 4 Comparison of data utility between uncertain graphs generated by
UGDP algorithm when ¢=0.1 and original graph
F 4 JFIRESe=0.1 I UGDP A& i I A1 i B 11 50 200 4k Ll g

SRR bR J U P e B e=0.1
AN NE AD DV NE' AD’ DV
34(Karate) 78 4.0 14.94 39.83 2.34 3.50
61(Dolphin) 159 5.0 8.61 78.42 2.53 2.80
200 5901 59 43.59 2967.04 29.67 26.59
500 24 844 99 73.26 12 400.86 49.60 38.33

Table 5 Comparison of data utility when ¢=0.01 and ¢=1 in uncertain graphs generated by UGDP algorithm
#5 £=0.01 =1 I UGDP §7yJk /L Ry ANl s Pl ) Btk 0T P L A

AR bR AN P e=0.01 A P e=1
A NE AD DV NE’ AD’ DV
34(Karate) 39.32 2.31 6.13 36.81 2.17 5.08
61(Dolphin) 78.32 2.53 2.81 78.19 2.52 2.16
200 2959.71 29.60 30.50 2963.22 29.63 24.49
500 12 467.18 49.87 45.90 12 392.10 49.57 42.54
Table 6 Comparison of data utility between uncertain graphs generated by
triadic closure algorithm and original graph
F 6 RIS = oo P AT A AN R B PR RO O 1k LA
[EREAR bR JRiG A e Bl
AN NE AD DV NE’ AD’ DV
34(Karate) 78 458 14.94 78 458 11.97
61(Dolphin) 159 5.12 8.61 159 5.12 4.81
200 5901 59.01 43.59 5901 59.01 128.39
500 24 844 99.38 73.26 24 844 99.38 356.12

BT AN T AN KA OUT (k,€)-TRWE SUA K B ST L L JE 4R F7 NEL AD. DV 78 J5sU 4 MU 72
P RS Ll FRATT AT DUt 12 500 A 5 A 5l A

Table 7 Data utility comparison for different k values in (k,&)-obfuscation algorithm
FT (ko) TR FIE AN KA EE RO 5T E

ER €iEriN (k,&)-1R ¥ k=10 (k,)-TR ¥ k=20
AN NE AD DV NE’ AD’ DV
34(Karate) 70.20 4.13 10.47 71.61 421 12.39
61(Dolphin) 145.22 4.68 6.79 145.35 477 6.99
200 5 405.66 54.05 48.06 5 416.10 54.16 50.13
500 22 781.41 91.13 78.38 22 793.89 91.18 83.39
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45 BEBIKSH

SO 0 R 500 PR S 0 — o, T R B3 ) 0 A R 0 6 9 A 0 1 20U
TE4E 4.3 VRIS 4.4 45l I 10 (k, &) TRV ST A7 0 L 1T A A SO UGDP S35 A i e
AR L2350 A P R A 08 1 P T 75 38010 0 e, 76 A 5 0 A 0 0 2
M R T 1260722 0 L AR R A

R IR B 37035 0 2 A 0 0 s 45 95 ) R A P 55 2 2 O 0D 00 o IR S o sk
e AR [ O A4 5

5 ETMREGHBHNEERE

AT S A 2 I 28 4 KA 00 T A DAy R FBE e T DR R A R R I A A R TR 8 4 ) 99 Sk A S
iff i PR B0 T 4 Rl (R e R R B
5.1 MEEMEHIRTAMES

B 4% 9 P21 F B A BEAT B A T LA 560 s R (3 SV O U0 5, DR IR ) 4 g 1) R R AT 8% B LA
(R B IR TR SRS P A . 199 9 445 ) 905 A2 o) 3/ &85 ) 2 75 A 0 119 86 o, 11 SR T LA T T8 9 Rl 4 ) B A 2

WE 9 Frzn,4 AT ARG ) 4% 5 0 (¥ 715 5 R] 3% 482 7 XA [R], e AT 0 B8 )3 471 il o il 2 v, =[1,2,1,1]
v, =[13,2,2],V, =[2,3,3,2],V, =[3,3,3,3]. it 4% k 2% b= 4 P 5 25, /& oa) il 9(b) #i ) 1 FE 1 44 &1, 18 9(c) & 2 FE
2, 9(d) 2 4 FERE 4 =2 0 BE i), T 9(d)ids 21 g5 e 1 4 200, 1) 9(c)iks 31 A5 B 42 4 Tl 9(a) AT 9(b) ik £
AR B 44 G HATA R (R 5 4 0T LU N 1 RS 44 81 2 RS S A7 AE — NI AR K ol B 0 k8 44 P A
TR I fi AR 1 Sz et X AN A

AABA

Fig.9 Four kinds of graphs with the same nodes but different linking relationships

B9 4 Pl ELAT AR AN s ABAS [ B4 00 AR R B 45

k- P T 44 PR R [ A% 0 JEVARLI: 2 )7 970 1) B A4 1k A2 — A k B & ) = AE A T AT H B 5 B I AT R,
AR —ANJ6 2 Bl R H SR R 2R AN B I /K. DRI i, 1 22 A o30SRV A e o sl a0 B3 % et ) g SR AR L ) S )
A1) 53 AT 45 58 4y 57 1T 0 2% 8 A5 AR AT A R SR 41 38 T 8 AR A1 R O B B A AT e 1 B A I E S o TR
o400 5k 5 22 7 470 (0 28 1 e R AR SR I 4% A R A 2 1180 T 8% 6 A 8 A A R JE e b ok T R TR 1) o
AR AE DL

FEF 4 43 At R T BB TR A5 B T 008 S e 17 T FR TR 2 A5 A A P %) T R 0 ) i L e /)
T 5 5 /1 8 A A, T ) 2 471 0 A B 2 5 AR 4 2 (B) =X (6), 78 Kk 2130 B v 199 23 J B 5 KA ENtroy mas=
logon, 75 A 2 1] v JLHR A B2 /ME Entropymin=l0g24(n-1)/2, 2 ,n o5 & b 55 s 44

76 B 9(a) F & 9(d) Iy I £% 45 My 4k vk 1,242, 1.321. 1.366 1 1.386. [K] i, e FA 2 B Bk i, 0 2% &5 44
I8 K R P 9(a) Rl B 9(b) 4 K- B 44 TR 1) e R R B A (D, AL 1 8% 45 A 4% 4RI LA DX 4 33K P AN AN [\ 45 4
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(1) B L A2 Ak
52 BISEMBREEAEEERZE

X % 5 KA 095 (14 2% Al 30 T L KA 1) 9% 405 ) 1) 280, 0 A AN A s PR S0 0 D s Gl 45 ) PR 0 DR R e, B
AT H T 6 D 8% 45 e 00 110 500 280 e e R P 2 9k T LA ) BT D e PR AN A 2 el 4 ) A 1D A A 1
NPT AT e 1] 45 ) £ K SR P ANl 5 T KD 45 ) 400 5 Dt s TR £ 5 g 9 B 30, P A A R0 0 D s D ) e %
FREER /N B s DR T it P 1y 30 28

SRR A 17 R X 4% 45 M 1) T R b, T ARG B T b R A % X U Al [ o, 24 P 4% 52 4 43 R LA
B 9 ml o 22 BN R AR AR RIS D0 R I 2% A 2 AR N NS 8 R BRATT AT BUE s B R S R B e d 22
93 BAFATE J = 70 VA B4 3] 1) A 1 o TR TR) 485 e 08 1) 22 A DR, LA A R vl 11 ) 28 5 ey R R X T i s 0 4%
PR U A5 /N, P 2 IR F 18 75 (L 58 7 0.2 2N .28 8 HUBIHH T4 RO AN/ T 45T 500 T 199 28 5 440 5 174 2% 4 175 190
W 1 A0 H 0, V9 2 A % 5 ) 8 1180 22 L 2 T /N 3 3 Y, AR ST 02 0 KB 55 N AR A b DR T 1Y
25 (W 2 AL R L TR L, 55 0 TR TR S5 R SR A LG 4 B0 B 70 AN ) 5002 1 49 B 10 AN o IR 1) 25 A 0 5 D s T ) &5
A0 R A CRATEAN AR, AT 158 B AT T8t (0 AN P G002 M AR e i (R 5 D5 4 WL 11 485 ) AR

PEAIREAR W 5L 4 Bion

BiE 4 BSEREER ROT VR SA

By N\:G=(V,E)Ek G'=(V,p);
5 ti :Entropy.
DI B A B O B VN N By, B 40 B 2;
G'(V,p)«G=(V,E);
A 2 B G (V,p) T A v K dy, 2R dy=2p(L));
SKRAEA P25 1) S dsym, Dsum=2ycvCy;

d,

&ﬁﬁ%ﬁ&%%ﬁmV%EﬁM%%%%%%pM=d

=

RN

6: TH AN E B 1 2% 5 K A Entropy=2-p(v)xlogzp(v);
7: R[] Entropy;
Table 8 The changes of network structure-entropy

R 8 ML AR 1 AR Dl

- e
e L R SR
&=0.1 &1 c=0.5 c=0.1
34(Karate) 4.70 4.58 4.60 4.73 4.71
61(Dolphin) 5.70 5.65 5.66 5.83 5.84
200 7.64 7.60 7.598 7.61 7.60
500 8.96 8.93 8.93 8.95 8.94

6 % it

AR SCHE AN 3E P D5 0B XA AT 255 B3R D 7 58t Y b AN A 2 P B0 3 T 22 0 B RL (R AN [ G At R
(B 90 M R T = 70 P A AR AN P M 0 7 L B3 2 70 B RL R 2 2 B RA 5 ANTA O 11 &5 AN B AN
52 P BRARA ORGP J5 5, R I LA 22 4 G R D 7 R T I ARG AL, AT LA 3K 280 X0 T A DR AIE, (L L el 0 M A o B v
= u AR R = T L RS 5 AN T IR G S T AR AT I 2% K A DR O AE e R R TR v ) K
B (k) - TR R SR AT L A b B ART 00 10 4 A8 I 0% T 080 I3 AT 203 S e IR UG AE R — 28 AR o AR R
R = G AR AE R AT AT 199 2% 1] v 1) SR AT 9. [ I AR 40 1 2% 495 ) 0 PO AR A, B2 HH 17— i % T 0 4% 5 0 9
(1 B0 40 280 P A 8 o B, PR R A 0T i e Vel 45 ) P A D B 0 33X 5 T P R 1K) P9 AE LB AR T SRR
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