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Abstract: Privacy protection technology is an important guarantee to prevent the privacy disclosure of sensitive information in the cloud
computing environment. In order to design better privacy protection schemes, a privacy measurement technique is required that can reflect the
privacy protection intensity by measuring the disclosure risk of privacy information in the privacy protection schemes. Therefore, privacy

measurement is of great significance for the privacy protection of the cloud data. This paper systematically reviews the existing methods of
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privacy measurement for the cloud data. Firstly, an overview of the privacy protection and privacy measurement is provided along with
descriptions of some quantitative methods of the background knowledge for the attacks, some performance evaluation indexes and a
comprehensive evaluation framework of the privacy protection schemes for the cloud data. Moreover, an abstract model of the privacy
measurement for the cloud data is proposed, and the existing privacy measurement methods are elaborated based on anonymity, information
entropy, set pair analysis theory and differential privacy respectively from the perspective of working principle and the specific
implementation. Furthermore, the advantages and disadvantages and the application scopes of the above four types of privacy measurement
methods are analyzed by the privacy measurement indexes and effectiveness. Finally, the development trends and the future problems of the
privacy measurement for the cloud data are summarized in terms of the privacy measurement processes, effects and methods.

Key words: privacy disclosure; privacy measurement; data privacy; privacy protection; differential privacy
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Fig.1 An evaluation framework of privacy protection scheme for cloud data
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Fig.2 Model of privacy measurement for cloud data
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Fig.3 A privacy measurement framework based on anonymity for cloud data
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Fig.4 Anonymous privacy disclosure measurement based on Bayesian inference
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Fig.5 Communication model of privacy protection
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Table 1 Metrics analysis of privacy measurement
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Table 2 Comparative analysis of privacy measurement methods
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Table 3 The type of measurement method applies to privacy protection techniques
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(2) FEAA B B AR AE AL AT TT. A (7] 1 2 20408 B P 8 5 Y RE 06 52 B S ) B R R 97 BOR ) B AL DR 977 5 B2 L
AR e A B2 B T vk 2 A ST AE R A R L DR AP B ) R il R AT A 6 R Y R B A X R R I RR AL R BR
SR R 5 () RL L TR AN B0 P Lk 2D — B0 B R R B e A T I R PR s v A T DAk /b T
SEHVRFAL, TE A 5 8 SCAN AL R 52 6 DR e, W ot — b 4 ) 2 000 I L P8 R A TR S Xt A ) R 20 ) 5 4
P B R PR P BOR AT A2 i B0 BT RS ALE &

(3) = Hudl g A Sh A AL B R B B 7 B = IR S5 B @ BT H 8 2R 5 1 &4 J5 1L AR T,
— BRI 55 Bt (0 B AT B 8 AR O3 8, T P K 2 O 20 B () & A P R IR b, KO A L A S
A B SR 0 A A o U5 B A TE R A B T 1 AR ) Je U 5 S N R R SRR T S
G2 iy JA 1A S0 20 2 T O R St R R . SR R A L A SRR A B B A T A B B
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I Y B RA ORGP B AR B U0 (T A5 28 A T8 17 25 K000 ) A DR 47 50 R F T 5 A28 A A8 5 B R R 7 A3 T I P 9k e
i A o A DR AP 50 PR S VA B PR P BOR I A% O 15 b T TR A P B xt B AL DR B SR AR S 1
X ELA B RL B T 5 AT S0 R HEAT 338 1 2 0T B AL OR3P BOR M GORL P B AT 7 HEAR I 45t 17 1 1) 2= ol
(KT B RL PRI B AR NE BE VPO FR AR AT — FHER G PP HEZ ARG 3R Y T — i 17 2= 5080 1) BRA 32 B il A R 5 5 A
FMPFC AR X2 TR A 25 R . 28 T A 7 Hr B M2k T 22 70 BaAAIX 4 KSR BT iR 2 A 8
M SEUE B BEAT PEARAI T . AR S RS S T 4 R EETEEE RS T E AN
W R B2 B 7 V5 i B 7 B W] DA Tt b O SR AT B A (% U7 VR T A T B A B 0 R R TR
JEL A 1 6 R T 77 P YL L L B 4 R oy B S (L RV % 0 45 1 S L R T B M LR ) R AL
D7 SRR AR N B (B R R R R 2 T R S R AR IR OR eSS A MLk KT R AR AT R R A
T 22 73 AL TR B RA J3E B 75 V25 A B0 0 LB ST IR, G 7 5 18 AUt 8 10 SR L (EL G T & T I 4 K
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