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Abstract: The current Internet is based on the destination address forwarding in which the source address remains unverified. However,
one of the root causes of Internet security problems is the untrustworthy source address. As the Internet plays an increasingly important
role in political and economic fields, the security of the Inter-domain Internet becomes more crucial. For instance, the US Department of
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Homeland Security (DHS) has included the Inter-domain routing security in the national strategy of US information security. In recent
years, innovation and evolution of the Internet are significantly undermined by the IP spoofing based distributed denial of service attacks,
most of which are Inter-domain and transnational. Therefore, the Inter-domain source address validation becomes extremely important for
Internet security. Although there are many techniques proposed in the relevant fields, none of them are appropriate for large-scale
deployment. This paper reviews the existing research and standard progress of Inter-domain source address validation technology. First,
the reasons and consequences of the lack of source address security are analyzed, and the significance of source address validation is
illustrated by examining the progress of the technical standardization. Next, the advantages and disadvantages of various existing
important source address validation methods are summarized. Then, the difficulties and challenges faced by the current Inter-domain
source address validation technology are discussed. Finally, the prospective research directions and design principles are proposed as a
reference for potential future works.

Key words: inter-domain; IP source address validation; Internet security; distributed denial of service attacks
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A SR T B R A %ot B S ) AR S T Bl R D SAVA R &R R i EE R S T A ek ) YR b
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4 fgENFE A IGIER R

A SR M B0 A B A A7 T VKA T O B O TN o 8 40 JT L 3 B T I B ot
SR T 1P AR 2 26 DO R T3 VR TG 3 00 3 e 4, X4 S0 0 AF 56 B 4T T e
G T U 0 2R A A 33K 6 T T A e 0 0 35 0 3 b B 0 49 25
77 5) LRI - B A 1 49 257 5 5 T A0 00 5 BT 136 50 S 5 A £ 0 % 01,38, 2
S L 0 R B 2 70 W 0 . A, SR 25 A 5 e I R A7 K RO 036 9 7 5 PR
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(1) SPM(spoofing prevention method)®!

SPM 1E Jy it 4 AR g SRR R AT A 7 K 50 R U7 6. SPM A% O JEABLFE T o7 e A I R AA R AT A VR
SRR DL R I NG AS 2 AR A T 22 A I B P I 1 YA R SR T AR R R B B AT B TR AR
I AR08 A ) BN A SCEAT Py i Y bt bk A U, AR B xR 1k K A VR VR B R S L 5 H
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H W AR E bR 45 Tag(Source, Destination) fi B o 54T 30 S PEAS 56, DA 1h 22 A ¢ B N A0 AT (T HoAth 11 98
39 0 3 A 355 05 bt ik 170 0 3 55 0 o 222 R A A L SPML ) i 2R AR AT 7 T X R EG B R SE B SR I B A AR R B
W TR R AE R AR AR SR 4 03 2 TR ELHR At AR S 30 LA A 1R R 7 AN 2 (L A 0 R 1 7 4 R 55
SR, X T 5 AR TE I BR A5 P ) A 49 It B Bk 7 OIS L 4% [X 43 BB 70, R R 4 B DK Ik B 9 el DA B A1 52 31
WA AN S Bk A .

(2) DISCS(distributed collaboration system)r%
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413  HARFHES T
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SR FH 0 35 3 P 6 F AR E A 5%, HLAS L 4% T8 5 {1 B P, A K R R 6E 7 1 ¥ 3030 28 3 4 XU AR 17, R T S A XX
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Xof i B A T A L 7 RA B Ak B Ry DDoS B H bR, R I 1 Al ) 265 410 28 58 22 iR 5508 T g 36 9050 bt - 4%
SC I 8 0E (X TE B AS X SR PAT, HLTE 0 285 4% A 10 dek R A7 Y R TR 8% R, 5 AR TR R T 8% IR ) 9 R
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421 HARFA

T 7% A5 U2 U8 Mk 58 TIE R, L A8 0 3 BT DA o s R A4 R A AR AR T e 2R O R e BARTE T
s 25 A e O 38 HHE i SC 1) 5 Hb 1k A5 JE T AN B8 428 ) 1 ST 1 e R 6 A%, 224 Bl 2 I il %) 504 i ST MR VR T % ER
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J7 FHELE W2 7 LK B 8% i e AZ O B BRI .DPF i i X 2N B el 2% A0 A% B R S S AR IR i hE 45 e
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422 L AIEAR S

(1) IDPF(inter-domain packet filtering)™*!

IDPF & LA DPF Jyid g 3 At (1) 75 58 v fie BARGR 10— AR S5 IDPF 38 1 2 3] BGP Update % SC3R I B
I8 1) R D7 2 A e B 8 Ok o 11 5 i i 11— B, AT A Sz @ MR T BGP 4R SR S 3 BE R
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H IR RE 3R A B S se B (K % el 45 B, FLI S 45 O A — i RAE A BT 44T Bk B3A 10 U7 1, IR L A7 L 1
B BH a6 A, R IDPF 772X A8 S P90 D) 0 A7 7 25 DK 1 90 DA 72 10 3 A58 1L T 9 b ML, IR AN B4 R A 1 B 1k

(2) SN(selection notice)™®!

ST R 1 g g e 3R O B L P AT R e i R i A E AT 4R, AT S T IR 1 AN YR R
BB Oy g ST AH X 5E S5 1R I SR LU SN Sy BGP 384 187 14 348 % 38 i 502 B VR I8 YR S BGP % B BT I 50
6 ER SRS, 250 5 BT I B S BGP I 0 S5 0 AR s, T R T 28 AN R 38 R g 2 ST
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A AE LR R RS 5 28 SR T, BT 28 B0 365 AUl RO A7 A A A5 R O A5 Mt 1 R AN P L % mT G 1 T 57 VR 05 5 1Pt
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LAy o3 A IR SR b ik 56 0 FE AR 1R P L T B, e KA A T A0TSR O A IR e R R AR R Bl S
FESLIGUE LI .BGP A Jy3gIr] % by iy 150 S SR o4, L S 1 v B0 AR A1 2% A B U 0AN X 8 o 3 B A4 LR A £
PRV SRR AR St % P 320 8 R D ARG AL ) 48 A5 A BT BT B, 1t A8 A5 A 1 6 i AR AS BRI
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P30T T BL B VRSO REE (K T TR LI I 7 A T R A BELRS.

T RS Hffy DR SR IO RSCI 30 R 0 10y 9 00 6 22 3 M T 2, A s 6 I R D) 9 A 2 i = 3 A 0 1 4% B
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R FBE A R N 2 9 ¥ SR D A B b 2 6 453 — 2 2% B A en?) (s 9 7 8 M AL 46 D) 52 I AT 8 0 —
24 3o YA UL It D s ey 5 e DB A oA R R 2% 2 D an) B9 (R I B 3t 1 B T — e DB B AR RE 0, R R
= R R AT A
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4.2.4  FHARMER

ANETHT N 24 R 5 B iR bk 50 e AR B T 480 2% R A5 S, A0 UR Hh Bk 30 10E U7 5 Re 8 8 D i 1R
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R AE R AE B AR, T b R T 4R SC TTL(time-to-live) Tl 42 56 45 1) w47 14 5 ] SRl S %o s 502 42K 1) 452
. T 3845 X7 ) B S0 R A BN G — B AR TR bt 7 s R X A D B B T 1 R A A 2 %
SRS 13 SC O i BdE AT UF 55,2508 TR 5 1R 38 A5 3tk 0 5, L A SO BOPE 4 P A Vi B 2 P U R AR A 2
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PAAE R AL HCF A RE O R R O 3o oA P, 1L B RE AR A7 B HCF Y Bk 7 % B 2 4 SR ) e K T 55774,
{E I AN BE Ay EL 3R A 10 5 D 7™ 14 22 4 DR e 5 — 73 1 BB )[R AN TT L () DA e BAAT AR AT A 2, Ao L 5
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FEASRENE A% 0 22 A TR N TAE I 8 5 7 S 2 .
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f 5% 2 I AT b e R AELE — R s 3 A R LR 5 - Vallley-Freel™ B JE AR 45 45 . Val ley-Free 5 1 4
LA BIR B G 3 J1 5 B & & FL Customer VLA AT AT I & A 3% X RAEE U 45 T 27 R — E VR I
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Fig.2 Distributed inter-domain cooperation system
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Fig.3 Choroid of evolution in inter-domain source address validation
ESTRC I A 1 M R T e e N 1 3

4.6 RMIEIEE R ARFFAEYILH
LA Mr B N EORIRHE S PERE, 2R 1 BLSTHR[62) A1 STHR[63] T 412 Hh K P47 418 s Dy S ik, g 358 18] 958 3t k- 36 iE

H AR M EAT T VR VA 40,
Table 1 Induction of source address validation characteristics
Tl BRIR YR IR 36 AE B R KR AE LL AR
ELE T AR AR foEEEA EUES[EE S YBLIFHY
SPM
SMA
WFmk s MISCS | B/ ARG N
FRCAEL IPsec ok N zz:;g; ARG L BEEE
ITH ’ : 2. {5
Passport | {4454 {2
-
o5 8 i 6B 8 i 6 it
uRPF
DPF E3)
IDPF
AT S B e pe
i rdeg7asd
IPVF P MR MR L RS IR 1 B
save TR ETIE 2RI REMAE 2 MR
iSAVE HRRE AT 5 m
BASE
IDPF-Pref
ETRRIRAE S i Y
MEF s kB HCF FiyEdl  fiockkd (UGB WEN  PidnTRimagset N/ Ee: R fi

© P EBEEG T

http:// Www. jos. org. cn



188 Journal of Software #:#F373& Vol.29, No.1, January 2018

LS BRI TN AR A4 bR ACAE B U M B 50 UE B R AR AR B A B B SR RE R D 5N BRI
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Fig.5 Blueprint of the evolution in validation techniques
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Fig.6 Expectation of the dynamic overhead
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