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Abstract: Since 1960s, automated program verification has been considered as an extremely difficult topic in Computer Science, despite
of the emergence of Floyd-Hoare logic. Since 1990s, with more efforts and resources devoted to this area, especially the contributions
from industry communities including Microsoft Research and IBM Research Centre, there has been noticeable progress made in program
verification early this century. Two typical examples include ASTREE, used to verify the absence of runtime errors in Airbus code, and
SLAM, employed to verify protocol properties of procedural calls in device drivers by Microsoft. However, none of these tools considers
heap. Specifically, ASTREE assumes no dynamic pointer allocation and no recursion, while SLAM assumes memory safety. Many
important programs/systems that exist nowadays, such as Linux, Apache, and device drivers, all make frequent use of heap. Automated
verification of heap-manipulating programs remains a very challenging topic. The emergence of separation logic in 2001-2002 has shed
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some light into this area. With the key idea of separation and the elegant frame rule, local reasoning can now be readily employed in
program verification. Since 2004, there have been a large body of research work dedicated to automated program verification via
separation logic, e.g. Spacelnvader/Abductor, Slayer, HIP/SLEEK, CSL etc. This paper offers a survey on a number of important research
work along this line.

Key words: separation logic; program analysis; program verification; memory safety; functional correctness

20 60 , Floyd-Hoare ,
, .20 , ;
IBM , 21 ,
ASTREE Windows SLAM
(heap):ASTREE ¢ :SLAM
, , Linux Apache
) . .2001  ~2002 ,
(separation logic) , (separation) (frame) (local reasoning)
2004 ,
, , Spacelnvader/Abductor,Slayer,HIP/SLEEK,Verifast,CSL
/ (memory/pointer safety), Spacelnvader/Abductor;
,  HIP/SLEEK ,
, Smallfoot. , ,
Abductor,HIP/SLEEK
1 , Hoare .2
3 )
1
Hoare , Hoare
1.1 Hoare
Hoare (1 , ,
.Hoare (assertion) .Hoare Hoare
[ Hoare {PyCc{Q} C
P Q , C , P
(precondition),Q (postcondition).
Hoare {P} C {Q} o (partial correctness specification).
c {P} C{QK {Prc{Q}r ) : C P
; ) Q.
, P : C . {P}
C {Q} . , {True} WHILE True DO SKIP {Q} ,
(heap) : :
(heap-manipulating programs)
Hoare

C::=SKIP|X:=E|C;C|IF B THEN C ELSE C|WHILE B DO C.
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,C B E
e B:=E=E|E=E|BAB|-B;
e E:=X|N|E+E|-E]...

, Hoare
. {P} SKIP {P}.
o {P[E/X]} X:=E {P}.
. APIC (R} {RYC, (O}
{P}CiC, {Q}

.{P~B}C, {Q} {P~—-B}C, {Q}
"{P}IFB THEN C, ELSEC, {Q}

. {RA~B}C {R}
"{R}WHILE B DO C {R A—B}
P=h {R}C{Q} Q=Q
{P} C{Q}

(rules of consequences)

: R ):

. .P=R{RAB}C{R} RA-B=Q
{P} WHILE B DO C {Q}
: ( 1 ).
(mechanised program verifier) , Hoare
(Hoare AP} C {Q}. , :
(verification condition). ( ) ,
LArRAEM MR, #in{PIC{Q}
| © o ARERATHE
245 BT S B G
| o BERAERE
IRIEFMES
| . REENE
4. W6 SRR RS
| . ABERATER
5.5 5E

Fig.1 A general framework for mechanized program verifier
1
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1.2
, Hoare ( )
,Hoare (rule of constancy).
. : __{PRC{Qy (Modifies(C) n Free(R) = ).
{PAR}C {QAR}
(heap accesses) , , . ,
( , Hoare ).
{tX >t} X]1=5{X 5}
{@tX ) AY 5 5)HX]=5{(X =5 A(Y »5)}
X Y ( X=Y), X Y
, 241 Hoare A
) , (separation conjunction)* (separation implication)—*
(classic separation logic) (intuitionistic separation logic)
: P*Q . , P, Q
. (stack) (heap) : (s,h) P*Q,
S,hr:P*Q, h hl,hz, h:hluhz,dom(hl)ﬁdom(h2)=®, s,hl':P,
s,h,FQ. , (location) ,
P—*Q Q P
, (s,h) P—*Q, shFP—*Q, P (s;hy)  (s,h)
Q. VhyshiFP, s,h*h;FQ. ,h*hy huhy, dom(h)ndom(h,)=4.
(backwards reasoning) . , 2 251
() (»)
a1 x
i—a 3 X 3 "I, 3 ﬁ ¥ i 3
¥ ¥ q ¥ f‘")
———— E——
=3y X3 yeoye3X =3 yaye—3x
Fig.2 Examples for separation conjunction and classic conjunction
2
\ (frame) [,
e Frame :& (Modifies(C) n Free(R) = &).
{P*R}C {Q*R}
2
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2.1 « )
2.1.1  Smallfoot
Berdine Smallfoot 6.1 ,
Smallfoot (symbolic execution) (entailment checking)
, (rearrangement),
, ,Smallfoot . , Is(E,F)
E+F E[n:x1*Is(x',F), E ( ). X
.Smallfoot ,
,2006 ,Distefano B Magill sl
() (list-processing programs) J (
) E—F Is(E,F), , , E F
(pointer safety,
, , (shape analysis)
, WHILE B DO
C, i
Si, i SinB )
S/, , . i
Si : S/ ; , S!S (join) Sist,
i+1 .Distefano (canonical symbolic
heap) (cutpoint), , X
( ), P.(E,X)*P,(x,nil)
Is(E,nil). ,Pi(E,F) EF Is(E,F). y
2.1.2 Spacelnvader  Abductor
Yang (8] '
Spacelnvader, 1 Windows  Linux (201,
(precision) , (scalability) .
Spacelnvader (8] : (Is E F)
(IsPEEF) (IsNEEF), E F ( E=F), E F
( 1 ).
ISPEEF < (E=F aemp)v (IsNE E F),
ISNEEF < (E—F)v@E@F.E—F'*IsNE F'F).
,Spacelnvader (join) (201, ,
.Spacelnvader Thny ThaZy o1
X % , , 2o=(Is NE x nil*ynil)  Zi=(x—x"*Is NE y x"*Is NE x' nil) 2=(Is NE x

v'*Is NE y v'*Is PE v nil), {(ilx'v)} 2 :
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( ). 1 on
, X , 2 X'#nil X'
, . (y=x) :
, 2 (x"#nil) y
Spacelnvader ,
, , ( ). ,Spacelnvader
, . ,Yang [20]
Spacelnvader ,Calcagno (bi-abduction)
Abductort12, .Abductor
, (procedure) ,
.Abductor , (abduction)
[13]
A*[2?]-G. A G
( ), A*[AF]-G AF.
, emp*[??]Fx—>nil x>nil.
A*[?anti-frame]-G*[?frame],
A G , (?anti-frame) (?frame). , x—nil*znil*[?anti-frame]-
list(x)*list(y)*[?frame] :?anti-frame=list(y),?frame=zr-»nil. ( )
,Abductor ,
[11,12].
,/Abductor emp ]
,Abductor
.Abductor Spacelnvader ) ,
,Abductor ,
Spacelnvader ,Abductor ! ,
, .Abductor (inter-
procedural) , (callee), (caller).
,Abductor :
.Luo , [14.15]
O’Hearn 2011 ~2012 Spacelnvader/Abductor ,
Monodics. 2013 Facebook : Infer Facebook

(http://fbinfer.com).
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221 SLAyer THOR

Berdine SLAyer (16 SLAyer
Distefano 8 , . ,SLAyer
. Isp.a) k
Magill THOR [17.18] ( ) ,
.THOR
.THOR , ,
,THOR ,

) Spacelnvader ,

222 HIP/SLEEK

Spacelnvader 1 )
) ) JAVL
,Spacelnvader
( Is ), .Chin
, HIP/SLEEK , [16.20]
HIP/SLEEK ,

1(x,n)::=(x=nilAn=0)v3v,p.(x—>node(v,p)*Il(p,n-1)).
node :data node{int val; node next;}.

sortl(x,min,n) ::= (X = node(min,nil) An=1) v
3k, p.(x — node(min, p) *sortl(p,k,n —1) A min <Kk),
sIB(x,min, B) ::== (x = node(min,nil) A B ={x}) v
3k, p, B".(x = node(min, p) *sIB(p,k,B") Amin =k A B = B"U{x}).
, 1 , 2

AVL (n) (h).
avl(x,n,h) :=(x=nil An=0Ah=0)v3av,l,r,nlhlnrhr
(x> treenode(v,I,r) *avi(l,nl,hl) *avi(r,nr,hr) A
n=1+nl+nr Ah=1+max(hl,hr) A-1=hl-hr <1).

treenode .
data treenode{int val;treenode left;treenode right;}.
HIP/SLEEK , HIP/SLEEK ,
3 ,HIP/SLEEK HIP SLEEK .
Hoare {P} C {Q}( C P Q )HIP
P , C JHIP
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SLEEK .SLEEK ,
( SLEEK ).HIP ,
. ,HIP ( ) , ,
SLEEK ( ).HIP
, callee, caller(
(strongly connected component) ) , , SLEEK
1 5 AR P R "
wrrew WEF AR (@ )W %a
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Fig.3 HIP/SLEEK: Automated program verification via separation logic
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, HIP AnAc,SLEEK Ap-Ac*??, An Ac: ,
Ag, ApFAC* AE. ,SLEEK
An A ( ) , Ac . ,
Ac ,SLEEK Ap ,
( Omega Calculator,Isabelle, MONA,CVC Lite,Z3 )
HIP/SLEEK( 3 ) (2],
JHIP/SLEEK
HIP/SLEEK )
Vv.(sortl(root,v,n)—ll(root,n)An>0),
Va,b.(Iseg(root,p,n)An=a+bsa,b=0-—3r.Iseg(root,r,a)*Iseg(r,p,b)).
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SLEEK , SLEEK SLEEK
HIP/SLEEK (22
( ), ,
HIP/SLEEK ( )
, ,HIP/SLEEK
[23,24]
, (staged formulae)
) JHIP/SLEEK
( 3 ).Qin (25.26] HIP/SLEEK ,
i .Chang (271
(shared cutpoints),  Qin [25.26] , : ,
Chang , Qin
, Chang (261,
[28-30] ,Qin Y
, HIP/SLEEK ! [28.29]
.Qin (301, ,
(abductive abstraction) , p
.Loc (31] ,
,Loc ,
Le (32 .Qin
HIP/SLEEK 1331 He HIP/SLEEK
(4 Ferreira HIP/SLEEK FreeRTOS
[35]
2.3
.Chin Parkinson ,
, (ACM POPLO08) (36371,
, , (super call) (direct call) ;
( ), ,

.Chin s8] (frame)
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/ : :
, : (
) HIP/SLEEK , Parkinson  Bierman
[37] [38] Luo [39]
Distefano Java (401, ., Parkinson
Bierman 3738 Dijstefano e
jStar, ,
jstar (design
pattern). VeriFast*! ( &C ) ( Java
) .Qiu [42,43] (interface)
3
; , (weak
memory model)
3.1 O’Hearn CSL
2007 ,O’Hearn (concurrent separation logic, CSL)“‘”, ,Brookes CSL
, cSL (trace model) %1 Brookes ~ O’Hearn
2016 (2016 Godel Prize)sl. CSL
CcSL Brookes (4],
O’Hearn (cautious) (daring) ,
, , 4
, 10 free g ,
10 ( free  busy ).
semaphore free =1, semaphore free :=1;busy :=0;
P( free);||P(free); P(free);||P(busy);
[10] := m;||n:=[10]; [10] := m;||n:=[10];
V (free);||V (free); V (busy);||V (free);
Fig.4 Examples for cautious program and daring program
4
CSL s (ownership) (separation).
,0’Hearnt*4! (conditional critical regions, CCR)

CSL ,

http:// WWww. JOS. O0rg. cn



2020 Journal of Software \Vol.28, No.8, August 2017

init;
resource r;(variable list),...,resource r, (variable list)
Cll--NIC,.
. with r then B do C endwith , C r
B .CSL : ;

CSL :
{P}ini{RI_*..*RI_*P} {P}C/|...||C {Q}
init;
{P}| resource r,(variable list),...,resource r, (variable list) {RI, *..*RIl, *Q}
Cill--IIC,
P , erl,...,RIrm . P’ ,
Cill.--lICq Q.
{(PICQ} . {RICQ} .G, PO )
{R*..*PIC,[|..[CAQ*..*Q.}
(disjoint concurrency) , ,
, Cy...,Ch

{(P*RI,)~B}C {Q*RI,}

. . ( P Q )-
{P} with r when B do C endwith {Q}
C r ( RI1)),
3.2 /
, Jones / (rely/
guarantee) W1 ( ) (interference),
(compositionality).Vafeiadis  Parkinson 2007 RGSept*®!,
/ .RGSep "
CSL .Feng / (assume/guarantee)
SAGLM, :
Calcagno RGSep Smallfoot , SmallfootRG 5o
/ , ,
.Dodds , [51.52] /
(deny/guarantee reasoning)®®*, ( fork,join ).Feng®® /
(information hiding) , RGSep SAGL , /
/ ; / , ,
3.3 CAP
[55]

Dinsdale-Young CAP(concurrent abstract
predicate, ). , CAP 53]
« ) ,
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. .CAP
;  CAP
. ,CAP /
Dinsdale-Young (56 (metatheory),
(concurrent views framework). ( (view)) ,
, , / CSL CAP (unique
pointer) , .Dinsdale-Young
, ,Calcagno
(separation algebra)®” , (separation view monoid).
(view shift)
Biering 58l ,Dodds B cap ,
( ).
, .Dodds (nested region
assertion)  ( ) ,
, ( [60] ).
Svendsen (unsoundness) ,
HOCAP(higher-order CAP)®%, 2
, CAP ,HOCAP ,
\ .HOCAP
- . Dodds ,HOCAP
(self-referential region assertion) , (predicative) , [59]
, HOCAP
( ),HOCAP
, .Svendsen HOCAP :
iCAP(impredicative CAP)[Y, (impredictive) ,
( (re-entrant) )
Jung Irist®2.Iris (monoids)
(invariant). ( ) ,
(561 Iris
(logically atomic specification).Iris : (ghost state,
) C ,
ris o ris ,
, ( iCAPPY caReSL® TaDABY ) Iris
34
., Javal®  c/c++110
Vafeiadis 671 RSL (relaxed separation logic), 1 c1u
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.RSL sc(sequentially consistent) rel (release)
acq(acquire), na(non-atomic). , Cl rel acq . C11 ,
(A) (rel_w) (B) (acq_r)
(synchronized-with) , (happens-before) : A
rel_w B acq_r . , A
B. ,RSL , Rel(1,Q)
Acq(1,Q),  Rel(1,Q(v)) v l : Q(v).RSL
{QW)*Rel(1,Q)}!rer:=v{Init(l)*Rel(1,Q)} (W-REL)
JInit(l) | . Acq(l,Q) | .RSL
- VX.precise(Q(x)) (R-ACQ)
{init(1)* Acq(l, Q). {v-Q(v) * Acq(l, Q[v := emp])}
,RSL ,RSL
,Turon -
c11 GPste®l. ,GPS ,
,CSL , ,GPS (escrow)
(re-ordering),
, , ,GPS
(per-location protocol).GPS (ghosts) ( ).GPS
He [ GPS , GPS+, c11
, (fence) (relaxed atomic). C11 ,GPS+
GPS ,Doko 7ol RSL :
FSL(fenced separation logic), [69,70] ,
4
10 ; ,
C ) :
( )
v (
) ,
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