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1 , )
0x400000.
) ret « » ’
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g,
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0xb8800010 > pop ebx
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Fig.1 An example of binary code reuse and connected code blocks
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xor [eax+0x5c], ebp; ret}
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dispatch table ;
. dispatcher gadget, add eax,[ebx];jmp [edi],
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pop+jmp ,JOP gadget, . s
ROP BIOP(branch instruction-oriented programming).
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.Snow Just-in-time Code Reuse ROP
ARM ,
[45,67]
2 r7 “push {r2,r5,r6,r7,Ir}...pop {r2,r5,r6,r7,
padding(r2 17 )
pc

i movebx, &ptr |
i mov eax, & string i

i mov eax, & string |

mov ebx, & ptr

mov ebx, 0

xor ebx, ebx

mov eax, & ptr
call eax

mov ebx, & ptr |
call ebx i

Fig.5 Examples of various instruction randomization strategies
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Fig.6 A heuristic detection strategy for code reuse attacks
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Fig.7 Comparison of code blocks generated by Visual Studio with CFG on and off
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