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Randomized Coding of Plaintext Encryption Scheme
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Abstract: The analysis on the well-known optimal asymmetric encryption and its improved schemes reveal some drawbacks. For one,
these schemes use plaintext padding mechanism and hash functions to hide the statistic property of plaintext, and the property of Hash
function makes it difficult to prove that these schemes or their variants are secure in the standard model. Many research works show that,
assuming that RSA problem and their variants are difficult, it is difficult to prove the RSA-OAEP schemes or their improvements secure
against adaptive chosen cipher-text attack in the standard model. In addition, because these schemes encrypt randomized message using
padding mechanism, the randomized message is k-bit longer than the plain-text. This increases the computational complexity of these
schemes. To address the problem, this paper proposes an RSA-type encryption scheme based pairing functions. This scheme has the
following advantages. First, the scheme does not use hash function to hide the statistical property of plain-text, which makes it possible to

prove its security in the standard model. In this scheme, the randomized message can be shorter than the plain-text. Second, it is proved in
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the standard model that the scheme is secure against adaptive chosen cipher-text attacks. Third, when used in sign-encryption, it is not
necessary for the users to negotiate the order of signature modulus or the encryption modulus.

Key words: standard model; indistinguishable security; adaptive chosen ciphertext attack; coding randomized; RSA-OAEP
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W EHOW b S A validQuery AT B HL O 1E T 45 T B (r,C, Cy) 1 ME — 56 F A5, B
H(r',C,,C,)=H(r,C,,C,). A’k Hash B# H() & HumbH i), i DA T AR e Dt P 1 45 52 W R, (r, €, C,) I UE
ft B AR A A BN A B T ARG 3 SO, B DIk PRI BENLEL ' e Z, Ha 155 T Pk & fa Hh Bk ik A ST Bkl
FEBENLEL r e Z, T IXF0RE T K AR RS U 1 g(n), Forh, q(n) T ) H Bk 28 80 22 0 =) 18] 1 5t 1A
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n ARK T LA 1/ g(n) A2 — > 1T 2008 ) 4E.
T RAFH G518 Pr[ValidQuery] /& W] 20 1) A & Ul A7 76— P 28 1R BR A 67 (), T 2L :
Pr[ValidQuery] < 8'(n).
WIS 2. A7 0T 20 10 BR K S(m), W AL :
Pr[GameEdgmz(H) =1A ValidQueryJ < %+ S(n).

% A & IND-CCA2 ¥k H TR — MR £ T T BT A e A, 25T 7 % € 5l CPA MUk & 0L
A TR A R, FERE A BT 10 PR 52 50 A 25 ) 1 LA, 38 T LA g kB2 3 00 % ) ).

T A H 8 5 X T AE:

1) BT A WMARERESH N, FHGEF AP (e, N) < {0,1)".

2) FAHRT (e, N) K RSA KRG A (MR M BEGAF)CCA2 TWF A MSTF A F M AN In s iw i,
Fe R Uy 2K Bl ) i

(a) FHEOH BT M AT G5 25 (x, ).

(b) FENLEFE—rez,, 5

R, =min(x,y) ®r.

(c) MKz

R, |l #ll .
(d) 5
C, = Ry, (mod N).

(e) THH:

C,=x+y.

O HH:a,=H(r,C.,C,), ¥ (C,C,,a,) RETHT A.

3) BT A RATHREE W (C,C,,a,) WAL IR 7 AT N2

W (C,,Cyp0r,) REFEHIRT M0 il (0 825, D) [ 56 7 1) M5 5 00, B e« L (g 35 m) 30 T DA R AR AE Bk ik
AR ).

4) BT A i PIANSE % S M R M AR EOP R )1 ANE S (C,, Cyp ), IS (C,,Copa,) K
BT A

5) WF A fh— AR o € {0,1.

H R BT A R A BIP 3 AR A A 75 ZLAT A K At 25 e ) SR AL [ A 28 1) 11,3 2 PR Ay
BRI A PR —FF 0B T 56T Bk 208 BLAF 20 0T M RN [l )R 20 4% 22 (1 A 2% 1) 30 A SR 1)
AT 3B R AR %5 17096 (C,, Cye, ) #AR R TE R IR0 . RN 4 Valid Query 414 A A2 I BT A TR Bk Ik 38 60 AT o] fié 35
e ) 04 1A 2 v g L B L AR R A FRERR, BT L N 2 R 2R 43 A L5 E IND-CCA2 Jiie sk T L N 28 1K)
R S5 A A A 7] 19, B

Pr[Game;'i}Cpa n)=1na ValidQueryJ Pr[Game'"dg“az(n) 1A ValtdQuery:l

[Game‘“d P (n) = IJ = Pr[Game’““l Prm)=1n ValldQueryJ
= Pr[Game'"dgCcakz (n)=1na ValidQueryJ.
DAL A T I L5 0E B 7 € € FLAT IND-CPA 24, JIT LAAFAE—AN 1] 0 1) R S (), 36 A2 :

Pr{Game'}\s™ (n) = 1] < +5(n)
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PRl LA 31
Pr[Game;'?caz(n) =1A ValidQueryJ < %-F o(n).
1 &5 Pk w15
Adv (n) = Pr[Gamejf‘;“z(n)]:l]—% ‘
< Pr[ValidQuerjy] + Pr[Gamei‘;‘i;mz(n) =1AValidQuery] —%
=|8"(n)+ (% + 5(n)) - ;
=0'(n)+0(n).
PRk AT T 22 0E B 87(n) Y5 5(n) #0211 0% (¥, BT LA Adves () A2 ) 22008 1. D51 0E, B0 T A HUBE LA VT 200 (1
PLH i AF Bt € 19 IND-CCA2 K. O

5 [ERESHT

AT T R b AR
1. T L. —J7 1, B T A SO T7 0 WSO AN 75 %2 Hash o 850 57, JUFG IO 2o i 3 B, 1 4 i 38 B
A LA AL B BEEAT, I — J5 T, A SC 7 EANTT BEALTS ko= ko + ke PEARE I TU AR, DR G & 7 025 07 S 1K B AT
2. T A A B I A A R /N AR TR 45 R LA RSA RIS ARG o T A PR, AR A5 R
TP 5 % 44 A0 45 G 10 08 7 58 (RS BT A 330 10 2 — A BIE 28 44 SN 24 19 3 J20), 33 B 1) J7 S8 Rk 28 %%, 1
Zheng!" Vi H AH DR 55 AN FE P AR PO RSEAR [i), LA B R o 5 8 S B 7 45 44 M S I BRI KNSR R OAEP,
OAEP3+H1 EAEP3+IX 3 PSR ({25 % Jy SR 75 TR A M 15 25 44 455 15 0 B (01 /NI, T A S 238 % )
N6 8 DR R B A S K Alice (RIA B30 (N e,), BRI d,; FLP Bob HIA BT (W, e5), LT
N dy, HABSHR S 2 35 A4l OAEP,OAEP3+MI EAEP3+ /7 R, Bob AHUK 1% —AMIEZE 4 N2 K3 & m
45 Alice, W75 B4 an ~ Jy 2k AT
1) Bob 5&H FH B SCI 70 B AT B m AT 78, 13 8 m'.
2) Bob ] H CLIM% 44 BN B m/ AT 8% A4 B2 0 s =m'™ mod N,
3) ARG Alice I AEAXS s #1583 c =5 mod N,.
4) Alice W B 3C ¢ Ja, 5t 5% ARG MiE 25 4.
5) WIRHEE m .
T RCE] Bob tF % SCIN 5 AR N, 18 H A5 B SE Rl BT N, IS L I RS e U RTS8 N, S
WL N, IR/ R, Alice il 5 (45 RN BER I 28 4 S0 IE I LA LA | N, — N, |/ N, (IR 2R 1200,
TEAS AR SCT7 ZE 1645 Bob MUK IE — AR 44 MO 28 19 6 m 45 Alice, Wl 5 224% it an F 77 AT
1) Bob 55 2.1 715 17 VR0 05 I m AT T % 20 g A B AL AL
2) Bob i Alice A (N ,,e,) M5 W3 SCHELX 20 dm P BEHLAL 5 () Ry
c=Ry (mod N,).
3) Bob Al H CLINAAHAIIE A Hash s4 H iM% 4
s = (x+y)“’“ mod Ny, s, = H(x,y,r).
4) Alice TR R % ST, 56 AT il
¢’ (mod N,) =Ry,
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R3] P B3 x B .
5) Alice B F25 44
52 (mod NB) =(x+y),

W LR HE DR SHRBIMERIE xy 5 r,00F H(x,y,r)isz, W SARSE ) Alice P& H S :m=2"2y+1)-1; %5
g e L,

Bob 114544 tH BN v LIS AN TR ZEAEAR N, BBl 08 N, 128, BRI AT ZE B R R N,
5N, KN ] L

3. MEREXT L. B RSA N2 7 BN 2 048 A, H T IHAMBHALEL W K &, =150 A7, 30 0F 7 & H A
“O" LB KN k =136 4738 1 J& OAEP,OAEP3+F1 EAEP3-+iX 3 Ff &M [ s &, UL L A S0 S e i ) 52
A E (MG A IZ M CBORT RSA 18 S RCECKRARIL) . 2% 1] 52 2% B2 (FH AT 5 (¥ B KB SRR . 20, %2
A UE BASEY, DA R B8 44 15 T G A FH IR 15 75 AR A1 V0 75 25 44 A g I B A 100 DK/ 5 TR0 B (LR D).

Table 1 Comparison on performances

F 1 PEREXTLE

I 1) 52 24 J8E O /Ml )

K T RSA 25 I K W3 (/bit) AL LAY A AR
Ean
OAEP 2/2 1 1752 IND-CCAL1 RO P
OAEP3+ 5/5 1 1752 IND-CCA2 RO 2
EAEP3+ 5/5 1 1912 IND-CCA2 RO 2=
LS ES 1/1 1 >2 048 IND-CCA2 Standard %
6 % it

AR T RO AT oR B A A4 38 T — 8T 10 RSA BN J7 %1% J7 % 5 OAEP,OAEP+,0AEP3+H1 EAEP3+AH I,
—J5 T, AN B2 Hash 32 5050 0T LARRGE B SCI S8 VR 1, 9 BARG T EAEP3+,%F 2 048 LWARR25 3CHT 0] Y (1 B 30K
FEZ/DIEIN T 150 LUREOL 48 & 70238 7 880 I — J7 T AN 7 e A P AR W b, T AAE BR AR Y ik £1) IND-
CCA2 %4 AN SCIEHE 1 T — AN BT ) RSA A8 T 1] {0 R A RSA 38 45w ) 5 M )
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