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Abstract: Software defined networking (SDN) facilitates rapid and open innovation by decoupling the control plane from the data plane,
thus enabling high degree of openness and programmability in network protocols and applications. However, the dynamism of
programmable networks also introduces new security challenges, which limit the large-scale application of SDN in many places. This
paper presents a comprehensive survey on the security of SDN. First, SDN architecture and the security model of SDN are reviewed. Next,
typical security threats and security issues of SDN are summarized and classified from the following two aspects: SDN specific and
non-specific threats, and the security issues associated with the SDN framework. Then an in-depth analysis is provided on the latest
developments in how to build a secure and dependable SDN from the following six aspects: Building a secure SDN controller or network
operating system, the modular composable security services for SDN, DoS/DDoS flooding attack prevention and detection for SDN
controllers, conflict resolutions and consistency resolutions for flow rules in SDN, the security of northbound application programming
interface (API), and the security of applications in SDN. Finally, a brief analysis of the standardization work on SDN security is provided,

along with a discussion on future research trends in building more secured SDN.

w I H SRR &R RI(973)(2012CB315905); [ 5 [ R 2734261272501, 61402029, 61370190)
Foundation item: National Key Basic Research Program (973) (2012CB315905); National Natural Science Foundation of China
(61272501, 61402029, 61370190)
WCRFIS A): 2015-05-18; A& SO []: 2015-08-17; SKH I H]: 2015-12-22; jos 754k Wit [A]: 2016-01-05
CNKI W 84158 i 2016-01-06 15:15:55, http://www.cnki.net/kems/detail/11.2560.TP.20160106.1515.001.html

© WA

PEEBATRS httpe// www. jos. org. cn



970 Journal of Software A5 4R Vol.27, No.4, April 2016

Key words: software defined networking; OpenFlow; security model; security threats; controller security; security protocol of

northbound application programming interface

WA e LM 2% (software defined networking, A FK SDN), K A% 4 4 P41 0 1 2% 44 2 Mt O B0~ 48 o~ i
IR V- 17 AR 38 B b S BILT M 2% PR 4R HP s ) 58 PILSDIN (158 H s 502 T O R el g R, H T A M 4% K )
PRI e W 250 ek Jey 1 1O i A OV A s 15 5

TR F IR AR rp R E i S o) 1 0 SDIN A 1) A AR Sl SEALL AT ) D22 R AL 5 RS )2 DG L iy
TAE4LF% ForCES!', 4D #4121, RCPI!, SANE! IR Ethanel'®'714% SDN 45 0 £% f 428 i 1 T AR N 201 A
FROT SR DA B, SR AR 1A R T AR T AR SR I T R G i N 10 11 T, 9 HR 0K 3l 1) v kg o)
PSR S AN I 2% 3K R A A TR Ak T 4 R4S BT, O T AR TR LT R 48 T g R 4R D AN S TN
TR AR /b R TP UL 2 A el DA I A ) L A SDIN Bl . T T 4 R 28 A T 2 A B
TR TR AR B T BOR s AT A A AT I SR R R R ) XA R A B kT 1 4 R R B,
T RFAR T Beali 8 % SDN 1B I8, 145 T R0 8 AH B2 1Y) SDN 22 4> il 45 T I A 1 2 Bk Bt I % SDN
BERTT RN E AW RN, 22 4> P ) 3% T ik 1120 SDIN R Jie [ % it B 3%

SR NI TT O i AR e O ARG N T SDN A 128 45 Jy T AR 23 P AF (] IF 8 1) Bk 3 5 A 1Y
T AE LABH A 1) 75 25, 4 3 SDN (122 A 85 47 T I B 22 Pk il 2 ZEARIRAE (1) S v X R 1 2 M 4 755 SDIN (14 &
SRR A b B A B A8 ST b IR I ) 4% 1) 4 R A RN R IR L T 1) B 1K T 4 B R 2 A R 4 S A R
T R B AE e AR I At I 28 5 4 AT S BN 4 I ) 48— A4S TR Ik TR DK 22 A 1 B 1R LT R T R LA
N T2 B OG ( 2  RR FE R R R S Th e, AR s R B 2 A ) B Dl B SR N 2R H AL EE R
NOX!SUHI Floodlight!" 4% JF 5 2 fhil o , AR B Py b 2 2 L3 38 0 e g g R PO (HX 8k K 2 4t
SDN Hp3EAN B (K 22 4 B3 A7 ¥ v, B A i JEAH S 56 35 145 ) 28 22 4B 4 SR .(2) W] 2w A2 /2 SDN st 4
—AE R T W48 % ) AR FE, (R TR B O B AR A T E R Y Bk EE () T A LS g e A L
BRIV SR AR JE 38 16 2 S I, P 4 1 9 DA L4 (A DG 1 N 2 SRS 3 A T AR AR QR K b 3 T 4 o A 2
DoS/DDoS H it ) i GE L4251 it Ah, h T SDN (1 I 48 1R 2 R B2 A 6 5 A 28 A, I 4% vl F) A JEL I A A5 9 4 A
A UL AR B S 12 22 4 W 4 X e 34 R il 1 R R B U s . SR B 2 R O 3SR [ 4 s (9 U
FIU), 5 B 47 o] 190 4 i i 1) B A%, 1E TR 48 T SDN HP i 28 (1) & o 22 4 e 4%

AT SDN FEARZIM) . TAERFERI 2 AR [ SE A T, )N SDN H5AT /AR5 A 1) S 2 22 4= ) JUFT SDN
5 28 TVTHIG (1) 42 A g 93 7 T, ) SDIN T IS 1197 31 780 222 4 Jgl JBp 3B AT 43 T RS 49, 96 5 455 SDIN ¢ 42 [ /@B
V1) i e S B R g R AT A 5 OIS, LA Ol SDN W 4% 1) e A 4R i 5 5%

AILH 117X SDN [ FE A JEA Al 22 A B RS EAT 2 M7 55 2 1556 SDN ] I (1) 30 784 22 4 ) (AN 22 4 g E AT
MEEFIAGN.EE 3 I I 20 AT SDN 224 () 1) 3= ZE iy SR % J S e Wit 00k Joe , 9 5o % 28 0 B8 1) 22 4 1k Ry
AT SEEAT VA58 4 1% SDN 224 (bR #EAG TAEBEAT TR 2200 A 55 5 W ME5 4 30 % SDN 224 Jy ZE Rk 11
WFFCIT ) AT R 2.

1 SDN ZE#H5R£ER

Bt SDN 5 5K [ W9 4% 22 4 1 R AR Ak, i) B, 78 RSA 2014 453 _E,Check Point 24 7] ()48 Hinden M4 2 # %
TCEEFPAT LA A B Z R 2 2 A AT 00 R BT 2 46 5 O JLEAT T 24007 48 T M —
()22 A S Pt A5 2 AR SR (AR I S D 25 A2 B R 1) 2 L5 X VEIPPL AT 1 S Xt SDN (1 FE AR 4 4y it
T OpenFlow [ SDN A T AR HEAT SR, 78 LAl b K SDN 22 A 70 15 255 ) 4% 2 A BSR4 7 %) b, I F M
254 DU 4R 7 2R ) 2% 22 23S B IR T7 sUPR D7 1R 0T SDIN 475 19 28 22 AR B A5 R 1) o o R AR AL R AT
I3 W

FIRECFIFAET  https/ www. jos. org. cn




IRER F RN AR PR R 3R 971

1.1 SDNZE#fE A

SDN S 44 (1) 4% /0o FEVAEL I 3B 1 A v 4 S R0 B30 3 k43 125,25 F OpenFlow B3 3 0 4% 28 K4 4] 20 S3 T SDN
{0 2R T SR R ) 2 T T HH AR K% 1) Clean Slate 11 H 41, /& SDN 4% A (g #7535 28 512 451 3031 5 25 SDN At
DARWIHE A BT SN FORR AE A AL 2353 550 A P A=l il sk &6 M R H k38 tH T SDIN g it 2326 48
4, 1 BRI LA FR VL 2 23 (Buropean Telecommunications Standards Institute, {2 #8 ETSI)M W 25812 5 7 1/ B B
BARH T NFV 22402 RN, IBM. SRSB4 ) RIATHME 2 7 I SDN AR L 4 S BIR 366 8 11 #1032t R, 3 )
$2 T OpenDaylight™. H i, 7/l 28 1 4 3 4> 2 (Open Networking Foundation, i Fx ONF)PH/E b -l 6 % Bk
] SDN #r#EWF FUHLA, IE S T SDN ¥k e FAR Ak, 3% SDN 1z X\ ZEAFI R /AL ) B2 13030 55 3 25 A W
Huhp DL 5e 2.

LT 1 77, ONF $ H 1) SDN 48 ) 32 543 g BEAH i J2 « 428 ) 2 R 17 P 023 o el 88 0 22l ) 2% JEG 2 () B
RS, B TR AL EL . B R FR S I Z A b Y N 4R A, — 5 L el B B S A A
o 22 TP e 1 R TR J2 B 8 it £ 5 00 5008 ST 1 7 B8 I R AT G s 59— 7 1D, B 6T 4 R 4 0 RDIR S 545 Bk
ATSEW ey, 58 N H 28R AE Ty B s O N HEA T SDN B4 T2, 3 AL FE AN [R] 28 R [k 45 F1
FHL B A 32 B 1 540 2 A B O FR,ONF 435l LT SDN  ZEH i (1) B [l 82 URI AL ) 82 10 AE e ) B2 1
Ifi,ONF & 3T JFJ) OpenFlow Hr AR HECS SR 117, B T 57 1 J2 b 4% 200 45 1 37 16 82 28 PR 2 bE ik 2 0 2 5
N E 2 T b 82 10 H e 48— R bR AE.

INAEEN 4
| R HJ
Jem#EH API API API
Pl
) 2% r
Mg | 2% IR %% HJ
LnEAs U1OpenFlow /3L &5
SR B : —
D

Fig.1 SDN architecture!®”
1 SDN 4>

1.2 ETFOpenFlowHISDN I 1E5 T2

T OpenFlow Ppil (1) SDN ZEi )20 s T SDN (W R 2 v AR, )& SDN oA (17 i 21 s 5] an 1] 277w,
{E3EF OpenFlow T ff) SDN 44,24 it 4 1R AN &35 B B4 T 30 45 e, S A3 £ A K Bt it 7 26071

Step 1. #m A AR 2% I ) AT AL 1 ek Hidhs £0..

Step 2. ML 1 A i) H B FIRR, A LR 8% 5 1% 80 AL UL L A 2R 10, M AZ #e AL 1 385 Packet-In FE4444
YR AL FE R 25 PR 2% AE A B2 RO N, A8 3L 1 AT DL I TCP W i3 B HKs B L R 6 45 13 il g A T
PLSR ] 22 4 A 4 /2 B (transport layer security, fRiFR TLS)P®xt B 4 k47 0 5 45 3%

Step 3. &AM BI T HAL 1 BIUERAF B JF AL AT WY I W25 SR i, JE Il ik Packet-Out FifF N KB AZHeHL 1
1 Fi 72 v 11

Step 4. ML 1 PATESHIES T A 9DV 2 5w K £ b 0 3% T 8 A # AL 2.

Step 5. #FAC AL 2 (KR E B I % BR A VS AL IR, 5 Step 2 Ab B 7 AL, AS #eHL 2 K438 L Packet-In FA4-31
W R A A0S B R 5 1 2 A A 3L 2 IR A A D C I, W Bk 5% &2 Step 7,BIAZHebL 2 $Ui3 Hh AR MY

FEEAESIN  httpe// www. jos. org. cn



972 Journal of Software A5 4R Vol.27, No.4, April 2016

(1 8 S R g K 5 e 2 2% o B.
Step 6. 5 Step 3 FHAEL, ¥ il 25 HRAE ACHAML 2 (O35 SRAG B, 1 AAH I 14y 225 SR s 2R S L 2 R i e i 1.
Step 7. AZHHL 2 AT FE I E H A K N2 s, Bt B e i A 22 2 i B.

@! il
2 :
/ -

’ .\
N
S o e \\g
/LS T BN\
Q\\»//I @ 7 B
~5§ /l/ ’\}//\ \\\\%
'7‘(\/\?’///,/ ‘ \\\\V
AY
/ /) bl 3\\\\
/ X
Step 1 L Step 4 ‘- Step 7
P E TR N
S S
Ak 4 ATHHL 1 ATHAL 2 Py

Fig.2 Working principle of OpenFlow-based SDN
K2 &+ OpenFlow (1) SDN T{EifE

1.3 SDNZ£&EE 5EHME T SEE Nt

H T 2 ) SR, 8 A A A 45 T 1o 296 B L A A i 1 2 1 R 0 7 25 TOUE B SR PO AR B L S A
T3 T AT JRE I 3 AR Aol A A ot 45 0 46 1) 22 A TR Y R T K b oy, 2 SR ILAE PN 7 T

(1) SDN 5t 4 164 265 of 45 SV (R 22 7 AN [] 70 A% 9 W0 46 FR85 oh At B 3a) 73, D17 K 00 55 22 4 e 48 4
FEAE WA 2% 0 OGS B B DA S ] Pl AN X 22 A e P, AR 22 4 B T LUK L AT SI IR M A2 R AR
HR T AR GE I 2%, SDN & — UL I 3K 5 84 )4 25 . SDN A [R5 LA 7 i I RS 22 e e 46 LU R AT INp o 1% 22 42
BB AP T AT vk e B 1 22 A B4 F 5 R AN R BOE BN 3(b) BT, A P T AN
VU6 S R S Ml 0 1R B T T s B AR 1 (20 BRAR) AT IR B A 1 v PR B A0 i 28 SDIN ) 22 4 e 46, BT DL %2 42 3t
A AR A O (1) 2 4 SR B30 0 BEAT A A AR St 3 R B I e R SN AR 2(5R (AR AT, e AT 148
RERL 1L SDN H ) 22 42 B4 T 3 BUTSG B 25 1) 22 Aol 7 4 Tt 2R A

s Sl e
B2 U@ R
s} _— \ A

/
Lamle T N
SR W N
* St —\7 N
. > \ - .
./ T . -

ny.,.
> > s - S
Tens Wima A5 A6

K3 A S 06

L ) Ueiifi3 %
(a) fRgEi s 2z ] (b) SDN ZEH T #A 4 23% 2 A2 S Y

Fig.3 Security model of traditional network and security model of SDN
K3 fLgt 4 2 e il 5 SDN 22 4 AL 6k bl

(2) SDN 55158 0 46 % 94 296 2 4 A A L KSR SOAN ) AE AR ZE R 26 P B 3(a) i, 24 6 B 52 223
IO T 1 265 () 2 A 25 A RN R 1 I 2t Bl 2 25— B i v B B D 2 I 1) 22 A B0 4% OIS T SR AR S,
FEXTSCRN PR AT BT Z8 5 VAN IS A BEAS 4% M AT ) 22 A 23 T /E SDN A A 3(b) s, 2 il 4%

© PHEBEEEKCHFGOR bt/ www. jos. org. cn



IRER F RN AR PR R 3R 973

AR hy A T 208 B AR H 328 0 oL, A A W 25 57 T A R A I RE A8 S IS SRR 4 R 1) 25 ot A4 UL PR 0k, R 5%

T A A ATTRE N 48 25 s SR E 31 X 2% 1) ‘22 R AR S, TR AR LA R RO ) ook
2 SDN # &L L@ ot

It A7 b S 6T SDIN ZRAL T 6 M 38 PR AN TR N, 2 48 P8 ) S8 9T e o 1 240 SDIN A Ji 1R DR B [RT 3% A4 1 S hd
SDN 547 FHARRF AT 1 ML 7R 22 4 B EAT S0 45 R 43 2K 7 S AR AL B % SDN - 2 MR b i 4 1 i I ) 32 2 22 4
i) 73 Sl BEAT R R0 3 7
2.1 SDN$SA /AR AMARS 2 5H

b X SDN AR TE IR 5 ol 2 A o R, 1 §Ag A1 2 2 3 S0 AN 1 48 110 il 99 R 2242539471 oo 00 iy 5 v 1 i — 30
PEROASASShg i 45 11 OpenFlow B S ffe 55 4 7413438 0 b 1y 3z 11 (¥ ¢ Ak JbR v Ak 1] f 2022443970312 i
HEAT T WIS WEFOR 53 M ML Ah Kreutz %5 N OO 43 511 %3 53 SDN RiA5 AL ARG A 1 22 4 U AT T 4538 . 7E Kreutz
SN E AN CA BT RCR B Al L AT S S5 A8 T SDN HVRE AT FIARRFAT 1K 8 b 7Y 22 42 gl i J I F 23R
BB (ER 1), 300 56 1) 32 L HMY OpenFlow %2 4 P 3E4T7 43 R 1

(1) SDN A7 /ARy A7 1oy i 22 4 gl 732

Table 1 Eight main potential threat vectors in SDNs
2R 1 SDN 1 8 Fift it 71U 1) 22 4 ol

5 e Wik BRI R
* SDN #545 : vP
(1)  EH2E ERINGEITE 2 A A g XaEs = 5 P4 i N A FE 77, 3 88 5 R 1 26 1 10
i HL 2 5 P - (7] ﬂJ‘ﬁE&f%)r‘EE}E%:‘ ?EZ&I:‘('F%&?EEH‘JT%VR ‘ N
4‘&%]‘@@ P 2) ?%ﬂgﬁ?bﬁﬂﬂ‘,m?Eﬂ‘ﬁﬂzwlﬁlﬁ%%%ﬁ%L&%Jﬁlﬂ,ﬁi%?ﬁHﬁﬂ%%%ﬂﬁm‘ﬁﬁm;ﬁﬂmﬂ
(3) AR 2 E = G AN R ST R
s 0 s 5 B (1) SDN Fp a5 /™ 5 A D W st o505 3 110 4 41 % W] {7 484 SDIN Y 4% 52 381 jgli
: (2)  HHLIDS HARIRME K I SDN Hr 3EA HAR T 1) R A &, WA 2 LLARAIE SDN )% 4%
(1) a2 R0 8 B R 2 A) 6 22 A5 00 0A 45 AT VP Ak RS AT 35 B AL 1
T2 ol g 0 N R o (2)  BOAIE W9 48 15 2% e 1 2 A 1 B AR RIS IE R RE P 2 15 2 A I B R IR AN A [R]
2 Rk Z A5 AR ML = 3)  CERN R RT LR B Ml I R, TR AR A vk N FH R AR T R A B, I Y
il b
—
Eﬂgﬁgﬁigﬁ (1) TR 2 0 TR I 1 22 4% W, E?S/DDOS Iﬁlﬁﬂiéﬂl%ﬁﬁl&%@ N
OpenFlow PMX P (2) ' TLS/SSL I WAl PRI, AL LUGRUESZ L 15 4 i 25 2 [ ) 22 4 LA ) SCik
e p) T T T TLS/SSL BSL[K) 2 4x il file7 %)
(1) s 3 nr ) H A 200 16 fe 59 1, 32 N\ 31 SDN 1) 478 11l 2
L 1) 55 7 w (2) FF HE U 1 59 T AR AL B8 W 48 A7 A H B T SDN [ 4 Hh A 4% X, 3 BOX R i 59 1
AR R % R
S L E I 55 = FEANAZ WM 52 B B0 S, A0 0 245 Hp 0 B e 0 H IR 40 S 3 o 3 0 ok 32 e 1R AS #e L
fia) 47 o s 1 Al A2 B L 26 R AR 1A 2K, R i AV B 21 4 1Y)
HE A 5 25 6= - SDN Bt w24 IR T DL 5
T A 0 A WAL I A8 52 5 T 2 A AT S PR HRCHE AL S R0 T A5 A 1 U, ARG R I 285 (1) P Tk 2
%m@ﬁfmﬁ = A 1 7 58 86 10 25 05

(2) OpenFlow Ppil 2 4> 1t

OpenFlow 1) 13 J& ONF Fr #E1b 41 20k — i 7€ (1) SDN 4 [n) 2 Il 5 v, H AT th WU A & 5 &
OpenFlow1.5. 1PV {4 OpenFlow Pk, 3% il F1AZ el 2 1) 38 b 22 430 008 HEAT 7 8, e 4ol 8 R ) 2 Ak
JE M TLS S R AT I3 FIOAUE. 2 18 TLS 1.2 B SChRviERS 42 h 88 A s e LR 37 TLS 3Bl 2 A UE R 72
el 4R,

SARPFEAERT  httpe// www. jos. org. cn

"l




974 Journal of Software #)F¥3R Vol.27, No.4, April 2016

.‘f, i OpenFlowAZ 441 ﬁ@ﬁ%U%ﬁ
(__ SwitchHello ) > ="

- ————- C ControllerHello )
«————— ( Certificate* )
-~ ———— CControllerKeyExchange* )
-~ ————- ( Certificate Request* )
«—————- ( ControllerHelloDone )

( Certificate® ) ————— >

( SwitchKeyExchange ) ————— >

( CertificateVerify ) ————— »>

( [ChangeCipherSpec] ) ————— >

( Finished -—-——- >
- ————- C [ChangeCipherSpec] )
-———— ( Finished )

( Application data )4— - —>( Application data )

Fig.4 SSL/TLS communication example of OpenFlow switch-controller
K4  OpenFlow A #AL-#% il #% SSL/TLS i 5 L 45

MR WALE B, 1 5 2R IE B E P 3 8 10 TCP S 11 sk 35 88 119 6653 TCP ity 111, %0 7 3 3 28 4 e =k -1
A H AT IAAIE. B AR OpenFlow A8 Al 48/ i BEAC B P9 ANIE 0, — AN F T UTE 35 3 10 A 90, — AN ok 1)
JIR 55 28 AUE 52 1 B 005 10 5 00 A8 B LA S S 15 110 2 A0 43 3o R R 1B 734,

(1) FHAIE A58 BRI 2E s 30 R P9 (931 135

(2) AR

(3) A HAHUE S

(4) AT sl 25 B P B FAR IR PO HEAT 8 44

(5) B B HRNE - 2 ) R TR BN A 1 4% .

HHT TLS P AR R e 2 AR T S A5 B 20 B8 B AR 000 i, IR 1, 4% OpenFlow # 1.3.0 Fii A
ZJ& # RS OpenFlow WhiSURF TLS W80 Jhy AT 39 (¥ 6 T00, B o 1 42 58 08 AN SR X TLS 3% AR BT 475k, L AR
4 % SDN [¥1%2 43 7 22 AW 4% e 5 OpenFlow iS4 T I 5 — 46 25 3 1) 22 4 i) L.

(1) “ZABIE A . tH T OpenFlow 1.3.0 WA Z J5 (1 SCH TLS B¢ Al I8 I, 3X A 435 = TLS P ik
$1[¥) SDN W &5k 5B 2501 w3 B sl HAh OpenFlow ili& b 1) X .

(2) TLS AR5 )35 7E.OpenFlow HHY 1.5.1 ZFT I RRAR H A Hig & TLS s 4 FH 1) 2 2% BE A 33U
A A AR — B R T e R S R I R4 SDN A7 K — S8 1) ¢ 4 ) fI0OL [] 1, TLS
B B i 55 1 th A 5 OpenFlow W IS I A5 Hh 1) N0k 26 e 4 i R 1078 b Ak TLS Hip IS0 H 4R R0 18 I 22 4k
WU il 25 22 [) T TE (1 22 4 ke AFL 0 DGV BHL 1 b A2 e ML AG Lo R )

(3) B st % 2 MBS 10 2 A E IUE 1) OpenFlow B L5 HY T 35 i 4 A1 A2 bl IR fr 38 5 L3, (E
FHRAR & 2 AP35 2 AT 1 H AR 22 2 U BORTRR A, BRI 1T 22 A48 ) 28 2 1) (R0 845 45 THT G 26 AR 250808 )20 5%
5 T (1 22 4 1) .

2.2 SDNZE/FZEOMIGH & £ B/

M 3 1) 5 e S 03 B TR R A RT K SDIN THTIG FY) 22 4 1) 43 24 5 AN D7 Tt ] 5o

@ P EBREEB ARSI httpe// www. jos. org. cn




IRER F RN AR PR R 3R 975

MRS || MARRE (| S5 Akik e

mitn || ssme || ww || owa ||| e || PR
@ LB R 1 AL P

i [ ooos [k || a [ wrww | ][ w ]| e

b || poszeiti || v || || s || || s || T

@ P 2R B2 4% 101 /P e 42 1

vommEA || Dosted | | s || vk || mw sk || we

waie || ooos |[ e |[ =z |[ a6 D L il

Fig.5 Main threats in each layer of SDN
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Fig.13 Connection-Migration based DoS/DDoS prevention in SDN
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