AT 23 ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn
Journal of Software,2016,27(2):381-393 [doi: 10.13328/j.cnki.jos.004863] http://www.jos.org.cn
O FERBL 2 Bt ER AT IR T A Tel: +86-10-62562563

EFENRAMARESFEAEASE
Rorsl!, B

R B R LS R TR R W I 450002)
OPEANRKRY BB, ILnt 100872)
THARAERE: 5K &1, E-mail: xjzhang82@ruc.edu.cn, http://www.huel.edu.cn

H B ATEHSBARYPEA CEXGESHSAKEE LN AFTBE A 7k mB WA T4 BB RAIRET

8 B B A A 7y kAR Y o TR ARG B 0 B e LA R LA 6t £ TaAn e Aoy B K AR 77 ik AL 3K

BAGEERS TR Gl R A 5 BT R, AARERF EATFRBEET HATHEDTHEGAXLS

B £ A7 7 i SHP(streaming histogram publication).i% 7 ik ifi it i 4 2| B ANF SHE T AR T4 LM R TR 695

2 ARYE R F) 6958 B T 3R 0 SR AR B T 3 AR -E A ARF R ALR A 2 I £ A e AR AP o R R 3 B AL

B I] B AU A B B 3E R AL AR B 3 R b AEAULE T SHP Bk A F AT 6978 30 B AR T — A B 1 B At 5 ikt
T —Bt %) 693 BB AT IR, 5 FURME B A AR 4G £ 5 T 457 49 AN &%ﬁ‘ﬁuﬂ' A, Tﬂdﬁéjﬁ""“%{ﬁ Z AR kT

VAT R0 E HAR G A TR e AL L4038 £ L 2T SHP Bk ey A M#ATE & 45 R 27, 4 TIuAted SHP Fikty

TR MG T A AT K.

KEER:  E 9 TEAHIE A A B A A AR £ 3R iR £

PEESES: TP311

| A SR S, /N e kT 2 4 BERA 1R ¥R X L T T R AT T L R 2 410,2016,27(2):381-393. http://www.jos.org.cn/
1000-9825/4863 .htm

P 5| #%30: Zhang XJ, Meng XF. Streaming histogram publication method with differential privacy. Ruan Jian Xue Bao/
Journal of Software, 2016,27(2):381-393 (in Chinese). http://www.jos.org.cn/1000-9825/4863.htm

Streaming Histogram Publication Method with Differential Privacy
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Abstract: Various approaches have been proposed to release histogram on static datasets with differential privacy, while little work exist
that handle dynamic datasets. Those existing static approaches are ill-suited for the practical applications on data stream due to the
inherent complexity of publishing streaming histograms. With this consideration, this paper addresses the challenge by proposing a
partitioning-based method, called SHP (streaming histogram publication), which partitions the count values of each sliding window into
different groups for releasing the final histogram. In view of different global sensitivity of queries adopted by this paper, three incremental

utility-based mechanisms for adding Laplace noise are proposed to achieve differential privacy. The three mechanisms are sliding window
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mechanism, time point mechanism, and adaptive sampling mechanism, respectively. In the third mechanism, SHP relies on the adaptive
sampling method to predict the next arriving count value at non-sampling time points. If the difference between the predicted value and
the true value is less than a user-defined threshold, then it releases the predicted value, otherwise, releases the true value. This mechanism
can save privacy budget in terms of sampling interval updates. Experimental results or real datasets show that the utility of SHP based on
sampling is better than the other two mechanisms.

Key words: differential privacy; data stream; histogram publication; approximate error; Laplace error
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JE S F IR AN T AL, TPM AL R Bz B iR 25K T SWM BLIL S Tk, 45 H 5 22 4.

EI 4. Err(H), < Err(H),.
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Table 1 Description of experimental parameters
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error). —H R RUIT:

absolute error=|noisy—true|,
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Fig.6  Absolute error with different ¢
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