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Abstract: For the purpose of exploring the evolution trend and analyzing the autonomous awareness and control problems, this paper
proposes a cognitive awareness-control model for network security situation based on fusion. This model is characterized by the design of
the cross-layer architecture and cognitive circle which can improve the interactive and cognitive ability between the different network
layers. Based on the analysis of the model components and their functions, this paper uses the fusion algorithm to obtain the accurate
decision on the security events made by heterogeneous multi-sensor. Combining with the reasoning of the relation between threat gene
and threat level, a hierarchical quantification method is put forward, encompassing service layer, host layer and network layer. This
approach has the advantage of overcoming the shortcoming of dealing with the complex memberships among network components and
improving the expression ability against network threat. In addition, through establishing the bridge between dispersed computing and the
continuous control, the close-up feedback structure is formed and the self-awareness and self-control problems are solved. The simulation

experiments prove that the presented model and algorithms can fuse heterogeneous security data, dynamically perceive the evolution trend
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of network threat and possess the autonomous regulation and control ability. This study meets the research goal of cognitive
awareness-control and it provides a new method of monitoring and administrating the networks.

Key words: network security situation awareness; cognitive computing; multi-source fusion; quantification awareness; cognitive control
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B8 2 At 2 1 DA RN I P e FE P LER

DAZS FAH0 B 0 A0 i o A [ 00 4 A8 A0 17 0, K 08 T 3 5 450, J2B B A [) 4D 7 0 S s, i TR 25 #8192 9k
HFIPAT.

(1) BEEERARILP, Y5 S, 22 ) (1 22 4 AR 3B R 0 1 K BT o0 33 510 200 A% ARt 2 6 8 S 45 B I (i R 4%

f:(trigger condition)—> N X 5l (strategy )5 Scg={((TC,—>TS)){TCy—>TSy), ... {TC,—>TS,»} =i 14 71 firh

RAEAE ST B B3 KA KA max {Ses); B 23R FF max {Scsy>d 11 SRBE AT 2 Ik fl R 25 A 11

Wi S, 445 &35 T s At A3 DA 601 BTG, TR T R R A ) A O S T R T RN 2R AT AH N IR B /. — BLH B

© TEBREEGESIEIFEFDT htp/ www. jos. org. cn



X MR, % AP AF i b RIEEA 2107

max { S} <d (80, I VB P S50 P T 1 6 o 26 P G S AH 222 60 66 R G L e 2
WK dy M R 2R IANL dy MR (TC,  —> TS, ) 4 T Se 0 & i A2 il
e, 38 P DU 0 4 2 4 S0
Q) BREEANAS, M) Py 15 S, 2 1) (5 AR A 56 M S WO 55
(3) BREE FWEHN Py L5 S, 2 IAEAE 5 A A WA D= {dy oy} I BT 1125 1, R L5 7
LY R LA 5 24 o o
42 BHBMELADEE

AT NSSA H& T2 MM FRET A KA 2 AL 4 BRI, i 45 A i Ry 2154
28 4 2 4 1A . i, 2 (LD BIT R 2534 22 4 G 1 T ) 285 A0
o . of - of -

G (X,X)ye0s X)) =——0 +—— 0, + ...+ ——1 11
d( 1 2 1) ax1 1 axz 2 axl 1 ( )

b SN B RS RS — B IR A SRR R G B A T BN T A Lk
WEHPAT e T i 20 FADC i il 0 3R, Bt fi 5028 s Rk 40 16 2 55, XORE AR H5 25 35080 B 32 3 AT
PSR B NSSA A Z0EFE 18 H 1.

5 MEXESSH

5.1 FRETERE

FR PGB 50 55 3R, BT W ] 9 B i B 2 4 b 4544, 3 53l ¥ 48 Netflow,Snort 1 Snmp 5§ 3 JEAE AR B0 % 2
WECHE I FH XML AR 58 5% 2 5 A% 18 s SUdi 45 3o Rk s A0 A 2,3 2R i 5 15 2 A S SR AL 1 95 2R LA
S Snmp H SIS W E 10 Fios.

YNGR SR AL B DARPA 99 A K I BHE 119 10% K09 £ (10 20% 1 9% (3 1), 34 16 B (15 Fe rp B A
42 1R TSIz ) 2%+ e 2SR 1 7 B B AP SR R, SR ] Neetpoke T, DA YT 55 ACRE R 0 1) B0 T IBE R 4 R 3 284 Ik
MR Z5 X CPSO-DS fili 5 AT 2 50 I 2R, BE AR BUBEh 55,7610, 11N 8 RARAAUE, 45 & B 2 -
2 T 2 AT 75 DAL ASUARL (1 53 Wi, I ) FH B 2840 2 DA B Netflow [0 11 A8 Ak S RO i HHON LU SRIRCR: o f%
AL BPA, WL 1.

[Eg: B
SNMPA% i 2%

nnnnnn

Netflow
analyzer Wi WA

. i l
A

Email, Http, Ftp, Rpc Dns, Telnet
Snmp

Fig.9 Network topology
K9 M&Ih ik

© HFBIERAIEIFIDN  hipsswww. jos. org. en



2108 Journal of Software ¥ #k Vol.27, No.8, August 2016

[
1

: 1

: 1

: 1

: 1

: 1

§ |

S R ble MR !
it ik o I !
i « O 1
2y o |
. I

1

1

1

1

1

. : |

Snort H SNMP : Netflow :

: 1
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Table 1 Basic experiment data

KA I WREE BPAnafiow  BPAswor BPAsimp  Wetflow  Wsnot  Wsamp  JBUMER B E T

R2L 226 98 0.098 0.194 0.347 0.26 0.71 0.67 1 0.726
U2R 31 11 0.146 0.203 0.261 0.23 0.91 0.69 1 0.726
DoS 78291 33665 0.283 0.189 0.167 0.93 0.34 0.22 2 0.611
Probe 822 354 0.367 0.288 0.188 0.88 0.60 0.41 3 0.389
New * * 0.106 0.126 0.037 0.58 0.71 0.43 0 1

WA 9 1 A 2 4 4 R H CPSO-DS st BRI A 7 A I F & EAT A5, 00 5 AN AL AL 48 D-S. &3
i D-S @B, BRI R L4 1Y) PSO-DSPPIZE A I % (DR) R 2 5 (FDR) J7 HIEAT T LL %, L %6 2.
Table 2 Fusion ability
F2 EATERE
S8 5 D-S (%)  ZKMD-S (%)  PSO-DS(HHHEIE) (%) CPSO-DS(—=#lidil) (%)
DR 73.33 82.60 86.67 88.11
FDR 9.86 5.80 5.63 5.06
YU 45 R W],CPSO-DS YRl & /R R I A . B A B0 T HA 7 v B 5 SCHR[33]H R WA A Jek
AT LR 5 AL A B0 H B I B T3 A I o B AR e 4 sz ae e F v, A U2R R R2L (1) A J8E, B 2 S A
TS HCH B0 M 5 TR 0 kAR B R v T 2 T SR AL IR A AR, I B S R SO U RE R ke 2 A AN
PP S YRR = Ak Y 1 1 A B L 054 o S R T D SR A 1 AR T (AT I IR AN B S 2 4R T R A M, R
RV T 22 VR RS 1T 5, 000 R 0 48 B I e 2 B Rl TR M P 55 0 N A SRS A B A T P i TRk 2
VILEPS
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521 REwaEH
F 4 CPSO-DS il 51 45 ) H, R A 42 8 0 204 B L B 25 B AR J2 VR A0 45 1 25 IR R AT B U VP A A S 4
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Table 4 New threat gene
F 4 FEUET
Btk JaH A5 JaP R T

R2L 2 0.611
U2R 2 0.611
DoS 1 0.726
Probe 3 0.389
New 0 1
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Fig.14 Service security situation after self-adapting
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Fig.15 Network security situation after regulation and control
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Table 5 Typical research comparison
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